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The increasing importance of social 
media 
Social media have an increasingly broad user base.  In 2011 there were over 40 

million users in Europe.  This number is expected to increase to nearly 110 

million during 2012.  

Companies are increasingly keen to use social media for business purposes, in 

particular, as part of their communication, marketing and recruitment strategy.  

However, the legal framework applying to social media is often complicated 

and unclear.  Social media are subject to a broad range of laws and regulations, 

including market practices, intellectual property, privacy, data protection and 

employment law.   

The purpose of this brochure is to provide some insight into the legal issues 

attached to the use of social media in a Belgian context.. 

 

 

What are social media? 

Social media are online applications that enable their users to interact with 

each other.  This includes creating and sharing content (text, images and 

video), as well as networking and bookmarking.  As compared with traditional 

media which only deliver content; social media promote active user 

participation. 

There is a great variety of social media ranging from social networks (e.g. 

Facebook, LinkedIn), private enterprise social networks (e.g. Yammer, 

Socialcast, Jive), content-sharing websites (e.g. Youtube, Flickr) to Wikis (e.g. 

Wikipedia), blogs (e.g. WordPress, Blogger) and micro-blogs (e.g. Twitter). 
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Social media and employment law 
The growth of social media sites has significant ramifications for employers. 

It offers ample opportunities for you to search for prospective employees (e.g. 

both LinkedIn and Facebook can be used to advertise job vacancies) or to 

create communities with your staff.  Wikis and blogs offer an effective tool for 

making announcements and exchanging information (replacing the traditional 

message boards). 

Social media also present significant challenges if you want to use them to 

check potential employees' backgrounds, to monitor staff or to discipline 

employees who make inappropriate use of social media. 

1_Recruitment 

Can I use search engines and social media to find out 
information about prospective employees? 

Yes, if you respect some basic rules.  

Studies show that the majority of recruiters, when preparing for the first 

interview, carry out an online search to find out additional information about 

the applicant.  LinkedIn and Facebook are the websites most often consulted. 

But, employers may not ask job applicants about their private life, unless it is 

considered relevant for the nature of the function.  A company may not make 

employment decisions based on criteria such as age, race, gender, sexual 

orientation, marital status, religion or philosophy of life, political beliefs, trade 

union membership, language, handicap, fortune and social origin. 

Someone with a Facebook page may well post information that touches on 

these subjects.  When checking job applicants, you must not let information on 

these protected criteria influence your hiring decisions. 

Can I publish a job vacancy exclusively through social 
media? 

The problem here is that not everyone uses or can access social media.  So you 

may be making it difficult or impossible for some people to apply for the job 

you are advertising.  This could amount to indirect discrimination based on the 

economic or social  position of potential applicants. 

Social media not only 
offer ample 
opportunities, but 
also present 
significant challenges 
for employers 
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2_Performance of the employment 
agreement 

Can I prevent the use of social media in the workplace? 

Yes, if social media are not a necessary working tool for your employees.  

For almost all employees, social media are not considered a necessary working 

tool (unlike, for example, an internet browser).   In 2010, 43% of Belgian 

employers blocked access to Facebook and 39% blocked access to Twitter. 

Alternatively, you may opt for a softer approach and allow access within 

certain limits.  When monitoring employees' online behaviour, you will need 

to take into account the strict regulations set out in Collective Bargaining 

Agreement n° 81 (CBA n° 81 defines the conditions under which an employer 

is authorised to monitor an employee's electronic online communication in the 

workplace). 

Can I regulate the use of social media by employees? 

You can and we recommend you to.  

In general, you want to prevent your employees from using the company's 

name or logo without authorisation. 

To ensure that employees use social media appropriately you can set 

guidelines on how employees are to use social media in relation to the 

company. 

How can I prevent my confidential information from 
leaking onto social networking sites? 

There is a significant risk that employees will disclose confidential information 

online. Sometimes they may not realise the risk: a sales representative may put 

the company's confidential list of customers onto his LinkedIn contact list.  A 

careless post on Twitter about a business dinner may leak inside information 

about a potential deal. 

Most companies have strict confidentiality clauses in their employment 

agreements.  But do employees think about confidentiality when using their 

social networking accounts?  Do they know what information the company 

considers to be confidential?  And in this age of instant communication, do 

they pause to think before pressing the 'send' button? 

It is recommended that you give clear guidelines to employees to make them 

aware of the potential dangers of posting information online, especially in a 

business context. That will allow you to manage the risks proactively.  
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3_Termination of employment 

Can I dismiss an employee for serious cause for 
comments made on Facebook? 

Yes, when the comments are sufficiently damaging. 

Employees may use social networking to post degrading messages about their 

supervisors or the company's customers, or start criticising the company's 

business policies, or harassing or intimidating colleagues. 

Companies have started dismissing employees for serious cause in these 

circumstances. In 2011, the labour court of Leuven confirmed a dismissal for 

serious cause of an employee who used his Facebook account to criticize his 

company's business policies.  The labour court considered it a breach of the 

employee's loyalty duty towards his employer. 

However, you should always consider whether the comments are sufficiently 

damaging before proceeding with any disciplinary action and to avoid a 'knee-

jerk' reaction to any negative comments posted online.  

Can I claim ownership of my employee's social media 
connections? 

There has not yet been any case law on this issue in Belgium.  But in the 

United States, a company is already suing a former employee regarding a 

twitter account.  During his employment, the employee tweeted for the 

company and gained 17,000 followers.  After he left, the employee changed 

the company account to a personal account, taking the entire 17,000 list of 

'clients' with him. 

To manage this risk, your social media policy should address ownership of 

social media content and connections.  Employment agreements and 

confidentiality agreements can also put in place the protections your business 

needs. 

Can I rely on evidence secured through social 
networking sites? 

Yes, but you must proceed with caution. 

Employees may sometimes reveal incriminating personal information through 

social media:  someone on sick leave posts pictures on Facebook showing 

them partying or playing tennis.  Or they post degrading messages about their 

employer's business on Facebook.  Can you use this as evidence? 

Does it make a difference if you receive this information first-hand, by being 

selected as a 'friend' on Facebook? Usually companies discover this kind of 

information second-hand from co-workers acting as 'whistleblowers'.  Would 
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you breach the employee's privacy rights if you used this information?  Do 

privacy settings make a difference here?   

In 2011 the Belgian labour courts ruled for the first time on these issues and 

these cases offer some guidance.  The key tip is to act swiftly but with caution: 

take screenshots or have a bailiff register the posts in an official transcript. 
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Other legal issues related to using 
social media for business purposes 

1_Social media and advertising law 

Can I freely advertise my products and services through 
social media? 

Yes, when respecting the applicable rules.  

Social media have the potential to reach a staggering number of people.  This 

can make social media an extremely cost-efficient advertising channel. 

Advertising via social media is subject to the restrictions of the Act on market 

practices and consumer protection of 6 April 2010 (the Act) which defines – in 

a very broad manner – advertising as "every communication by a company that 

is directly or indirectly aimed at promoting the sales of products, 

independently of the place or means of communication used".   

As a result, when communicating about products or services using social 

media, companies (like all users) must comply with the general advertising 

rules set out in the Act.  These rules state, among other things, that the 

advertising must not be misleading and must not denigrate a competitor. 

In addition, for certain products and/or sectors, advertising via social media 

will be subject to specific advertising regulations (e.g. financial products, 

pharmaceutical products, alcohol or tobacco). 

Furthermore, some social media have developed their own advertising 

guidelines which impose a number of restrictions and obligations. 

2_Social media and intellectual property 
law 

Can I freely publish content via social media? 

Yes, if respecting third parties' rights. 

Any publication of content via social media must take into account the 

intellectual property rights held by third parties, for instance copyright or 

trademark rights.  If content is protected by intellectual property rights, users 

may in principle only publish this content via social media with the prior 

authorisation of the content owner.  

When publishing content online, users should take adequate precautions to 

avoid undermining their own rights (e.g. confidential know-how may lose its 
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confidential nature if it is published online).  The same precautions should be 

taken with respect to any third-party know-how to which users might have 

access. 

Do I retain the content rights to the material I post? 

Generally, yes.   

But pay attention to any relevant terms and conditions of the social media 

operator, since these might grant the social media operator certain content 

rights. 

For example, both Facebook and Twitter's current standard terms state that by 

posting content online users automatically grant them a non-exclusive, sub-

licensable, royalty-free and a worldwide license to use the content in any way 

that they see fit. 

Can I freely use the content obtained from social media? 

No, you can't.  

Social media content will often be protected by intellectual property rights, 

particularly trademarks and copyright.  Consequently, the reproduction of the 

content obtained from social media can be prohibited unless it is allowed under 

the applicable terms of the social media application.  Twitter for example, 

permits and encourages the broad re-use of content ('retweeting'). 

3_Social media and privacy / data 
protection law 

Can I publish anything about anybody? 

No, when publishing content online, you need to respect certain individual 

rights.  

Individuals have the right to privacy.  As a result, a company cannot publish 

information about an individual's private life without his or her consent.  

Related to this is the right of personal portrayal, which means that you need a 

person's prior approval if you wish to use their photograph. 

Furthermore, any content which may be considered insulting, denigrating or 

defamatory, as well as discriminatory, must not be published. 

Can I freely collect and use personal data available on 
social media? 

No, personal data on social media are subject to the Belgian Data Protection 

Act of 8 December 1992. 
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Personal data may be processed only if such processing complies with one of 

the exhaustively listed legitimacy grounds in the Belgian Data Protection Act, 

which include the prior consent of the data subject (i.e. the individual to whom 

the personal data relates).  The conditions are even stricter if the personal data 

relates to sensitive data such as racial origin, political opinions or religious 

beliefs.   

Furthermore, companies that wish to process personal data must, prior to any 

such processing, inform the data subjects about the collection and use of their 

personal data, as well as notify the Privacy Commission (although some 

limited exceptions exist to this notification).  

Finally, while personal data can, in principle, be freely transferred within the 

European Economic Area, transfer of this data outside of the European 

Economic Area (e.g. to another group company) is subject to specific 

formalities. 
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How can we help? 
When used in a controlled manner, social media allow for quick, targeted and 

large-scale communication and information-sharing both within the company 

(internal social media) and outside the company (external social media). 

However, without the appropriate controls, the use of social media (whether 

externally or internally) may seriously damage the company's image due to the 

durability of content published online and the size of the audience, and may 

even lead to the company being held civilly or criminally liable. 

You should consider developing and rolling out a social media policy to deal 

with any issues that may arise. You should not hesitate to take appropriate 

action against any staff who breach the policy or bring your business into 

disrepute. 

Your policy should draw some bright lines between what is acceptable and 

unacceptable internet use, how this will be monitored, and how disciplinary 

rules and sanctions will be applied.  

You may not need to start from scratch.  If you already have a policy on the 

use of email and the internet, you can expand it to include social media 

guidelines.  You will need to inform and consult employee representatives 

formally before implementing any new policy.   

Social media are here to stay: companies and employees simply need to 

recognise and manage the risks.  If they do, then Facebook can  be good for 

business. 

Without the 
appropriate controls, 
the use of social 
media may lead to 
civil or even criminal 
liability 
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Who to contact? 
 

 

Inge Vanderreken 
Counsel, Employment 

Contact 
Tel +32 2 780 22 30 
Mob +32 495 59 14 80 
inge.vanderreken@allenovery.com 

Peter Van Dyck 
Senior Associate, Intellectual Property 

Contact 
Tel +32 2 780 25 12 
Mob +32 494 82 18 47 
peter.vandyck@allenovery.com 

 

Pieter De Koster 
Partner, Employment 

Contact 
Tel +32 2 780 22 10 
Mob +32 495 59 14 50   
pieter.dekoster@allenovery.com  

Geert Glas 
Partner, Intellectual Property 

Contact 
Tel +32 2 780 25 60 
Mob +32 495 20 54 52   
geert.glas@allenovery.com 

 

Christian Bayart 
Partner, Employment 

Contact 
Tel +32 3 287 74 52 
Mob +32 473 25 21 29 
christian.bayart@allenovery.com  

Dieter Delarue 
Senior Associate, Intellectual Property 

Contact 
Tel +32 3 287 73 42 
Mob +32 477 56 10 42 
dieter.delarue@allenovery.com 
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This memorandum does not replace legal counsel 

Your contact office for this proposal is Brussels: Tervurenlaan 268A avenue de Tervueren | Tel +32 2 780 22 22 | Fax +32 2 780 22 44| www.allenovery.com. 

In this document 'Allen & Overy' means 'Allen & Overy LLP and/or its affiliated undertakings'. Any reference to a partner is used to refer to a member of Allen & Overy LLP 

or an employee or consultant with equivalent standing and qualifications or an individual with equivalent status in one of Allen & Overy LLP's affiliated undertakings. 

Allen & Overy LLP or an affiliated undertaking has an office in each of: Abu Dhabi, Amsterdam, Antwerp, Athens (representative office), Bangkok, Beijing, Belfast, 

Bratislava, Brussels, Bucharest (associated office), Budapest, Casablanca, Doha, Dubai, Düsseldorf, Frankfurt, Hamburg, Hong Kong, Jakarta (associated office), London, 

Luxembourg, Madrid, Mannheim, Milan, Moscow, Munich, New York, Paris, Perth, Prague, Riyadh (associated office), Rome, São Paulo, Shanghai, Singapore, Sydney, 

Tokyo, Warsaw and Washington, D.C. 


