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Ask the following questions to determine what 
contractual protections and rights might be required:

Ways in which you can achieve contracting consistency:

– What data sets are involved?

– Who owns the data?

– Is it confidential? 

– Is it valuable?

– �What background data is 
there? (pre-existing data)

– �What foreground data is there? 
(data that is developed over the 
lifetime of the project)

– What are the data flows?

– �How is the data  
currently used?

– �Does the data have value 
beyond the organisation?

– �Where and how  
is data stored?

– �What are the objectives of 
the deal?

– �What rights and obligations 
will the counterparty have over 
your data?

– �What restrictions will there be 
on the use/disclosure of the 
data by each party?

– �What rights and obligations 
will you have over the 
counterparty’s data?

– What is the accuracy and consistency of the data? What is the integrity of the data? 

– What is the deal structure?

– ��Build a menu of possible 
contractual protections

– ��Establish guidelines setting 
out preferred and prohibited 
contracted positions

– Who are the key stakeholders?

– �Create flowcharts and 
decision trees

– �Have drafting options for 
data-related clauses – 
clause books

– �What publication rights might 
parties want?

– �What security requirements 
are there for the data?

– �What is the nature of 
the counterparties?

– �Use scorecards to assess 
contractual risk prior to signing 
a contract

– �Produce a central repository  
of deal precedents considered 
to represent best practice
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7. Liability 
and indemnity

Menu of contractual protections

1. Ownership/ 
use of data

5. Interplay  
with financial 

provisions

8. Termination

2. Restrictive 
covenants

4. Confidentiality

6. Governance

– Clear statements
– �Clear licences/ 

permission to use

– Assignments

– Exclusivity

– �Should any future use  
of firm’s data trigger 
financial upside?

– �Financial business model

– Security obligations

– Segregation obligations

– Format requirements

– Data storage

– Data portability

– Audit

– �What data can and cannot 
be used for?

– �Who can access and 
re-use the data?

– �How can users access 
the data?

– Security obligations

– Segregation obligations

– Format requirements

– Data storage

– Data portability

– Disclosure restrictions

– Rights

– Data return/retention

– �Impact on data 
originally provided

– Termination cases

3. Technical 
issues

 
Leading to a 

more consistent 
contracting 
approach

– �What is the nature of the 
data (personal/confidential)?

– �How will the data be used?

– �Are there restrictions on 
commercialising the data?

– �Limits and caps on liabilities

– �Indemnity resulting from 
partner’s breach

Data monetisation: checklist of key contractual considerations | 2020

© Allen & Overy LLP 2020



Contacts

Filip Van Elsen
Partner
Tel +32 3 287 73 27 
filip.vanelsen@allenovery.com

Connell O’Neill
Partner 
Tel +612 9373 7790 
connell.oneill@allenovery.com

Laurie-Anne Ancenys
Counsel
Tel +33 1 40 06 53 42 
laurie-anne.ancenys@allenovery.com

Jane Finlayson-Brown
Partner 
Tel +44 20 3088 3384
jane.finlayson-brown@allenovery.com

Ulrich Baumgartner
Partner
Tel +49 89 71043 3150
ulrich.baumgartner@allenovery.com

Jim Ford
Partner
Tel +44 20 3088 4797
jim.ford@allenovery.com

Ben Regnard-Weinrabe
Partner 
Tel +44 20 3088 3207
ben.regnard-weinrabe@allenovery.com

Nigel Parker
Partner 
Tel +44 20 3088 3136
nigel.parker@allenovery.com

Victor Ho
Managing Partner 
Tel +86 10 6535 4381 
victor.ho@allenovery.com

Keren Livneh
Associate
Tel +1 212 756 1151 
keren.livneh@AllenOvery.com

Catherine Di Lorenzo
Counsel 
Tel +352 44 44 5 5129
catherine.dilorenzo@allenovery.com

Nicole Wolters
Counsel 
Tel +31 20 674 1401
nicole.woltersruckert@AllenOvery.com

allenovery.com



Allen & Overy LLP 
One Bishops Square 
London 
E1 6AD 
United Kingdom

Tel +44 20 3088 0000  
Fax +44 20 3088 0088

FOR MORE INFORMATION, PLEASE CONTACT:

London

allenovery.com

AO_Boilerplate_United Kingdom

© Allen & Overy LLP 2019. This document is for general guidance only and does not constitute definitive advice.

Allen & Overy means Allen & Overy LLP and/or its affiliated undertakings. Allen & Overy LLP is a limited liability partnership registered in England and Wales 
with registered number OC306763. Allen & Overy (Holdings) Limited is a limited company registered in England and Wales with registered number 07462870. 
Allen & Overy LLP and Allen & Overy (Holdings) Limited are authorised and regulated by the Solicitors Regulation Authority of England and Wales.

The term partner is used to refer to a member of Allen & Overy LLP or a director of Allen & Overy (Holdings) Limited or, in either case, an employee or 
consultant with equivalent standing and qualifications or an individual with equivalent status in one of Allen & Overy LLP’s affiliated undertakings. 
A list of the members of Allen & Overy LLP and of the non-members who are designated as partners, and a list of the directors of Allen & Overy 
(Holdings) Limited, is open to inspection at our registered office at One Bishops Square, London E1 6AD.

      UK

GLOBAL PRESENCE

Allen & Overy is an international legal practice with approximately 5,400 people, including some 550 partners, working in over 40 offi  ces worldwide. 
Allen & Overy LLP or an affi  liated undertaking has an offi  ce in each of:

Abu Dhabi
Amsterdam
Antwerp
Bangkok
Barcelona
Beijing
Belfast
Bratislava
Brussels

Bucharest (associated offi  ce)

Budapest
Casablanca
Dubai
Düsseldorf
Frankfurt
Hamburg
Hanoi
Ho Chi Minh City

Hong Kong
Istanbul
Jakarta (associated offi  ce)

Johannesburg
London
Luxembourg
Madrid
Milan
Moscow

Munich 
New York
Paris
Perth
Prague
Rome
São Paulo
Seoul
Shanghai

Singapore
Sydney
Tokyo
Warsaw
Washington, D.C.
Yangon

© Allen & Overy LLP 2020. This document is for general guidance only and does not constitute definitive advice.
UK

CS1911_CDD-57590_ADD-87952


	CS1911_CDD-57590_ADD-87952_email.pdf
	CS1911_CDD-57590_ADD-87906_email.pdf



