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PREFACE

This first edition of The Financial Technology Law Review is published at a time when most 
players in the finance sector are concerned about the new developments that information 
technology (IT), big data and artificial intelligence (AI) will trigger in the finance sector. 
Hence, it is often forgotten that the use of IT in the finance sector is not new and that many 
applications that would come under fintech are already quite old, at least by today’s standards. 
Financial market participants – and their legal advisers – already have considerable experience 
in implementing such changes. As far as improved support products are concerned, the 
general rules of financial regulations can be applied quite easily to new developments.

However, there are indeed some recent developments that are entirely new, such as AI 
and the blockchain and its various applications, such as other tokens (e.g., cryptocurrencies 
and security tokens). These do have the potential to disrupt the industry, in at least some of 
its sectors.

The regulators worldwide were taken by surprise by the sheer dynamism of this 
development, both by the speed of the technical developments and the speed with which 
such new possibilities were implemented: long before there were any established rules for 
ICOs, startups could already raise up to several hundred million dollars by issuing tokens. 
This may have been a golden window of opportunity, but also, as one article published put 
it, ‘good times for money launderers’.  

Therefore, it is little wonder that we are currently witnessing a strengthening of 
regulations in the field of fintech. However, the national solution chosen (and the speed 
with which regulators are willing to react by providing guidelines to market participants) 
varies considerably between jurisdictions. This may be a consequence of different regulatory 
cultures, but in addition, the existing legal systems may pose varying and unplanned 
obstacles to some of the new applications. It may, for example, be difficult to transfer rights 
on the blockchain if the national code prescribes that rights can only be assigned in writing. 
Therefore, a structured collection of overviews of certain aspects of fintech law and regulation 
– as this publication provides – is valuable not only for the international practitioner, but 
also for anyone who is looking for inspiration on how to address hitherto unaddressed and 
unthought-of issues under the national law of any country. 

The authors of this publication are from the most widely respected law firms in their 
jurisdictions. They each have a proven record of experience in the field of fintech; they know 
both the law and how it is applied. We hope that you will also find their experience invaluable 
and enlightening when dealing with any of the varied issues fintech raises in the legal and 
regulatory fields. 
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The emphasis of this collection is on the law and practice of each of the jurisdictions, 
but discussion of emerging or unsettled issues has been provided where appropriate. The 
views expressed are those of the authors and not of their firms, the editor or the publisher. In 
a fast-changing environment, every effort has been made to provide the latest intelligence on 
the current status of the law. 

Thomas A Frick
Niederer Kraft Frey
Zurich
April 2018
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Chapter 1

AUSTRALIA

Peter Reeves1

I OVERVIEW 

Financial technology (fintech) has been a focal point for economic growth in Australia and 
within the financial services sector, it has generally been accepted that policy and reform 
are driven by fintech innovations. In the past two years alone, the number of active fintech 
businesses in Australia has doubled. This rapidly evolving and growing landscape has resulted 
in a willingness by the Australian regulators and policy-makers to facilitate fintech innovation.

Throughout 2017, regulatory and legislative frameworks were subject to review so as 
to encapsulate innovations that may not have necessarily fit within existing regimes. More 
broadly there has been A$1.1 billion invested in a National Innovation and Science Agenda 
promoting commercial risk taking and creating tax incentives for early-stage investment in 
fintech companies, changes to the venture capital regime, insolvency law reforms, and the 
establishment of the FinTech Advisory Group to advise the Australian Treasurer.

Regulators have committed to helping fintech businesses by streamlining access and 
offering informal guidance to enhance understanding, with both the Australian Securities 
and Investments Commission (ASIC) and the Australian Transaction Reports and Analysis 
Centre (AUSTRAC) Innovation Hubs available to assist start-ups in navigating the Australian 
regulatory framework. AUSTRAC’s Fintel Alliance has an Innovation Hub (the Hub) 
targeted at improving the fintech sector’s relationship with government and regulators. The 
Hub includes a regulatory sandbox in which fintech businesses may test financial products 
and services without risking regulatory action or costs by AUSTRAC. ASIC has released 
public guidance on topics for fintech business such as providing digital financial product 
advice, distributed ledger technology (DLT) and initial coin offerings (ICO). 

To assist businesses wishing to create a new financial service product or to understand 
their anti-money laundering and counter-terrorist financing obligations, AUSTRAC has 
also implemented a new dedicated webpage providing information about the Anti-Money 
Laundering and Counter-Terrorism Financing (AML/CTF) regime and AUSTRAC’s role. In 
their annual report for 2016–2017, AUSTRAC noted that the webpage had been successful, 
garnering over 40 direct enquiries from entities developing innovative new approaches to 
providing ‘designated services’ as defined under the AML/CTF Act.2 

In terms of tax incentives, Australian fintech companies may be eligible for the Research 
and Development (R&D) Tax Incentive programme, which is available for entities incurring 

1 Peter Reeves is a partner at Gilbert + Tobin.
2 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth).
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eligible expenditure on R&D activities.3 This includes certain software R&D activities 
commonly conducted by fintech businesses. Claimants under the R&D tax incentive may 
be eligible for:
a small businesses (less than A$20 million aggregated turnover): a 43.5 per cent 

refundable tax offset; and
b other businesses: a 38.5 per cent non-refundable tax offset.

The government has also introduced a bill proposing changes to the venture capital and 
early-stage tax concession provisions in the Income Tax Assessment Act 1997 (Cth).4 The 
proposed changes mean that start-up fintech businesses will be eligible for certain venture 
capital investment tax concessions. This is a change from the current regime in which 
investments into companies whose activities are financial or insurance related do not qualify 
for venture capital investment tax concessions, which has limited venture capital investment 
in start-up fintech businesses.

Finally, the government has also committed A$8 million to an incubator support 
programme to assist innovative start-ups by providing funding, mentoring, resources and 
business network access. 

II REGULATION

i Licensing and marketing

Licensing

Fintech businesses carrying on a financial services business in Australia must hold an 
Australian financial services licence (AFSL) or be exempt.5 The Corporations Act 2001 (Cth) 
(the Corporations Act), which is administered by ASIC,6 defines a financial service to include 
the provision of financial product advice, dealing in financial products (as principal or 
agent), making a market for financial products, operating registered schemes and providing 
custodial or depository services.7 A financial product is a facility through which, or through 
the acquisition of which, a person makes a financial investment, manages a financial risk or 
makes a non-cash payment (NCP).8 

These definitions are broad and often capture the regulation of investment, asset 
management, market place lending, crowdfunding platforms, payment services and other 
fintech offerings. Certain financial product advice will also require an AFSL, including the 
provision of automated digital advice so long as it can reasonably be regarded as intending to 
influence a client to make particular financial product decisions.9 

3 ‘Research and development tax incentive’ (Australian Taxation Office, 2017), https://www.ato.gov.au/
Business/Research-and-development-tax-incentive/.

4 Treasury Laws Amendment (Measures for a later sitting) Bill 2017: Fintech and venture capital 
amendments.

5 Corporations Act 2001 (Cth) s 911A.
6 ‘Laws we administer’ (ASIC, 2017), http://asic.gov.au/about-asic/what-we-do/laws-we-administer/. 
7 Corporations Act 2001 (Cth) s 766A.
8 Corporations Act 2001 (Cth) s 763A.
9 Corporations Act 2001 (Cth) s 766B; ASIC, Regulatory Guide 225: Providing digital financial product 

advice to retail clients, August 2016, RG 255.18-30.
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In December 2016, to encourage investment in the fintech sector ASIC released a 
guide detailing its framework for fintech businesses seeking to test products or services before 
obtaining an AFSL or Australian credit licence (ACL) (referred to as the regulatory sandbox) 
for 12 months.10 There are strict eligibility requirements for both the type of businesses that 
can enter the regulatory sandbox and the products and services that qualify for the licensing 
exemption. Once accessed, businesses may utilise the sandbox for up to 100 retail clients, as 
long as certain consumer protection conditions are met and a notification is made to ASIC 
of the intention to conduct business. The framework has been subject to review, with the 
government recently closing consultation and releasing a paper suggesting that no changes 
to its existing fintech licensing exemption be made. In addition to this, the government has 
introduced a bill to enhance the existing regulatory sandbox to allow businesses to test a 
wider range of financial products and services for a longer period of time without requiring 
a licence.11 

Consumer lending is regulated in Australia under the National Consumer Credit 
Protection Act 2009 (Cth), which is also administered by ASIC. Fintech businesses carrying 
on consumer credit business in Australia need to hold an ACL, or be exempt.12 This includes 
providers of marketplace lending products and related services, such as peer-to-peer lending 
and crowd-lending platforms, who are also required to hold an AFSL. 

In addition, the provision of credit information services in Australia is subject to the 
Privacy Act 1988 (Cth) (Privacy Act), which provides that only credit reporting agencies 
(i.e., corporations carrying on a credit-reporting business) are authorised to collect personal 
information, collate it in credit information files and disclose it to credit providers. Credit 
reporting agencies must comply with obligations with regard to use, collection and disclosure 
of credit information.

Cloud computing is permitted for financial services companies. From a risk and 
compliance perspective, the same requirements, tests and expectations apply to cloud 
computing as would apply to other areas of a financial services business. ASIC has released 
regulatory guidance indicating its expectations for licensees’ cloud computing security 
arrangements.

Marketing

Marketing financial services may itself constitute a financial service requiring an AFSL. If 
financial services will be provided to retail clients, a financial services guide must first be 
provided, setting out prescribed information, including the provider’s fee structure, to assist 
a client to decide whether to obtain financial services from the provider.13 

Generally, any offer of a financial product to a retail client must be accompanied by 
the relevant disclosure document that satisfies the content requirements of the Corporations 
Act. There are exemptions from the requirement to provide a disclosure document in certain 
circumstances (e.g., a small-scale offer) and where the offer is made to wholesale clients only. 

10 ASIC Regulatory Guide 257: Testing fintech products and services without holding an AFS or credit 
license, August 2017, RG.

11 Treasury Laws Amendment (2018 Measures No. 2) Bill 2018.
12 National Consumer Credit Protection Act 2009 (Cth) s 27.
13 Corporations Act 2001 (Cth) s 941A.
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Marketing materials must not be misleading and deceptive and are expected to meet 
certain ASIC advertising guidance.14

ii Cross-border issues

Passporting

Carrying on a financial services business in Australia will require a foreign financial service 
provider (FFSP) to hold an AFSL, unless relief is granted. Australia has cooperation 
(passporting) arrangements with regulators in foreign jurisdictions, which enable FFSPs 
regulated in those jurisdictions to provide financial services to wholesale clients in Australia 
without holding an AFSL. 

Passporting relief is available subject to the FFSP satisfying certain conditions, including 
lodging prescribed documentation with ASIC evidencing registration under the laws of the 
home jurisdiction, consenting to ASIC and the home regulator’s sharing of information, 
appointing an Australian local agent and agreeing to comply with orders made with respect 
to financial service providers in Australia. 

The passporting relief is only available in relation to the provision of services to 
wholesale clients, and the FFSP must only provide the services it is authorised to provide in 
its home jurisdiction.15 Before providing financial services it must disclose to clients that it 
is exempt from holding an AFSL and it is regulated by the laws of a foreign jurisdiction.16

FFSPs that are currently provided with passport relief through class orders in Australia 
include the United Kingdom,17 the United States SEC, CFTC, Federal Reserve and OCC 
regulated financial services providers,18 the Singapore MAS,19 the Hong Kong SFC,20 the 
German BaFin21 and Luxembourg22 regulated financial service providers. The instruments 
effecting passport relief were due to expire but have been extended until 1 October 2018.23 
ASIC is currently undergoing review of the passport relief framework and has indicated it will 
release a consultation paper in early 2018 with its proposals to remake relief.

FFSPs that are unable to satisfy all of the conditions of the passport class orders may 
rely on individual tailored relief instruments that effectively adopt substantially all of the 
conditions of a passport class order. 

The Commonwealth government has recently released the draft legislation proposing 
the Asia Region Funds Passport (Passport) and Corporate Collective Investment Vehicle 
(CCIV) (the Passport Bill).24 The Passport is a region-wide initiative to facilitate the offer of 
interests in certain collective investment schemes established in Passport member economies 
to investors in other Passport member economies. The regime will establish a standardised set 
of requirements allowing Australian fund managers to offer their products into Asia without 

14 ASIC Regulatory Guide 234: Advertising financial products and services (including credit): Good practice 
guidance, November 2012, RG 234.

15 ASIC, Regulatory Guide 176: Foreign financial services providers, June 2012, RG 176.1-3.
16 ASIC, Regulatory Guide 176: Foreign financial services providers, June 2012, RG 176.88.
17 ASIC Class Order [CO 03/1099].
18 ASIC Class Order [CO 03/1100]; Class Order [CO 04/829]; Class Order [CO 03/1101].
19 ASIC Class Order [CO 03/1102].
20 ASIC Class Order [CO 03/1103].
21 ASIC Class Order [CO 04/1313].
22 21 ASIC Corporations (CSSF-Regulated Financial Services Providers) Instrument 2016/1109.
23 ASIC Corporations (Repeal and Transitional) Instrument 2016/396.
24 Corporations Amendment (Asia Region Funds Passport) Bill 2017.
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having to go through duplicate approval processes, while also providing overseas investors 
access to broader and more diverse fund offerings while maintaining investor protection. The 
government is currently receiving submissions on the exposure draft of the Passport Bill that 
is due to close in March. Expressions of interest are currently being sought to participate in a 
pilot programme to test the various processes of the regime.

Australian presence

Foreign companies wishing to carry on business in Australia, including in fintech, must 
either establish a local presence (i.e., register with ASIC and create a branch) or incorporate 
a subsidiary. Generally, the greater the level of system, repetition or continuity associated 
with an entity’s business activities in Australia, the greater the likelihood registration will be 
required. Generally, a company obtaining an AFSL will be carrying on a business in Australia 
and will trigger the requirement. 

Marketing foreign financial services

Generally, an offshore provider can address requests for information, pitch and issue products 
to an Australian investor if the investor makes the first approach (i.e., there has been no 
conduct designed to induce the investor, or that could have been taken to have that effect) 
and the service is provided from outside Australia.

If the unsolicited approach relates to credit activities that are regulated under the 
National Consumer Credit Protection Act (the National Credit Act),25 the provider is 
required to hold an ACL irrespective of the unsolicited approach.

Foreign exchange and currency-control restrictions

Australia does not have foreign exchange or currency-control restrictions on the flow 
of currency into or out of the country. However, there are cash-reporting obligations to 
AUSTRAC.26 To control tax evasion, money laundering and organised crime, AUSTRAC 
must receive reports of transfers of A$10,000 or more (or the foreign currency equivalent) and 
reports of suspicious transactions from reporting entities such as banks, building societies and 
credit unions.27 Unless an exemption applies, reporting entities must also submit an AML/
CTF compliance report to AUSTRAC, which collects information about the appropriateness 
of a reporting entity’s money laundering and terrorism financing risk assessments and of its 
AML/CTF compliance programme. 

III DIGITAL IDENTITY AND ONBOARDING

There is no generally recognised digital identity in Australia. However, following a request for 
information from the industry on its alpha design phase, the Australian federal government’s 
Digital Transformation Agency (DTA) is currently in the beta stage of developing a centralised 
digital identity platform after deciding to create the technology in-house. The national digital 
identity technology is called ‘GovPass’ and is intended to be used with government services 
with an opportunity for future integration with the private sector. A core component of 

25 National Consumer Credit Protection Act 2009 (Cth).
26 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth).
27 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth) ss 41 and 43.
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the GovPass digital identity platform is the identity exchange. The identity exchange acts 
as an intermediary and sits between the government service and the identity provider. 
The exchange uses a ‘double-blind’ to ensure that the relying party, in most instances the 
government service, receives an identity assurance that has been verified, without revealing 
the source of the assertion.28 

At this stage in the development of the platform, the extent to which a GovPass digital 
identity may be used for transactions beyond government services is unknown. The national 
identity system will be available to Australian residents who can produce their official identity 
documents. GovPass is in beta testing with the Australian Taxation Office, with a full launch 
of the platform predicted in late 2018. 

There is currently one other digital identity service in use in Australia. In mid-2017 
Australia Post launched its digital identity service ‘Digital iD’.29 The smartphone-based 
platform is being used by Australia Post and early adopter organisations, including Airtasker, 
Travelex and Queensland Police. Last year the DTA partnered with Australia Post, working 
towards the incorporation of Australia Post’s Digital iD as one of the identity providers on the 
federal government’s GovPass platform. The government has indicated it plans to collaborate 
with both other government departments and private-sector organisations to further develop 
GovPass. 

Financial service providers are able to carry out fully digitised onboarding of clients, 
conditional on ‘know your customer’ (KYC) and AML/CTF obligations being complied with. 
Under the Anti-Money Laundering and Counter-Terrorism Financing Rules Instrument 
2007 (No. 1) (AML/CTF Rules), electronic verification of client information and data may 
be used in absence of or together with hard-copy documentation. Financial service providers 
can use electronic verification to verify the identity of customers who are natural persons 
where the reporting entity determines that the relationship with the customer is of medium 
or lower money laundering or terrorism risk.30 

Entities required to report to AUSTRAC who want to use electronic verification must 
verify the client’s name and residential address using reliable and independent electronic 
data from at least two separate data sources and either the client’s date of birth or the client’s 
transaction history for at least the past three years.31 Financial service providers must also 
receive express and informed client consent to use electronic verification.32 Reporting entities 
are required to retain information about verification requests and assessments for seven years 
from the date of the request and seven years after ceasing to provide the designated services 
to a client. 

28 ‘Initial Privacy Impact Assessment for the Trusted Digital Identity Framework’ (Commonwealth Digital 
Transformation Agency, 2016), https://www.dta.gov.au/files/DTA_TDIF_Alpha_Initial_PIA.pdf.

29 ‘New national digital identity standards’ (Australian Government Digital Transformation Agency, 2017), 
https://www.dta.gov.au/news/digital-identity-standards/.

30 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth). 
31 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth). 
32 ‘Guidance note 11/02 – Verification of identity’ (Australian Transaction Reports and Analysis Centre, 

2011), www.austrac.gov.au/sites/default/files/gn1102-identity-verification.pdf.
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IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

i Collective investment schemes

Collective investment schemes in Australia can be managed investment schemes (MIS) 
(which can be contract-based schemes, unincorporated vehicles (typically structured as unit 
trusts or unincorporated limited partnerships) or bodies corporate (which are incorporated 
and typically structured as companies or incorporated limited partnerships). 

Depending on the structure, a platform or scheme operated by a fintech company may 
fall within the scope of the Australian collective investment scheme regulations. They may 
also be subject to AFSL, ACL, consumer law and financial services laws relating to consumer 
protection under the ASIC Act. 

ii Crowdfunding

Crowdfunding recently became a permitted form of financing in Australia. See Section VIII 
for more detail. 

iii Marketplace lending

Providers of marketplace lending products, including those providing peer-to-peer lending 
services, generally need to hold an AFSL and comply with the relevant requirements outlined 
in the Corporations Act including appropriate disclosure and resourcing requirements. 

Where the loans are consumer loans (i.e., loans to individuals for domestic, personal 
or household purposes), the provider will also generally need to apply for an ACL and 
comply with both the National Credit Act and the National Credit Code contained within 
the National Credit Act. For all loans – regardless of whether they are consumer loans or 
not – the consumer protection provisions in the ASIC Act apply. Peer-to-peer lenders are 
generally structured as managed investment schemes, which must be registered with ASIC if 
the investment is offered to retail investors. 

At the date of writing, there is no secondary market for trading such loans or financings.

iv Payment services

Payment services may be regulated as financial services where such service relates to a 
deposit-taking facility made available by an authorised deposit-taking institution in the course 
of carrying on a banking business; or a facility through which a person makes a NCP. In these 
circumstances, the service provider must hold an AFSL or be exempt from the requirement 
to do so. ASIC has outlined a number of exceptions including general exemptions in relation 
to specific NCP products such as gift vouchers and loyalty schemes. 

v Data sharing

Currently, the Australian Privacy Principles (APP) dictate when APP entities may use or 
disclose personal information. They may do so where an individual could expect for the data 
to be shared or where an exception applies. 

In Australia, there has been significant change proposed in relation to how customer 
data is shared with third parties across every sector of the Australian economy. In February 
2018, the Australian Treasury released the review into open banking, which is an application 
of the comprehensive ‘consumer data right’ to the banking industry. The new open banking 
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regime would provide customers with greater access and control over their banking data, 
including the ability to direct banks to share product and customer data with customers and 
other third parties.

V CRYPTOCURRENCIES AND ICOS

i Blockchain

There are currently no specific regulations dealing with blockchain technology in Australia. 
However, in March 2017, ASIC released guidance outlining its approach to the regulatory 
issues33 that may arise through the implementation of blockchain technology and DLT 
solutions more generally. ASIC reaffirmed their ‘technology neutral’ stance in applying 
the financial services regime and the notion that businesses considering operating market 
infrastructure or providing financial or consumer credit services using DLT will still be 
subject to the compliance requirements that currently exist under the applicable licences. 

ii Cryptocurrencies

In September 2017, ASIC released guidance to inform businesses of their approach to 
the legal status of coins (or tokens) offered through ICOs in Australia.34 The legal status 
of such coins is dependent on how the ICO is structured and the rights attached to the 
coins. Depending on the circumstances, ICOs may be considered to be managed investment 
schemes, an offer of securities or an offer of derivatives. In these instances, entities offering 
such coins will need to comply with the regulatory requirements under the Corporations 
Act. An entity that facilitates payments by cryptocurrencies may also be required to hold an 
AFSL. Cryptocurrencies are subject to the general consumer protection provisions, whereby 
providers must not make false or misleading representations or engage in unconscionable 
conduct. 

The Australian government recently passed the Anti-Money Laundering and 
Counter-Terrorism Financing Amendment Act 2017, which will bring cryptocurrencies and 
tokens within the scope of Australia’s anti-money laundering regime.35 These amendments 
are focused on the point of intersection between cryptocurrencies and the regulated financial 
sector, namely digital currency exchanges and came into force on 3 April 2018. Digital 
currency exchange providers will now be required to register with AUSTRAC in order to 
operate. Registered exchanges will be required to implement KYC processes to adequately 
verify the identity of their customers, with ongoing obligations to monitor and report 
suspicious and large transactions. Exchanges will also be required to keep certain records 
relating to customer identification and transactions for up to seven years. The offence for 
operating a registrable digital currency exchange service without registering with AUSTRAC 
will carry a penalty of up to two years’ imprisonment or a fine of up to A$105,000, or both. 

The Australian Taxation Office views cryptocurrencies, similar to Bitcoin, as neither 
money nor a foreign currency. However, under Australian tax laws such cryptocurrencies 

33 Australian Securities and Investments Commission, ‘INFO219: Evaluating distributed ledger technology’, 
March 2017, http://asic.gov.au/regulatory-resources/digital-transformation/evaluating-distribute
d-ledger-technology/.

34 Australian Securities and Investments Commission, ‘INFO225: Initial coin offerings’, September 2017, 
http://asic.gov.au/regulatory-resources/digital-transformation/initial-coin-offerings/. 

35 Anti-Money Laundering and Counter-Terrorism Financing Act 2006 (Cth). 
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are considered assets that can contribute to income and be subject to capital gains tax if 
held for investment purposes or disposed of for more than A$10,000. In 2017, the 
Australian government amended the goods and services tax (GST) Act36 to the effect that 
the usual 10 per cent taxation on supplies of goods and services no longer applies to the 
purchase of cryptocurrencies. This GST exemption does not apply to businesses that receive 
cryptocurrency in return for their goods and services. Entities that are in the business of 
mining cryptocurrencies or carrying on a cryptocurrency exchange service will need to 
declare income derived from these activities, as it will be included in their assessable income 
for taxation purposes.

VI OTHER NEW BUSINESS MODELS

i Smart contracts

Self-executing contracts or ‘smart contracts’ are permitted in Australia under the Electronic 
Transactions Act 1999 (Cth) (ETA) and the equivalent Australian state and territory legislation. 
The ETA provides a legal framework to enable electronic commerce to operate in the same 
way as paper-based transactions. Under the ETA, self-executing contracts are permitted in 
Australia, provided they meet all traditional elements of a legal contract: intention to create 
legally binding obligations, offer and acceptance, certainty and consideration. 

Any attempt at an analysis of correction mechanisms, such as arbitration and mediation, 
in regard to this type of contract, is challenging due to non-existent case law on smart 
contracts in Australia. Self-executing contracts may alter traditional dispute resolution in 
Australia based on the possibility of self-executing dispute resolution through online dispute 
resolution platforms. 

ii Automated investments

Generally, fully automated investments are permitted in Australia on the condition that the 
automated service provider holds an AFSL, or is an authorised representative of a holder of 
an AFSL, with managed discretionary account (MDA) authorisation.37 Automated service 
providers and their retail clients are required to enter into MDA contracts to engage in this 
process. An MDA contract allows trades to be completed on a client’s behalf and includes 
the ability to automatically adjust the asset allocation of a client’s portfolio, without prior 
reference to the client for each individual transaction. Automated investment service providers 
must also comply with any conduct and disclosure obligations applicable to providing the 
automated financial service.38 

iii Third-party websites

Third-party comparison websites that allow consumers to compare quotes on financial 
products must be licensed or authorised to provide financial service advice under Australian 

36 A New Tax System (Goods and Services Tax) Act 1999 (Cth). 
37 ‘Regulatory Guide 255 – Providing digital financial product advice to retail clients’ (Australian 

Securities and Investments Commission, 2016), http://download.asic.gov.au/media/3994496/
rg255-published-30-august-2016.pdf.

38 ‘Regulatory Guide 175 – Licensing: Financial product advertisers – conduct and disclosure’ (Australian 
Securities and Investments Commission, 2017), http://download.asic.gov.au/media/4543983/
rg175-published-14-november-2017.pdf.
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consumer protection laws. ASIC requires that third-party comparison websites that rank 
or award finance products must clearly disclose the basis for providing the rating to ensure 
consumers are not misled.39 Disclosure is also required if third-party websites have a link to 
the providers of the products that are being compared or if not all providers are included in 
the comparison.40 

The Australian Competition and Consumer Commission (ACCC), as Australia’s 
competition and consumer law regulator, also has jurisdiction over comparison websites. The 
ACCC is primarily concerned with the way in which comparison websites drive competition 
and help consumers make informed decisions. Comparable to ASIC, the ACCC sets out 
guidance on how third-party comparison websites can facilitate honest comparisons of 
financial products and services, disclose commercial relationships between comparisons and 
financial product providers and provide full disclosure of the financial products and providers 
that are being compared. 

iv Other new business models

In mid-2017, Australia welcomed its first ‘neobank’ project called ‘Xinja’, a proposed wholly 
digital quasi-bank that intends to provide full banking services to customers via a solely 
mobile platform. The term ‘neobank’ is largely a fluid construct, but will use an internet 
or mobile platform to interact with customers and offer a different user experience from 
a traditional bank. For example, the ability to make mobile deposits, person-to-person 
payments using email addresses or phone numbers, real-time digital notifications of receipts, 
no monthly fees, no automated teller machines (ATM) fees and intuitive budgeting tools are 
likely characteristics of a neobank. 

The Australian banking sector is highly regulated with stringent licensing and reporting 
requirements. Consequently, neobanks face significant regulatory challenges in regard 
to entering the market. Under Australia’s current regulatory framework, the Australian 
Prudential Regulation Authority (APRA) prohibits authorised deposit-taking institutions, 
with less than A$50 million in capital, from using the word ‘bank’.41 A A$50-million capital 
threshold is particularly onerous for new entrants, such as neobanks, into the Australian 
banking system. This is unlike comparable jurisdictions such as the United Kingdom, which 
has a significantly smaller A$2-million capital threshold to entry for start-up banks. Late 
last year, APRA closed consultation on a restricted ADI licence, which would allow banking 
sector entrants to operate on a limited basis while progressing to meet the requirements of 
an ADI licence.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

The most appropriate forms of intellectual property (IP) protection in Australia for fintech 
business models and related software are patent and copyright. 

39 ‘Regulatory Guide 234 - Advertising financial products and services (including credit): Good practise 
guide’ (Australian Securities and Investments Commission, 2012), http://download.asic.gov.au/
media/1246974/rg234.pdf.

40 ‘Regulatory Guide 234 - Advertising financial products and services (including credit): Good practise 
guide’ (Australian Securities and Investments Commission, 2012), http://download.asic.gov.au/
media/1246974/rg234.pdf.

41 Banking Act 1959 (Cth). 
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Business schemes and plans are not patentable, nor are abstract business models 
that happen to involve a new type of corporate structuring to bring about a certain result. 
However, there are some business methods that are patentable. In order to be patentable, the 
business method must directly involve a physical device that is used to bring about a useful 
product.42 If the method involves the application of technology, this technological aspect 
must be substantial. The mere presence of technology is not enough to make a business 
model patentable; there must be some creation of a useful product. Related software may 
only receive patent protection if it meets the requirements for a manner of manufacture, and 
is an industrially applicable solution to a technological problem.43 Simply putting a business 
method into a computer is not patentable, unless there is an invention in the way that the 
computer carries out this method. 

Fintech businesses may attain copyright protection for the literary work in source code, 
executable code and data sets of new software. This usually protects the exact code that causes 
a computer to bring about a certain result; however, whether this can be extended to the look 
and feel of the software is debatable. 

The question of who owns the relevant IP rights in an employer–employee relationship 
depends on the employment circumstances. Usually, the employer will own the IP rights to 
the software or business model developed by an employee who was hired for that purpose. 
However, the creation must be done in the course of employment. If an employee is not hired 
to develop software or formulate business models, but happens to develop something outside 
of business hours without using business resources and not in pursuance of any employment 
purposes, the employer may not be able to claim IP rights over this creation. Notwithstanding 
any contractual agreements to the alternative, IP rights in software or business models 
developed by third-party contractors will generally be owned by the individual contractor. 

In relation to both employees and contractors, no compensation will be owed beyond 
the required payment for services rendered. 

i Client data

The Privacy Act substantially regulates the use of personal data. The Privacy Act includes 13 
(APPs), which create obligations on the collection, use, disclosure, retention and destruction 
of personal information. The APPs provide that personal information must be de-identified. 
In 2017, the Australian government announced that it will legislate a consumer data right that 
will give consumers access to their electricity, banking, phone and internet transactions. The 
government also announced an inquiry to recommend the best approach to implementing 
an open banking regime by which consumers could exercise greater access and control over 
their banking data. This review will begin reporting in 2018.

42 Australian Patent Office, Patent Manual of Practice & Procedure, 2.9.2.7: Computer Implemented 
Inventions – Schemes and Business Methods. 

43 Australian Patent Office, Patent Manual of Practice & Procedure, 2.9.2.7: Computer Implemented 
Inventions – Schemes and Business Methods.
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VIII YEAR IN REVIEW

i ASIC

In a concerted effort to improve the Australian fintech landscape, ASIC has engaged in 
considerable consultation on a number of areas including its Innovation Hub, marketplace 
lending, cybersecurity resilience and opening a dialogue on how to expand Australia’s 
regulatory technology (regtech) sector. Within this, ASIC held a regtech ‘showcase’ to 
highlight the opportunities in this space, as well as reaffirming its commitment to the 
establishment of a regtech liaison group to drive growth in regtech projects. The regulator 
has also been looking to ensure the stability of new technological solutions in the financial 
sector through its marketplace lending reports, which sought to determine emerging trends 
and challenges within this relatively new space. ASIC has been increasingly amenable to 
discussing opportunities to provide greater regulatory flexibility for fintech start-ups, while 
keeping a watchful eye on the potential success of such initiatives. 

ii Cryptocurrencies and ICOs

The use of cryptocurrencies in new business models and raising funds through ICOs has 
increased exponentially in the past 18 months. In 2017, ASIC released its guidance44 
regarding the potential application of the Corporations Act to ICOs. While the regulator 
has not placed a hard ban on the use of ICOs to raise funds, it has made it clear that it will 
carefully scrutinise ICO structures to determine their legality. The government also passed an 
amendment to the AML/CTF Act that will bring digital currency exchange providers under 
the remit of AUSTRAC. Additionally, the Treasury Laws Amendment (2017 Measure No. 
6) Act 2017 and changes to the GST Regulations last year removed the double taxation of 
digital currency. The change means that digital currency is now treated like money for GST 
purposes, making it easier for digital currency business to operate in Australia. 

iii Regulatory treatment of DLT

As outlined previously, in March 2017 ASIC released an information sheet to provide 
guidance for businesses considering operating market infrastructure, or providing financial 
or consumer credit services using DLT. The guidance reiterated that the current regulatory 
framework is intended to be ‘technology neutral’, meaning that it has been designed to apply 
irrespective of the mode of technology used to provide the relevant regulated service. ASIC 
outlined six questions that it will likely ask when assessing whether the specific use of DLT 
would allow businesses to meet their regulatory obligations. These include: 
a How will the DLT be used? 
b What DLT platform is being used?
c How is the DLT using data?
d How is the DLT run?
e How does the DLT work under the law? 
f How does the DLT affect others? 

44 INFO 225 – Initial coin offerings (ASIC, September 2017).
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iv Crowd-sourced equity funding

Over the course of 2017, the government passed a number of Acts and regulations that 
provide a regulatory framework for crowd-sourced equity funding in Australia. This enables 
companies to raise funds from large pools of investors by utilising a licensed crowd-sourced 
equity funding (CSF) platform instead of listing on a stock exchange. This regime is currently 
in effect for public companies,45 and legislation to extend CSF to proprietary companies has 
been introduced but is yet to come into effect.46 With the first CSF licences issued at the 
beginning of 2018, fintech businesses have already started taking advantage of this new form 
of retail participation in the sector. 

In September 2017, the Corporations Amendment (Crowd-sourced Funding) Act 2017 
(Cth) came into effect, amending the Corporations Act to provide a regulatory framework 
for crowd-sourced equity funding in Australia. The new CSF regime will endeavour to 
reduce the regulatory requirements for public fundraising by extending the framework for 
public companies to eligible proprietary companies, while maintaining appropriate investor 
protection measures.

v Banking Royal Commission

In November 2017, the government announced that it would be conducting a Royal 
Commission into misconduct in the banking, superannuation and financial services industry. 
This Commission has been tasked with investigating alleged misconduct by Australia’s banks 
and financial services entities. The terms of reference for the Commission include, among 
other things, investigation into whether any findings relating to misconduct are attributable 
to the culture and governance practices of the financial services industry, and whether 
the current laws and regulations adequately identify and address misconduct by financial 
services entities. It is anticipated that the Royal Commission will cover most banks, insurers, 
superannuation providers (excluding self-managed funds), wealth managers, Australian 
financial service licensees, and intermediaries between borrowers and lenders (e.g., mortgage 
brokers). While the terms of reference are clearly focused on past misconduct at the retail 
level, the potential impact of this Royal Commission for innovative and disruptive fintech 
providers is at this stage uncertain. At the very least, the Royal Commission represents a 
significant shift in the regulation of the financial services industry in the future and fintech 
businesses would do well to take note.

vi Design and distribution obligations and product intervention powers

In response to the 2015 Financial System Inquiry, the government has released an Exposure 
Draft of Treasury Laws Amendment (Design and Distribution Obligations and Product 
Intervention Powers) Bill 2017. The Bill proposes to introduce new design and distribution 
obligations in relation to financial products as well as provide ASIC with temporary product 
intervention powers where there is a risk of significant consumer detriment. The new 
arrangements aim to ensure that financial products are targeted to the right people, and 
where products are inappropriately targeted and sold, empower ASIC to intervene in the 
distribution of the product to prevent consumer detriment. 

45 Corporations Amendment (Crowd-sourced Funding) Act 2017 (Cth).
46 Corporations Amendment (Crowd-sourced Funding for Proprietary Companies) Bill 2017.
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This will likely impact on fintech businesses issuing financial products. In particular 
there are concerns that ASIC’s intervention powers might stifle creativity and willingness to 
produce new financial products. This is due to the fear of reputational damage in creating 
products that could be excluded from the market or specified segments of the market by 
ASIC, or result in a consultation process that delays the offering or sale.

IX OUTLOOK AND CONCLUSIONS 

There are many regulatory and legislative developments underway in the fintech space 
and 2018 is set to bring further developments as the industry matures. With landmark 
announcements such as the ASX’s decision to use DLT to manage the clearing and settling of 
equity transactions and ASIC’s investigation into possible uses of regtech, fintech in Australia 
is likely to be more robust than ever as the sector moves from speculation to development to 
implementation.

While there have been a number of initiatives and regulatory developments set to 
promote fintech investment and innovation, the government is committed to increasing 
consumer protection throughout 2018. This is seen through the commencement of the 
Banking Royal Commission and a proposed introduction of new design and distribution 
obligations and product intervention powers. The overall policy objectives of these measures 
are to bring greater trust to the financial services industry in Australia and it is hoped that 
they will contribute to growth in fintech adoption. 
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Chapter 2

AUSTRIA

Stefan Paulmayer1

I OVERVIEW 

There is currently no special legal regime applicable to fintech companies. Whereas ‘regulatory 
sandboxes’ are now being considered for fintech, these businesses are presently subject to the 
same regulatory and financial services framework as other market participants. Once such 
regulatory sandboxes are introduced, certain regulated activities could potentially be provided 
by fintech companies (presumably for a limited time) without licensing requirements. With 
the new government being sworn in only in December 2017, however, the introduction of 
such sandboxes may take some time.

Furthermore, at present there are no special tax incentives available for fintech 
companies. Fintech start-ups, however, will benefit from the same incentives as other 
start-ups. These incentives apply, inter alia, when companies are newly founded and the core 
of these incentives is the release from certain statutory taxes and stamp duties. 

Generally, the Austrian financial services market is known for its rather strict licensing 
requirements. While not targeted at fintech in particular, depending on a fintech’s proposed 
activities, they may impact its business model. Also, the Austrian Financial Market Authority 
(FMA) is known for its rather strict administrative practice when evaluating whether market 
participants provide regulated services without a licence. Fintech companies are therefore 
well advised to carefully scrutinise their business models against regulatory requirements 
applicable in Austria.

Nevertheless, the Austrian Financial Market Authority is aware of the need for fintech 
companies to obtain legal certainty about the applicable regulatory framework, which 
can be overwhelming for market participants who are unfamiliar with financial services 
regulation. The FMA has therefore launched a dedicated web-based platform for fintech 
companies, the FMA FinTech Navigator,2 which allows fintech companies to liaise with 
the FMA on questions concerning the supervisory laws (e.g., whether a proposed business 
activity may trigger licensing requirements or the like). Also, in a Q&A-style questionnaire 
fintech companies can self-check certain standard business models against possible licensing 
requirements under Austrian law.

The Authority tends to be supportive when approached in a respectful and constructive 
manner. If a business model is subject to licensing requirements, the FMA will clearly say so. 

1 Stefan Paulmayer is counsel at Schönherr Rechtsanwälte GmbH. 
2 See https://www.fma.gv.at/en/cross-sectoral-topics/fintech/fintech-navigator/.
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Should this be the case, fintech companies should explore potential alternatives, including 
partnering up with licensed market participants (which could act, for example, as fronting 
banks or the like).

II REGULATION

i Licensing and marketing

Licensing requirements and marketing restrictions will very much depend on a fintech 
company’s business model and the scope of proposed activities. 

Generally, different licensing requirements may apply under (1) the Austrian Trade 
Code or (2) financial supervisory laws.

The Austrian Trade Code will apply whenever (1) the activity is of a commercial nature 
and (2) is provided in Austria, as long as no regulated activity is conducted (i.e., because in 
this case special financial supervisory rules apply). Depending on the activities to be provided, 
the trade licence may be free or regulated. A regulated trade licence bears additional burdens 
(such as the requirement to set up a branch or subsidiary in Austria). Firstly, the manager 
under trade law has to meet specific professional qualification requirements. Moreover, the 
appointment of a manager under trade law is subject to approval by the competent trade 
authority. Finally, the service provider must refrain from commencing any business activities 
prior to the formal approval of its licensing application by the competent trade authority.

If the proposed activities are regulated under financial services laws, specific licensing 
requirements will apply. In a nutshell, Austria has transposed the relevant EU framework 
legislation under the Markets in Financial Instruments Directive (MiFID II) and the 
Payment Services Directive II (PSD II). In addition, as a general guideline, fintech companies 
should be aware that almost all of the services listed in Annex 1 to the Capital Requirements 
Directive (CRD IV) require a banking licence in Austria. This may be significantly more 
burdensome than expected as compared to their home state legislation. For instance, such 
activities include trading with currencies and financial instruments.

Setting up an investment management company or automated digital advisory company 
will trigger licensing requirements as an investment firm in Austria under the MiFID II 
implementing legislation, the Austrian Securities Supervision Act 2018 (WAG 2018). 

Special restrictions on marketing fintech services (besides general requirements under 
competition laws) generally do not apply as long as the activities are not regulated or the 
products do not constitute financial instruments or securities. Restrictions will apply if 
regulated services or securities and financial instruments are involved. It is recommended 
that fintech companies explore specific marketing restrictions that may apply to their specific 
use case.

ii Cross-border issues

The Single European Passport is available for regulated companies under, inter alia, CRD 
IV, MiFID II and PSD II. This means that fintech companies that are regulated under their 
home Member State laws and possess a banking licence, a licence as a payment services 
provider pursuant to PSD II or a licence as an investment firm under MiFID II, may passport 
their licence into Austria and provide their services in Austria without having to first obtain 
a licence from the FMA.

Where fintech companies do not provide regulated services and are not licensed under 
their home Member State legislation, no passport is generally available. To the extent that the 
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Austrian Trade Code applies (see Section II.i above), services may be provided in Austria on 
a temporary basis only under the EU freedom of services without a trade licence. If a service 
is targeting the Austrian market on a continuous basis or if the services are continuously 
provided in Austria, a trade licence will be required (see Section II.i above). 

Generally, no reverse solicitation exemption will apply. This means that licensing 
requirements will generally apply when a foreign person is acting in Austria. The FMA’s 
approach appears to be much stricter than that of the trade authority. As regards regulated 
services, in order to determine whether a regulated business is conducted in Austria, regulatory 
practice as applied by the FMA focuses on the place where the offer to enter into a contract 
is made or where the offer is accepted. As a general rule, market operators will be deemed to 
carry out licensed banking activities in Austria as soon as any counterparty located in Austria 
is in a position to enter into relevant commitments legally binding on it.

This approach applies irrespective of the means of communication involved. In terms 
of traditional mail, it will therefore be sufficient if the place of sending and posting the offer 
to enter into a relevant contract or the acceptance thereof is in Austria. With regard to services 
offered via the internet, licensing requirements will usually be triggered if clients located 
in Austria find themselves in the position – technically and legally – to enter into relevant 
commitments legally binding on it.

This view has further been corroborated by the Austrian Supreme Court in a decision 
regarding loans granted cross-border by a Swiss bank. Furthermore, case law with respect to a 
securities portfolio of an Austrian client that was managed outside of Austria (in this instance, 
the United States) confirmed that advisory services in respect of such portfolio have to be 
considered to be provided at the place where the customer at the time of provision of these 
services is located, irrespective of whether such service is provided from outside of Austria via 
telephone, facsimile, letter, email or similar. Case law further held that the conclusion of an 
agreement on portfolio management services (to be provided abroad) in Austria was sufficient 
to conclude that financial services were subject to Austrian licensing requirements.

The MiFID II reverse solicitation exemption will only be available to regulated entities 
from non-EEA Member States. 

III DIGITAL IDENTITY AND ONBOARDING

There is no generally recognised digital identity in Austria. However, the Austrian 
government has long used the ‘citizen card’ to allow for a secure and authentic electronic 
signature, including by way of mobile signature. A person may officially sign documents via 
authentication by smartphone app or via a dedicated website. By law this electronic signature 
has the same effect as a handwritten signature.

The electronic citizen card is also available to non-Austrian citizens, although the 
person must be a permanent resident of Austria. The card can be obtained in various ways, 
for example via the online tool of the Austrian tax authorities or in certain Austrian banks or 
authorities acting as registrars. 

Fully digitised onboarding of clients should generally be feasible but will very much 
depend on the technical infrastructure available. Banks, for example, are already onboarding 
clients and conducting anti-money laundering and know-your-customer checks via online 
services usually provided by third-party providers. Such onboarding is most commonly 
conducted via video-conference, where an operator verifies the identity of the customers.
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IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

i Collective investment schemes 

Collective investment schemes are largely regulated under Austrian law:

In the form of a fund or AIF

Depending on how they are structured, collective investment schemes may qualify as UCITS 
under the Austrian Investment Fund Act or an alternative investment fund (AIF) under the 
Austrian Alternative Investment Fund Manager Act.

An AIF can take whatever legal form possible and is not limited to fund instruments 
smiliar to UCITS. For instance, some forms of private equity instruments (e.g., shares in 
private limited partnerships) may qualify as AIFs under Austrian law. When managing or 
offering an AIF, licensing or registration requirements will apply.

Securities

The offering of tradeable securities, such as bearer shares or bonds, is subject to prospectus 
requirements under the Austrian Capital Markets Act, implementing the Prospectus Directive.

Exemptions to the prospectus requirements are available and following the exemptions 
contained in the Prospectus Directive.

Investments

Furthermore, besides the offering of securities the public offering of investments is also 
subject to prospectus requirements under the Austrian Capital Markets Act. An investment is 
the offer of any form of right that is not a tradeable security, provided that a group of persons 
invests in a project or company or asset and shares the risk associated with the investment. 
An investment prospectus is considerably less burdensome than a security prospectus and 
follows the scheme as outlined by an annex to the Austrian Capital Markets Act. Generally, 
the same exemptions to prospectus requirements as with respect to securities also apply to the 
offering of investments.

Alternative financing instruments

In 2015, the Austrian legislator introduced the Austrian Alternative Financing Act. 
The Alternative Financing Act was introduced to help small and medium-sized 

enterprises (SMEs) conduct crowdfunding by a set of rules allowing easier access to funding. 
If alternative financing instruments other than securities are issued by SMEs (e.g., a 

subordinated loan or non-certificated participation rights), they may be offered freely (subject 
to simplified information requirements) up to €1.5 million per issuance. There are limits to 
the amounts that retail investors may invest in alternative financing instruments (generally 
€5,000 in a 12-month period), which will need to be taken into account when determining 
the target market for such an instrument. 

If an SME has outstanding alternative financing instruments and these existing together 
with a new issuance would result in the outstanding financing alternative instruments 
reaching €5 million over a period of seven years, such new issuance will require an investment 
prospectus under the Capital Markets Act.

If securities are issued from €250,000 up to €1.5 million, only a simplified prospectus 
will be required. The prospectus will not follow the schemes under the Prospectus Directive, 
but a specific scheme as annexed to the Capital Markets Act.
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ii Lending

Lending is a licensable banking activity under Austrian law. There are no exemptions for 
peer-to-peer lending or start-up companies; however, the FMA does not appear to pursue 
private individuals who participate in peer-to-peer lending platforms. It should be noted that 
the intermediation of loans can also be a licensable banking activity, unless certain exemptions 
apply, in which case only a regulated trade licence will be required (see Section I, above). 

Furthermore, factoring is a licensed banking activity under Austrian law. More precisely, 
the purchase of receivables, including loans, requires a banking licence. The assignment of 
receivables is also subject to an ad valorem stamp duty in the amount of 0.8 per cent of the 
assigned value. Certain exemptions to the stamp duty may apply, for example, assignments 
in the course of a factoring transaction or an assignment of receivables to a securitisation 
special-purpose entity. No perfection requirements apply with respect to an assignment of 
receivables. The assignment will be valid once agreed between the parties or in accordance 
with the terms of the contract. However, a third-party debtor may raise defences and may also 
declare set-off against the new assignee until being notified of the assignment.

iii Payment services

Payment services are regulated under the Payment Services Act, implementing PSD II. 
Certain services, such as issuing payment instruments or providing money transfers, are 
regulated and require a payment services licence.

Exemptions as outlined in the PSD II also apply in Austria. The most important 
exemption relates to the provision of payment services in a limited network. This means, 
for example, where a payment instrument is only accepted by very few vendors for a specific 
product (e.g., gas payment cards issued by gas station operators for payment of gas only) 
or by one vendor for a limited number of products or services or in a limited number of 
places (e.g., its stores), the issuance of such instruments will not necessarily trigger licensing 
requirements.

Since 2018, upon request of the customer, banks are required to provide third parties 
access to a customer’s account data to facilitate new business models that depend on access 
to such data.

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS

There is no specific regulation of blockchain technology in Austria. The FMA considers the 
current legislation to be technology neutral.

i Bitcoin and Ether

Cryptocurrencies without an issuer that are generated via a blockchain protocol using mining 
and the distributed ledger technology – such as Bitcoin and Ether – are not considered 
currencies or financial instruments in Austria. 

This means that trading in such cryptocurrencies is not a regulated activity, but 
depending on the business model, a trade licence may be required (see Section I above). 
Nevertheless, if the underlying asset of a derivative instrument consists of cryptocurrencies, 
this derivative instrument will be qualified as a financial instrument under MiFID II. It may 
be assumed that the same should apply if the value of a token is linked to cryptocurrencies 
such as Bitcoin or Ether.
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ii Fundraising via tokens

Fundraising via tokens is generally subject to the same rules as any other form of fund raising 
(see Section IV.i above). These rules apply when funds are raised in Austria irrespective of 
whether the issuer or offeror is domiciled in Austria or acting from abroad:

Securities in token form

If tokens are structured like tradeable securities, they may be qualified as financial instruments 
and transferable securities, provided such tokens are freely tradeable similar to securities 
(presumably the case with any ERC-20 token). Hence, the public offer of such tokens may 
be subject to prospectus requirements (see Section IV.i on securities). However, there is also 
a significant advantage for issuers when tokens are considered as securities, as they will be 
able to benefit from prospectus passporting rules that would otherwise not be available for 
initial coin offerings (ICOs). On the other hand, such qualification might adversely impact 
certain business models of fintech companies. For example, trading in such tokens may 
require a banking licence in Austria, advising customers on such token investments might 
be considered as investment advice under MiFID II, and accepting and transmitting orders 
for such tokens may also be regulated under the Austrian Securities Supervision Act 2018.

Investments in token form

As outlined in Section IV.i on investments, the offering of investments is subject to investment 
prospectus requirements under the Capital Markets Act.

Whenever such investments are represented in token form, particular scrutiny must 
be applied. This is because the FMA considers investments that are ‘tokenised’ (i.e., issued 
in token form) to be tradeable securities for the purposes of prospectus requirements (see 
Section IV.i on securities). This means that such ICOs will require a full securities prospectus 
instead of the more simplified investment prospectus (see Section IV.i on investments). 

All exemptions from prospectus requirement and the easements contained in the 
Alternative Financing Act should also apply to ICOs. 

Utility tokens

Utility tokens are usually structured like vouchers and grant holders the right to exchange their 
tokens against goods or services (of the issuer or service partners). Such tokens are qualified 
as payment instruments by the FMA. However, the FMA considers the limited network 
exemption under PSD II to be applicable, provided that the tokens are only accepted by the 
issuer of the tokens and a limited number of service partners (see Section IV.iii). Otherwise, a 
licence under the Payment Services Act, implementing PSD II, may be required.

iv Tax treatment

Income tax and capital gains tax

Cryptocurrencies are treated as immaterial and non-consumable assets for income tax 
purposes. Interest and gains resulting from cryptocurrencies are subject to capital gains tax. 

The mining of cryptocurrencies is considered a commercial activity subject to income 
tax. The same applies to trading cryptocurrencies or operating a Bitcoin ATM.
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VAT

According to the Austrian Ministry of Finance, in accordance with C-254/14 of the European 
Court of Justice, exchanging fiat currency (e.g., the euro) against cryptocurrencies is not 
subject to VAT. The same applies to cryptocurrency mining.

If goods and services are delivered in exchange for Bitcoin or other cryptocurrencies, 
the goods and services are taxed the same way as payment effected in fiat currency (e.g., the 
euro). The amount of tax is calculated in accordance with the value of the cryptocurrency at 
the time of the exchange. 

VI OTHER NEW BUSINESS MODELS

i Self-executing contracts

There is currently no special legal framework in place for self-executing contracts. Like any 
other form of contract, if one party wishes to enforce its rights under the contract in Austria, 
it will need to prove that the other party in fact entered into it. It is largely unclear how 
such evidence capable of standing up before an Austrian court could be produced in case 
of self-executing contracts (smart contracts), but this is ultimately a question about what is 
technically feasible in order to prove the identity of the contracting parties, for example, the 
implementation of an authentic electronic signature (see Section III). 

ii Fully automated investment process

For licensing purposes under the Austrian Banking Act or the Austrian Securities Supervision 
Act 2018, it does not matter whether regulated activities are provided in fully automated form 
or whether an employee is acting on behalf of the investment company. Hence, entities that 
offer fully automated investment advice or fully automated portfolio management services 
will also require the respective licences under Austrian law.

iii Websites comparing products

There is no general rule prohibiting a website that compares different financial products. 
However, there is a thin line between the mere comparison of the features of regulated products 
and being seen to offer or market those products to the public. Website operators are well 
advised to take into account the specific marketing rules in the various legal acts applicable to 
financial products, including the Securities Supervision Act 2018, the Investment Fund Act 
or the Capital Markets Act.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

i Intellectual property

A business model as such can hardly be protected under Austrian law. However, depending 
on the business model, some aspects relating to it (such as software solutions or inventions 
necessary to facilitate the business activities) may be subject to protection under local Austrian 
intellectual property rules:

ii Patent

Patent protection will be available for all inventions in the technical sector that are new, do 
not derive from prior art in an obvious manner and can be commercially used.
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The Austrian Patent Act excludes certain inventions, products and methods from 
patent protection, including scientific theories and mathematical methods, aesthetic creative 
forms, plans and methods for intellectual activities, for games or for business activities and 
computer programs.

Patent protection grants protection for up to a maximum of 20 years.

iii Utility patent and design patent

Protection as a utility patent will be available for all inventions in the technical sector that are 
new, derive from an inventive step and can be commercially used. Excluded from protection 
are, inter alia, scientific theories and mathematical methods, aesthetic creative forms, plans 
and methods for intellectual activities, for games or for business activities and computer 
programs. However, unlike patents, utility patents may also be used to protect programming 
logic underlying data processing software. A utility patent is granted for a maximum period 
of 10 years.

Protection as a design patent is available for new and characteristic designs. If a design 
results solely from a technical function, no protection will be granted. A design patent is 
granted for a period of five years, which can be extended by further five-year periods up to a 
maximum term of 25 years.

iv Copyright

Unique intellectual creations are protected by the Austrian Copyright Act. Besides works 
of art (paintings, films, etc.) and literature, copyright protection may extend to software 
(including source codes) and databank solutions under Austrian law, provided that these 
achieve the status of unique intellectual creations. 

The copyright ends 70 years after the (last) creators’ death.

v Employee inventions

Patents and utility patents

Generally, an employee who creates an invention while being employed by his or her employer 
nevertheless has the right to patent protection. A contractual arrangement to the contrary is 
possible, but will only be valid to the extent that it concerns ‘service inventions’. A service 
invention is any invention (1) whose creation was part of the activities that the employee 
was tasked to provide, (2) which was inspired by the services provided by the employee to 
his or her employer, and (3) which was facilitated to a substantial extent through use of the 
resources of the employer.

The employee is nevertheless entitled to appropriate additional compensation for each 
invention, unless the employee was expressly employed for the purpose of creating inventions 
for the use of the employer. Ultimately, the employment contract will need to be analysed 
under labour law to determine whether compensation is owed by the employer to the 
employee.

The rules applicable to patents will also apply mutatis mutandis to utility patents.

Design patens

If the creation of the design patent was part of the activities that the employee was tasked 
to provide and the design patent is part of the business area of the employer or if the design 
patent was created by the employee by order of the employer, the employer will have the right 
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of protection. There is no provision in the Austrian Design Patent Act that would provide 
for additional remuneration of the employee. Hence, questions of additional remuneration 
will predominantly be a question of employment or labour law with a specific focus on the 
contractual arrangement between the parties.

Copyright

An employer will be granted an unlimited right of usage for computer programs that are 
created by an employee in fulfilling his or her duties in relation to the employer. However, the 
employee retains the right to be named as the creator. There is no provision in the Austrian 
Copyright Act that would provide for additional remuneration of the employee. Hence, 
questions of additional remuneration will predominantly be a question of employment or 
labour law with a specific focus on the contractual arrangement between the parties.

vi Data protection

Currently, the Austrian Data Protection Act 2000, implementing Directive 95/46/EC, is 
still applicable until May 2018. As of May 2018, Regulation 2016/679 (GDPR) will apply 
directly on an EU level. 

The existing Data Protection Act 2000 will be replaced by the Austrian Data Protection 
Act that will enter into force on 25 May 2018. This Act supplements the GDPR.

Profiling of client data will be covered by the GDPR. Profiling means any form of 
automated processing of personal data consisting of the use of personal data to evaluate 
certain personal aspects relating to a natural person, in particular to analyse or predict aspects 
concerning that natural person’s performance at work, economic situation, health, personal 
preferences, interests, reliability, behaviour, location or movements. Profiling will be subject 
to specific regulation under the GDPR, including the right of the client to object.

In addition, strict banking secrecy applies under Austrian law. All client banking data 
is protected, even the information that a certain person is a client of a bank. Unlike the 
GDPR, banking secrecy will also protect legal persons. Any service provider acting for a bank 
in Austria (e.g., a fintech company providing outsourcing services for a bank) will be bound 
by banking secrecy by law. Hence, the outsourcing provider will be directly subject to the 
sanctions of a breach of banking secrecy, including criminal liability.

VIII YEAR IN REVIEW

Over the past 18 months, the FMA has clarified its regulatory approach towards ICOs and 
cryptocurrencies. It concluded that current legislation is technology neutral. This clarification 
followed the explosion in interest in ICOs in Austria over the past eight to 12 months. 

IX OUTLOOK AND CONCLUSIONS 

There are currently no detailed plans on how to implement the above-mentioned ‘regulatory 
sandboxes’ for fintech companies (see Section I). Until these sandboxes are clarified and 
introduced, fintech companies will need to adhere to the same regulatory rules as any other 
market participant. 

Depending on a fintech company’s exact business model, licensing requirements may 
apply. One possible solution for fintech would be to partner up with existing and regulated 
market participants. Any licensable activities would formally be provided by the regulated 
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partner entities, while fintech companies would undertake to provide those entities with 
specific fintech solutions or act as an outsourcing provider. This would allow them to establish 
unique and innovative business models while adhering to the regulatory framework. If a 
business model proves successful, fintech companies could decide at a later stage to seek the 
required licences themselves.

As all applicable major EU framework legislation (MiFID II, PSD II) has been 
implemented, there is currently no further legislation to be expected.
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Chapter 3

BRAZIL

Rodrigo de Campos Vieira, Victor Cabral Fonseca and Carla do Couto Hellu Battilana1

I OVERVIEW 

Brazilian financial tenchology (fintech) has developed considerably in recent years. The 
latest version of FintechLab Radar (November 17) demonstrated a growth of 36 per cent 
in the number of total companies acting in this market, compared with the previous edition 
published in February of the same year. According to the mapping created by the publication, 
Brazilian fintech operates in 10 different sectors: payments, financial management, credit and 
loans, investment, insurance, funding, data collection, cryptocurrency and distributed ledger 
technology (DLT), exchange and multiservices. Among these, the loans and insurance sectors 
performed the highest growth rates – 92 per cent and 75 per cent respectively.

This diversity of the ecosystem shows the strength of the financial technology market 
in the country. Given this scenario, Brazilian regulatory entities demonstrated a strong 
interest in knowing such players and, in some cases, already published specific norms for 
some of their activities. National laws and governmental entities, such the Central Bank 
of Brazil (BACEN) and the CVM (the Brazilian equivalent of the Securities and Exchange 
Commission), regulate the Brazilian financial system. Other agencies also have regulatory 
power in specific areas such as the Private Insurance Superintendence (SUSEP), for the 
insurance industry.

Some initiatives that have already resulted in or are about to become Rules that can 
directly affect fintech exemplifies the agencies’ regulatory interest. This is the case, for example, 
of CVM Rule No. 588/17, which provides standards for the investment-based crowdfunding 
industry in the country or the proposals for peer-to-peer lending and crowd-lending 
regulations, currently before the BACEN (Public Hearing No. 55/2017). In addition, the 
same government agencies conduct studies on the fintech sector, as evidenced by the creation 
of the CVM’s Fintech Hub of Innovation in Financial Technologies.

Although there is no regulation regarding the whole fintech sector, nor any tax 
incentives, there has been a significant increase in the activities, organisation and protagonism 
of such companies. In this sense, regulatory agencies are promoting a fintech-friendly policy, 
this being their major objective to ensure the integrity and security of financial operations. 

Thus, it is possible to consolidate the regulatory and policy approach for fintech 
companies considering that while the financial sector itself is heavily regulated, state entities 

1 Rodrigo de Campos Vieira is a partner, and Victor Cabral Fonseca and Carla do Couto Hellu Battilana are 
associates at TozziniFreire.
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are adopting a benign and favourable view of the development of tech-based financial 
enterprises so far. Their actions demonstrate that developing an innovation-driven economy 
may be one of the main goals for the next years.

II REGULATION

i Licensing and marketing

Brazilian legislation does not provide a specific type of operating licence for fintech. In 
practice, the nature of the services offered by these companies will dictate which rules are 
applicable to them, such as those of a particular economic sector.

Most of these rules are elaborated by entities that are part of the National Financial 
System (SFN), whose competences are fixed in Article 192 of the Federal Constitution of 
1988. The SFN is divided into three main organs and their respective operating sectors:2 
(1) the National Monetary Council, to regulate the segment of currency, credit, capital and 
exchange; (2) the National Council for Private Insurance, responsible for private insurance; 
and (3) the National Council for Complementary Pension, which regulates closed pension 
funds.

Within each sector there also supervisory bodies: the BACEN, which regulates 
financial institutions, money, credit, payments and exchanges; the CVM, responsible for 
the regulation of securities, commodities, futures; SUSEP for the insurance industry; and 
the National Complementary Pension Superintendence (PREVIC), for the private closed 
pension funds segment. Thus, fintech operating in Brazil needs to observe, in addition to 
the general laws, specific rules that affect the markets in which it operates, established by the 
competent bodies.

In this way, even if there is no special licence for fintech companies to function in the 
country, the services or products they offer – or even the market in which they operate – may 
determine whether their businesses require any particular authorisation or if there are specific 
rules for such activities. Financial institutions such as banks, for example, may only operate in 
the country if authorised by the BACEN and if they comply with certain requirements, such 
as the obligation to be constituted as a sociedade por ações (a commercial partnership whose 
capital stock is divided into shares and in which each shareholder has a limited responsibility 
according to the sum of money he has invested)3 or other rules envisaged by the financial 
authority.4

Another heavily regulated sector of fintech is the securities market. In this sector, 
the CVM provides rules for many services related to the trading of securities and related 
activities. The agency controls and regulates, among others, capital markets and investment 
funds (CVM Rules No. 400, 476, 555 and 578, and others), asset management (the most 

2 For a detailed description of the composition of the National Financial System and functions of each entity, 
see www.bcb.gov.br/Pom/Spb/Ing/InstitucionalAspects/TheRoleFinancialIntermediaries.asp (in English).

3 The Law No. 4.595/64, which creates the Brazilian National Financial System, determines some specific 
rules for the operation of financial institutions and other players from this market.

4 Like the Central Bank Resolution No. 4.122/2012, that establish the procedures for the licensing and 
authorisation granting for multiple kinds of banks.
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important being CVM Rule No. 558) and investment advisory services (represented by 
the recently edited CVM Rule No. 592). The use of automated systems or algorithms is 
permitted for both asset management5 and advisory activities.6 

Another industry commonly associated with fintech recently admitted by the Brazilian 
legal system is investment-based crowdfunding, which is now regulated according to 
CVM Rule No. 588/17. Following international standards, the norm established the rules 
for the operation of collective financing platforms and determines that if some precedent 
requirements (set forth in the law) are present, the distribution of certain securities is exempt 
from registration before the entity, which is usually very costly for the issuing company.

Thus, some securities-related sectors in which fintech is present – such as robot advisers 
and investment-based crowdfunding platforms – are regulated by the CVM and companies 
that operate in these sectors must observe the rules issued by the CVM.

The Consumer Protection and Defence Code equates banking, financial, credit and 
insurance services to the general delivery of services. Consequently, consumer protection 
law applies to service suppliers such as banks or credit institutions, if it is possible to verify a 
consumer relationship between them and the clients. 

One of the outcomes of this legal treatment is the existence of rules regarding credit 
information services. The Code states that consumer databases must be objective, clear, created 
in a language that is easy to understand and may not contain negative credit information 
relating to a period exceeding five years. Upon a consumer’s request, inaccurate and outdated 
personal information must be corrected within five business days. Consumers are further 
entitled to access their personal information and request their exclusion from a database, 
except for credit information relating to a period of less than five years.

ii Cross-border issues

In general, Brazilian law does not prohibit the offering of financial products or services, 
only regulating the way certain operations need to be conducted. As described, the SFN 
is composed of several entities, each with specific competence in relation to activities of a 
financial nature. In this way, it is necessary to understand the nature of the service or product 
offered by the fintech company to verify if there is any requirement for foreigners to operate 
in the country.

Any activity developed in Brazil is primarily subject to national legislation. However, 
some international entities rulings may guide the standards of the national regulations, since 
Brazilian authorities are part of many transnational organisations such the Basel Committee 
on Banking Supervision and IOSCO, for example. Recent legal initiatives also considered 
international experience, as the Investment-based Crowdfunding Rule (CVM Rule No. 
588/17), which is inspired by the regulatory approach used in the European Union, France, 
the United Kingdom, the United States, Portugal and Canada, among others.

Some activities are restricted to financial institutions (banks), such as the custody of 
third-party resources and the intermediation and application of their own or third-party 
financial resources.7 In these cases, it is necessary to comply with the banking regulation in 

5 Article 16-A, CVM Rule No. 558/15.
6 Article 16, CVM Rule No. 592/17.
7 See Law No. 4.595/64.
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the country, which determines that foreign banks may operate in Brazil if registered within 
the Central Bank and explicitly authorised by a decree from the executive branch (President 
of the Republic).

In other situations, if the fintech provides any securities-related products or services, 
its activities are subject to the CVM Rules. The management of securities portfolios (asset 
management), for example, can only be done by a legal entity headquartered in Brazil and 
authorised by the CVM.8 The same applies to investment advisers,9 who also need entity 
authorisation to carry out their activities.

Finally, the inflow and outflow of funds to and from Brazil is permitted, since 
individuals and companies are free to send money abroad and realise investments of any 
nature offshore. However, these transactions must be completed through Brazilian financial 
institutions authorised by the BACEN to operate in the foreign exchange market. Those 
institutions are under the supervision of the Brazilian financial authorities and thus must 
comply with know-your-customer (KYC) and anti-money laundering provisions contained 
in Brazilian regulation. Moreover, the BACEN issues an annual basis regulation determining 
that any Brazilian holding investments abroad of an amount higher than a given threshold 
shall declare this investment to the BACEN for statistical purposes. In addition, capital gains 
obtained abroad will be subject to taxation as provided for in Brazilian tax law.

III DIGITAL IDENTITY AND ONBOARDING

There is no digital identity accessible to Brazilian citizens to date. Therefore, the identification 
documents valid in the country are the General Registry (RG), which can be substituted by 
the driver’s licence or the professional registry; and the Individual Taxpayers Registry (CPF), 
which contains individual taxpayers’ data. However, none of these documents is completely 
digital.10 By July 2018, the Brazilian government plans to implement a national unified 
identity document, which will have a widely accepted digital version.11

Considering the use of documents by financial service providers, BACEN Resolution 
No. 4.474/16 authorises them to discard the use of physical versions once they are digitised 
and secured within the institution’s systems. The financial institutions are also authorised 
to perform onboarding of clients using a fully digitised process, as provided by BACEN 
Resolution No. 4.480/16. According to the latter, companies must adopt high-security 
procedures in the opening of accounts by electronic means, in order to guarantee the 
authenticity of the information and the identity of the proponents.

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

The law regulates transactions involving securities and, therefore, this market has specific rules 
established by the agency responsible for overseeing it: the CVM. Brazilian law adopts an 
open concept for security, considering as such any title or collective investment scheme that 

8 Among other prerequisites. See CVM Rule No. 558/15.
9 See CVM Rule No. 592/17.
10 The closest thing available so far is a digital driver’s licence. However, the technology is still in 

implementation and its validity is yet to be determined. 
11 See www.planejamento.gov.br/assuntos/tecnologia-da-informacao/documento-nacional-de-identificacao/

dni-1 (in Portuguese).
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generates the right to participation, partnership or remuneration, which income is originated 
in the effort of entrepreneurs or third parties, including the ones resulting from the rendering 
of services.12 If any specific collective investment scheme falls under this description, it is 
subject to the determinations of the law and the CVM rules, which may regulate how they 
are distributed, offered and commercialised inside Brazilian territories or involving national 
companies or individuals. All regulations regarding the SFN applies to fintech organisations, 
if legally prescribed services or products are offered.

Recently, Brazilian authorities have legally recognised investment-based crowdfunding 
as a possible fundraising option for companies that the Rule considers small.13 Now, the 
Brazilian innovation ecosystem uses a Rule created specifically to regulate the distribution 
of securities through platforms established for this purpose, without the need to register 
this offer with the CVM – which is usually the rule and may be very expensive for small 
companies. The standard came into force in 2017 following a public consultation of the 
market conducted by the entity,14 and its current version determines some requirements and 
responsibilities for the operation of the platforms, details of the possible offers and recognises 
the possibility of syndicated investments, that is, the ones led by an investor with a high 
reputation in the market.

The intermediation of loans is a private activity of financial institutions, as determined 
by the law that constitutes the SFN. Thus, any organisation that collects money from third 
parties for loans or intermediate transactions of this nature must be registered and authorised 
to operate as a financial institution according to Brazilian law and then is subject to the 
supervision and regulation of the BACEN. In order to foster innovative lending models, the 
entity in 2017 proposed a public hearing that deals with peer-to-peer lending and crowd 
lending, seeking to guarantee the safety and legality of such loans. The document proposes 
the creation of two special types of financial institutions that are allowed to use electronic 
platforms to match creditors and borrowers (SEPs) or to lend their own resources (SCDs).15 
Both need to request before the Central Bank authorisation to operate, but it would be a 
softer, easier and faster process than the one required to traditional financial institutions. 
Until the closing of this review, the public consultation was not made into a rule and there is 
no legal provision for these lending operations.

Payment services are subject to the rules regarding the Brazilian payment system (SPB), 
created by Law No. 12.214/01, and other entities of the SFN such the BACEN and the 
CVM also regulate their operations. The members of the SPB are services or systems that:
a clear cheques; 
b clear and settle electronic debit and credit orders;
c transfer funds and other financial assets; 
d clear and settle securities transactions; 
e clear and settle commodities and futures transactions; 
f are referred to as financial market infrastructure; and
g maintain payment arrangements and payment institutions, as provided by Law No. 

12.865/13.

12 As described in Article 2, IX, Law No. 9.385/76.
13 With an income of 10 million reais or less, as defined by Article 2, III, CVM Rule No. 588/17.
14 CVM Rule No. 588/17.
15 These organisations descriptions may be translated to ‘peer-to-peer lending company’ and ‘direct loans 

company’, respectively.
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In order to guarantee the security of the transfer of resources, the regulation of the Brazilian 
payment system is quite robust. In addition, the BACEN also manages and operates 
technological systems that guarantee interoperability among institutions, as with the System 
for the Transfer of Resources. 

Regarding payment services, it is important to highlight the presence of the CIP – 
Interbank Payment Chamber – an entity composed of financial institutions, also a member 
of the SPB, which maintains technological solutions used by participants in payment 
settlement processes. In 2017, marketplaces of all kinds were determined to be part of 
payment arrangements, submitting themselves to the centralised settlement rules of their 
users’ resources.

Finally, there are no rules obliging institutions to make client or product data accessible 
to third parties. They are allowed to share with other financial institutions some information 
that can make the settling and clearing of payments faster, safer or more efficient. Nevertheless, 
this process must observe the legal limits, as the Constitution (and specific laws such the 
Supplementary Law No. 105/01) protects and assures the inviolability of banking secrecy, 
in most cases. 

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS

There is no specific regulation in Brazil for blockchain technology. In fact, considering Brazil 
as a civil law jurisdiction, it would be necessary to modify a large number of laws, rules and 
other types of regulations to include legal provisions for all the currency and non-currency 
applications of such technology. Therefore, the Brazilian law does not recognise or establish a 
concept for blockchain or any of its applications, including cryptocurrencies.

Yet some financial authorities from Brazil have issued documents regarding 
cryptocurrencies and initial coin offerings (ICOs). Though not enforceable like laws, they are 
a good demonstration of how governmental agencies tend to define such assets.

Firstly, the BACEN stated that cryptocurrencies are not coins and cannot be equated 
with ‘electronic coins’, already defined in law as the virtual representation of fiat money. In 
the Bulletin No. 31.379, from 16 November 2017, the entity issued an alert about the risk 
of operations involving cryptocurrencies and still remarked that such operations are subject 
to exchange rules and taxes on transactions referred in foreign currencies. The authority also 
conducts some tests regarding different possibilities of blockchain technology applications, 
such as an alternative system for transactions settlement and identity management.16

The CVM, in its competence regulating the securities market, published a note 
containing its perceptions about ICOs. The authority remembered that the law provides a 
description for security and the characteristics that can frame any asset into this concept. If 
a token give its owner any right as described in the law,17 it may be considered security and 
the capital market regulations will apply to its offering, distribution and other transactions. 
Consequently, besides the laws suitable to securities, CVM Rules No. 400 (public offerings), 

16 The Central Bank conducted a research published in a paper named ‘Distributed ledger technical research 
in Central Bank of Brazil’, which can be found here: https://www.bcb.gov.br/htms/public/microcredito/
Distributed_ledger_technical_research_in_Central_Bank_of_Brazil.pdf.

17 Any title or collective investment scheme that generates the right to participation, partnership or 
remuneration, which income is originated in the effort of entrepreneurs or third parties, including the ones 
resultant from rendering of services, as described in Article 2, IX, Law No. 9.385/76.
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No. 476 (limited efforts public offerings), No. 588 (crowdfunding) and others regarding 
securities operations need to be observed during an ICO process, and it does not matter if 
the issuer is Brazilian or foreign. The CVM also stated that investment funds cannot perform 
operations on crypto assets, even if they are located abroad.

Finally, the Revenue Service determined that taxpayers must declare any gain obtained 
from transactions involving ‘virtual coins’ such Bitcoin and other crypto assets. If the 
operation is for an amount higher than 35,000 reais, the individual must pay 15 per cent 
over the earnings as income tax. 

VI OTHER NEW BUSINESS MODELS

Self-executing contracts, also known as ‘smart contracts’, are important deployments in 
the context of Blockchain technology. Therefore, since there is no specific regulation for 
technological applications of this nature, smart contracts are not yet foreseen in Brazilian 
law and may face questions regarding their legality, enforceability, validity and other 
characteristics necessary for contracts. However, they are not prohibited and if the basic 
contractual requirements are fulfilled, in specific cases smart contracts may be entered into in 
the same way as regular contracts.

As for the automated investment operations, it is necessary to distinguish two 
important professionals: the consultants – authorised only to advise investors, without 
managing funds of third parties – and portfolio managers (asset management) – who can 
make investments on behalf of third parties. For both, there is a legal provision for the use of 
algorithms and automated systems, whose source code must be delivered to the CVM and 
which do not exempt professionals from any responsibility in the provision of services. All 
agents are subject to securities market regulation, including third-party websites that provide 
or compare information about financial products.

If a sole investor wants to perform operations using automated algorithms like trading 
bots, they may execute orders before brokers using such systems.18 To do that, it is imperative 
that they comply with the rules established by the exchange itself and, mainly, securities 
regulation. Caution is needed by a bot user in order to avoid market manipulation and illegal 
practices such layering and spoofing, all of which are forbidden by the authorities; if this 
happens, the user will be responsible for any illegal act the system performs.

According to the latest version of FintechLab Radar (November 2017), the fintech 
market in Brazil can be divided into 10 major sectors: payments, financial management, 
credit and loans, investment, insurance, funding, data collection, cryptocurrencies and DLT, 
exchange and multiservices. Its is also possible to highlight some new business models shown 
by specific companies that are very relevant in the market. 

For this purpose, we may consider the credit card operator ‘Nubank’ and the financial 
planner ‘GuiaBolso’ as particularly successful in Brazil. Their business models provide 
innovative approaches to traditional services, and sometimes regulatory discussions may 
directly impact their activities. Nevertheless, both companies received large investments in 
2017. 

18 See Article 15, CVM Rule No. 505/11.
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VII INTELLECTUAL PROPERTY AND DATA PROTECTION

Generally, software in Brazil is protected by copyright law. Briefly, this means that source 
codes are equated to authorship works such literary or artistic works and it is not necessary 
to register anything with the authorities to ensure protection. Therefore, any ownership 
dispute may be solved easily with proof of authorship.19 Nevertheless, it is possible to register 
the source code with the entity responsible for issuing patents on industrial property in the 
country – the National Institute for Industrial Property.

There are some cases in which patents can be issued regarding software and computer 
programs. This happens if it fills the requirements of characterisation of an industrial creation 
(a process or product associated with the process); thus, if the solution implemented by a 
computer program solves a problem found in the art and scope a technical effect that does 
not only concern how the computer program is written, it may be considered an invention 
and would be patentable.

In order to verify whether fintech includes an invention protected by patent rights, it 
is necessary to know if it fits the following basic requirements: (1) novelty; (2) inventive step; 
(3) industrial application; and (4) technical effect. Note that the first three criteria apply to all 
patents, while the latter concerns the patentability of computer programs or software.

The novelty requirement is broadly met when creation did not exist and was invented, 
that is, it is entirely new. Meanwhile, inventive step means that the invention was not obvious 
or obvious from the state of the art (a legal term used for what already exists and is available 
to the public). Industrial application is the possibility of using or producing the creation in 
any type of industry.

The technical effect considers the practical effects achieved throughout the steps 
developed by the invention implemented by the computer program. The general rule is that 
in order to grant a patent licence for software, there must be practical application in addition 
to the patentability requirements. In short, the industrial creation implemented by software 
may be subject to protection by patent rights if: (1) it solves a problem found in the technique; 
and (2) it achieves a technical effect that does not only concern how the software is written.

It is important to note that the patent application process involves accurately describing 
the invention created. This precise description will be protected. In this sense, a new version 
of the same software would not be covered by patent protection.

In any case, to determine the immediate ownership of software or computer program 
developed by third parties even before any registration or patent, it is necessary to verify the 
relationship with the author or inventor. If the creator is an employee and thus contracted 
under employment relationships, the rule of thumb provided by law is that the employer 
owns the intellectual property of software and computer programs developed in the context 
of the employee’s activities. The contract firmed between the parties may determine different 
aspects, but in case of omission, this is the general rule.

The scenario is a bit different if there is a service providing contract regulating the 
creator–company relationship. Although the law also affirms that the intellectual property 
belongs to the contractor, since a service-rendering link is slightly more fragile than an 
employment contract, it is highly recommended that the parties create a contract in which the 
creator waives any economic rights for that code and transfers everything to the contractor. A 
simple document is enough to prevent disputes in the future.

19 See Law No. 9.606/98, that regulates intellectual property for compute programs.
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Regarding data protection, there are several pieces of legislation in Brazil dealing 
with different scopes of privacy and data protection such as intimacy, private life, honour, 
image and secrecy of correspondence, bank operations and communications. Such pieces 
of legislation include the Federal Constitution, the Civil Code, the Consumer Protection 
and Defence Code, the Internet Bill of Rights and the Criminal Code. Further, the Bill 
of our Data Protection Law is currently under discussion in the legislative branch. Each 
provides different aspects for data protection, but the Consumer Protection and Defence 
Code establish more detailed protection rules, alongside the Internet Bill of Rights.

The Consumer Protection and Defence Code contains specific rules applicable to the 
treatment of consumers’ data, consumer databases and liabilities connected to the violation 
of consumers’ data. According to the law, consumers must previously consent in writing to 
any data collection or, alternatively, be previously informed in writing about the collection. 
Nevertheless, the consolidated understanding of Brazilian consumer protection authorities 
and courts is that collection of consumers’ data always requires prior written consent, and 
any sort of implied consent is not sufficient to legitimise it. To the extent the transfer of 
consumers’ information to third parties is considered a new procedure for the collection of 
data, it also depends on consumers’ prior written consent.

Failure to comply with consumer law may also subject the infringer to administrative 
penalties determined by federal and state bodies, including fines and the temporary suspension 
of activities. The imposition of any administrative penalty depends on an administrative 
proceeding, where the infringer must have the opportunity to present its defence, and 
administrative rulings may be challenged and reviewed by the court.

In the criminal sphere, to prevent or hinder a consumer’s access to his or her personal 
data is a crime punished with imprisonment of six months to one year or fine; and failure to 
correct inaccurate information in consumer databases is a crime subject to one to six months’ 
imprisonment or a fine. Since legal entities are not subject to criminal liability in Brazil (other 
than for environmental issues), these penalties may potentially be attributed to managers, 
directors and representatives.

The Internet Bill of Rights establishes principles, guarantees, rights and duties relating 
to the use of the internet in Brazil. The regulation, in force since June 2016, introduced 
definitions of personal data and treatment of personal data applicable to the online 
environment, as follows:

Personal Data: any data related to an identified or identifiable data subject, including identifying 
numbers, location data or electronic identifiers, whenever they are related to an individual; and 
Treatment of Personal Data: any operation involving personal data, such as the collection, production, 
reception, use, access, reproduction, transmission, distribution, storage, deletion, information control 
and assessment, communication, transfer, diffusion or extraction.

The Internet Bill of Rights corroborates the general privacy principles of the Consumer 
Protection and Defence Code that collection, use, storage and treatment of personal data is 
subject to the prior and express consent of data subjects; and users may request the deletion 
of their personal data from the database of internet applications at any time (except if the 
deletion request is against the retention obligations detailed in the law). It further determines 
that provisions regarding the collection, use, storage and treatment of personal data must be 
highlighted in the applicable agreement or terms of use of internet applications.
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VIII YEAR IN REVIEW

2017 was a remarkable year for the entire innovation ecosystem. Two factors were particularly 
responsible for its evolution: first, investment deals for start-ups and tech companies increased, 
reaching the highest levels ever recorded; secondly, big corporations demonstrated a deep 
interest in the innovative power of such companies and therefore consolidated many kinds of 
relationships with them, such as partnerships and open innovation programmes.

The ecosystem’s maturation caught the attention of regulators, which led them to adopt 
some positions about how these companies should be seen from a legal point of view. Some 
initiatives deserve special consideration since they created effective rules for some fintech 
activities. In this sense, the most important regulators for the SFN – the BACEN and the 
CVM – had norms published or proposed for some specific activities of fintech.

The BACEN issued a bulletin about its stance on the cryptocurrency market and 
proposed norms to regulate peer-to-peer lending and crowd-lending activities,20 as already 
described. Furthermore, it changed the conditions for payment arrangements, obliging 
marketplaces of all kinds to operate as a part of the process and comply with clearing and 
settlement determinations.

The CVM also stated its thoughts on the ICO operations, considering tokens as security 
if they meet the legal requirements. The entity regulated investment-based crowdfunding and 
the activity of investment advisers (considering the use of algorithms). This followed a recent 
change on venture capital rules in 2016 that also impacted the fintech sector.

Thus, the perceptions of the new regulations demonstrate that financial authorities are 
adopting tech-friendly positions; it is therefore possible to expect a safer environment for 
financial technology operations in 2018.

IX OUTLOOK AND CONCLUSIONS 

The main objectives of recent regulations were to guarantee better legal certainty, safety and 
confidence to the market. The authorities are showing cooperative behaviour, acting together 
in the production of norms that might affect the market. One example is the commentaries 
on cryptocurrencies and ICOs from the BACEN and CVM, issued on the same day and with 
similar viewpoints.

They are also combining efforts with the private sector, especially fintech players. 
Working together, the regulation may foster the use of technology applications that modernise 
and make financial services more efficient.

It is important to ensure adequate levels of safety without the creation of unnecessary 
regulations that could suppress the activity of companies whose products and services benefit 
the market; innovation is a powerful tool to promote the financial inclusion of citizens, and 
designing a legal framework to boost the creation of new technologies is a very important step 
in the development of the Brazilian society and economy.

20 It is expected that such rules will be enacted in 2018.

© 2018 Law Business Research Ltd



35

Chapter 4

FRANCE

Eric Roturier1

I OVERVIEW 

In addition to the implementation of recent EU regulations (such as PSD 2 and GDPR), 
France has recently adopted new regulations relating to, in particular, crowdfunding and the 
issuance and transfer of certain non-listed securities through a DLT.

Even though there is no ‘sandbox’ approach available in France (i.e., no new financial 
technologies can develop outside any regulation or benefit from a tailor-made regulatory 
regime), France is rather fintech-friendly.

The French banking regulator (ACPR)2 and the French financial markets regulator 
(AMF)3 launched a joint initiative in 20164 in order to accompany the fintech start-ups in 
their licensing process.

In addition, a Fintech forum has also been set up in order to foster dialogue between 
various stakeholders. These are public authorities such as the Ministry for the Economy and 
Finance,5 regulators such as the ACPR, the AMF, the data protection authority6 (CNIL) and 
the French National Cybersecurity Agency (ANSSI),7 companies and their lawyers. Meetings 
are generally held every quarter and address subjects from various perspectives.

1 Eric Roturier is a senior associate at Allen & Overy LLP. The author would like to thank Marianne 
Delassaussé (a senior associate in the intellectual property and litigation department at Allen & Overy 
LLP in Paris), Faustine Piechaud (an associate in the data protection department at Allen & Overy LLP in 
Paris) and Paul Vandecrux (an associate in the public law department at Allen & Overy LLP in Paris) for 
their assistance in the production of Section VII of this chapter. The author would also like to thank Didier 
Warzée, a member of the ACPR’s Fintech Innovation Hub, for being available to discuss the activities of 
the Fintech Innovation Hub.

2 https://acpr.banque-france.fr/en/authorisation/fintech-and-innovation.
3 www.amf-france.org/en_US/Acteurs-et-produits/Prestataires-financiers/FinTech.
4 Pôle FinTech-Innovation at the ACPR and Division Fintech, innovation et compétitivité at the AMF.
5 Direction générale du Trésor.
6 The Commission nationale informatiques et libertés.
7 The Agence nationale de la sécurité des systèmes d’information.
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II REGULATION

i Licensing and marketing

Licensing

There is no special fintech licence in France; either the relevant service is regulated, and in 
that case the service provider must hold a licence, or the service is not regulated and in that 
case no licence is necessary.

In practice, most fintech companies provide regulated services and are regulated (either 
they apply for a licence in France or they benefit from an EU passport (see Section II.iv)).

In addition to the existing EU regulatory statuses (such as credit institutions, payment 
institutions, investment firms, management companies or insurance intermediaries) there 
are national statuses available in France to fintech companies provided that they meet the 
relevant requirements, such as independent financial advisers,8 intermediaries in banking 
transactions9 or intermediaries in crowdfunding activities.10

For instance, an automated digital advisory company may be regulated under different 
statuses depending on the type of clients it has and whether it provides other services. If the 
underlying product is a life insurance policy, the company can be regulated as an insurance 
intermediary (such as an insurance broker). If the company only provides investment 
advice, it can be regulated as an independent financial adviser or an investment firm, but if 
it provides other regulated investment services, it must be regulated as an investment firm. 
If the company can manage assets on behalf of the client, then it must be registered as a 
portfolio management company.

Marketing

The marketing of financial products or services is regulated. There are rules relating to the 
sale of the products themselves and specific rules where marketing is performed through 
solicitation activities. In addition and as a matter of principle, entities are generally prohibited 
from advertising without an appropriate licence.

ii Overview of the rules relating to the products

Offering transferable securities (such as shares and bonds) to the public in France is prohibited 
without an approved prospectus, unless an exemption applies. Specific rules apply to funds 
(UCITS or AIFs within the meaning of the EU directives).11 Other regulations may apply to 
the marketing of loans. 

8 ‘Conseiller en investissements financiers’.
9 ‘Intermédiaire en opérations de banque et en services de paiement’.
10 ‘Conseiller en investissements participatifs’ or ‘Intermédiaire en financement participatif ’.
11 Directive 2009/65/EC of the European Parliament and of the Council of 13 July 2009 on the coordination 

of laws, regulations and administrative provisions relating to undertakings for collective investment in 
transferable securities (UCITS) and Directive 2011/61/EU of the European Parliament and of the Council 
of 8 June 2011 on Alternative Investment Fund Managers (AIFM).
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In addition, the new EU Regulation PRIIPS12 applies as of 1 January 2018 to various 
structured products targeted at retail investors and it aims to increase the transparency and 
comparability of such products through the issue of a standardised short form disclosure 
document.

iii Solicitation rules

Solicitation activities13 are defined as any unsolicited contact (i.e., contact that has not been 
previously requested by the customers), by any means, with identified individuals or legal 
entities, where this contact is initiated and conducted with a view to obtaining customers’ 
consent to, in particular, the conclusion of a transaction on financial instruments, the 
conclusion of a banking transaction or an investment service or a related transaction or 
service. The scope of transactions and services caught by the solicitation rules is broad. 

Solicitation activities will be considered as being carried out in France if they target 
French investors. The terms ‘contact by any means’ should be broadly interpreted, for 
example, including contact by email, telephone, internet and solicitation can be constituted 
even if this behaviour has not been repeated on a regular basis.

iv Cross-border issues

Regulated activities can be passported from another jurisdiction into France provided that 
the activities (1) are carried out by a company licensed in an EU (or an EEA) jurisdiction 
to provide such services and (2) comply with the formal passporting requirements (e.g., the 
company has to provide the home regulator with relevant information and unless the home 
or host regulator raises any objection, the company can be passported into France and start 
its activities).

Services passported in France can be provided either on the basis of the freedom of 
establishment (which means that the company needs to set up a branch in France) or of the 
freedom to provide services (i.e., no establishment in France).

The benefit of the EU passport is only available to those services that are subject to an 
EU directive or regulation.

If the company benefits from a ‘local’ licence in another EU jurisdiction, it cannot rely 
on any passporting regime and must be also licensed in France if it wants to provide services 
in France.

There could be exemptions for reverse enquiry situations (i.e., where contact has been 
instigated by a client to obtain information about a product or service).14

III DIGITAL IDENTITY AND ONBOARDING

On 5 January 2018, the Minister of Interior Affairs announced the launch of a unified 
digital identity process for all French citizens, foreign individuals legally resident in France 
and French companies, which would be effective in September 2019. This process would 
be integrated within the already existing digital platform of the French state and ‘France 

12 Regulation (EU) 1286/2014 of the European Parliament and of the Council of 26 November 2014 on key 
information documents for packaged retail and insurance-based investment products.

13 Article L. 341-1 of the Monetary and Financial Code.
14 In particular since the entry into force of MiFID II under French laws as of 3 January 2018.

© 2018 Law Business Research Ltd



France

38

Connect’, a platform set up in June 2016 that offers a global system of identity management 
for online government services. The unified digital identity process would be designed so that 
it could be used for public services as well as for private entities.

Fully digitised onboarding of clients is possible provided that the relevant company (1) 
performs the know-your-customer requirements to which it may be subject and (2) has set up 
a process for electronic identification (in particular accordance with the eIDAS Regulation).15 
In addition, a recent ordinance16 has clarified the rules relating to the digital transmission of 
pre-contractual and contractual information in the financial sector, which should also foster 
fully digitised onboarding of clients.

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

As a preliminary remark, a fintech project may fall within the scope of the AIFM Directive 
if the relevant entity (1) raises capital from a number of investors, with a view to investing it 
in accordance with a defined investment policy for the benefit of those investors and (2) is 
not a UCITS.17 The requirements are quite burdensome and fintech projects do not generally 
aim to fall into the definition of ‘alternative investment funds’. The French legal framework 
relating to, in particular, the banking monopoly and the scope of the public offer of securities 
has recently been modified to allow crowdfunding activities.

i Crowdfunding

In France, to foster the development of crowdfunding in a secure environment for contributors 
(lenders, investors or donors), the public authorities have amended the regulations and 
created two new ‘light’ regulatory statuses for crowdfunding platforms: crowdfunding adviser 
and crowdfunding intermediary.

ii Crowdfunding adviser

A platform for crowdfunding via the subscription of financial securities issued by an unlisted 
company must be registered in the ORIAS register (i.e., a register for financial intermediaries, 
including insurance intermediaries, intermediaries in banking transactions, etc.) as a 
crowdfunding adviser (CIP). Their activities consist of providing investment advice, as their 
regular activity, on plain vanilla capital and debt securities (ordinary shares, fixed rate bonds 
and convertible bonds). The activities must be conducted by means of a progressive-access 
website, fulfilling the characteristics laid down by the AMF. In order to benefit from the 
exemption to the publication of a prospectus, the amount issued shall not exceed €2.5 
million.18

Such a platform may also opt for the status of investment services provider (ISP) 
providing investment advice services, in which case it must be licensed by the ACPR. Such 
platforms are regulated by the AMF alone in the case of CIPs and by the AMF and the ACPR 
jointly for ISPs.

15 Regulation (EU) No. 910/2014 of the European Parliament and of the Council of 23 July 2014 on 
electronic identification and trust services for electronic transactions in the internal market.

16 Ordinance No. 2017-1433 of 4 October 2017 relating to the dematerialisation of contractual relationships 
in the financial sector.

17 Article L. 214-24-I of the Monetary and Financial Code.
18 Article D. 411-2 of the Monetary and Financial Code. 
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iii Crowdfunding intermediary

If the website proposes to fund projects under the form of a loan with or without interest, 
the platform must be registered in the ORIAS register as a crowdfunding intermediary (IFP). 
We will focus in the rest of this paragraph on the intermediation of loans stipulated with 
or without interest, and granted to professionals (i.e., individuals acting in a professional 
capacity or commercial companies) by individuals not acting for professional purposes.19 
With a view to protecting lenders, the amount lent shall not exceed €2,000 per lender and 
per project where the loan is granted with interest and €5,000 where no interest is stipulated. 
The total amount borrowed shall not exceed €1 million.

IFPs are regulated by the ACPR.
According to publicly available statistics, France has around 100 crowdfunding platforms 

and is now the second largest crowdfunding market in Europe. Market consolidation is 
expected as a result of strong competition between the platforms.

iv Payment services

The EU Directive 2015/2366 on payment services in the internal market (PSD 2) has been 
implemented into French law and applies as from 13 January 2018. Two new payments 
services are now available: payment initiation and account information services.

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICO)

Blockchain technology is not regulated as such. Cryptocurrencies do not have a specific status 
under French law.20

However, the following two elements should be noted.
There has been a recent change to French securities law so that securities that are not 

traded via a central securities depository and a securities settlement system can be represented 
and transmitted using distributed ledger technology (DLT).

There is also a potential new framework for ICOs, following a recent consultation 
launched by the AMF.

i Use of DLT for securities that are not traded via a central securities depository 
and a securities settlement system

A recent law21 granted the government powers to reform securities law so that securities that 
are not traded via a central depository and a security settlement system can be represented 
and transmitted using a DLT. An ordinance was published in November 201722 following a 
public consultation and will enter into force upon publication of the decree to be published 
by 1 July 2018. The decree will specify the technical conditions applicable to this new regime.

In summary, an issuer of debt securities, commercial paper, units or shares of a fund or 
unlisted securities could decide to register such securities in a DLT (which would facilitate 

19 Article L. 548-1 et seq. of the Monetary and Financial Code.
20 Only euros are legal tender in France in accordance with Article L. 111-1 of the Monetary and Financial 

Code.
21 Article 120 of the Transparency, Anti-Corruption and Economic Modernisation Act 2016-1691 of 

9 December 2016.
22 Ordinance No. 2017-1674 of 8 December 2017.
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the transmission of such securities). That said, it is expected that the pending decree will 
clarify certain aspects (in particular, how a pledge can be taken on securities registered in a 
DLT and whether the operator of the DLT will be regulated).

It is to be noted that this reform had been preceded by a more limited one in 2016 (in 
terms of scope), as in April 2016 an ordinance authorised the issuance and transfer of certain 
types of promissory notes called ‘minibons’ in a DLT.23 Minibons can be issued through the 
website of a crowdfunding adviser or an ISP (see Section IV.ii).

ii Potential new framework for ICOs

The AMF has recently published a consultation paper24 on ICOs aimed at gathering the 
views of stakeholders on the different means of supervision. The AMF has also launched a 
programme involving the support and analysis of ICOs, called UNICORN.25

During an ICO transaction, participants receive tokens issued by the project initiator, 
in exchange for their investment in cryptocurrency or legal tender currency. Depending on 
the transactions observed, these tokens do not automatically confer the same rights on their 
purchasers (user rights on services developed, financial or governance rights on the project, 
etc.).

In principle, tokens do not have the same characteristics as securities. Nevertheless, 
in light of the disparate nature of ICOs and tokens issued through these transactions, any 
regulation that currently applies to these operations in France can only be determined on a 
case-by-case basis.

According to the AMF ‘most of the offerings of which the AMF is aware appear not to 
be covered, in principle, by the rules that fall under the remit of the AMF, particularly those 
that govern public offer of “financial securities”, equity crowdfunding, collective investments 
or intermediation in miscellaneous assets’.26

Following numerous responses received by stakeholders (more than 80) and the 
publication of a synthesis of the responses to the consultation,27 the AMF is likely to adopt a 
position with respect to ICOs.

If the tokens can be characterised as financial securities because of their characteristics, 
the legal framework for prospectuses should apply to the extent that the tokens are offered 
to the public.

In the other cases (tokens that cannot be characterised as financial securities), the AMF 
may develop a specific framework such as (1) promoting a good practice guide under existing 
law or (2) proposing new legislation suited to ICOs (with one sub-option consisting in a 
compulsory regime and another sub-option consisting in an optional authorisation regime).28

Under the potential new optional regime, ‘ICO originators could decide, on an 
optional basis, to request a marketing authorisation from the AMF, which would then issue 

23 Ordinance No. 2016-520 of 28 April 2016.
24 www.amf-france.org/en_US/Actualites/Communiques-de-presse/AMF/annee-2017?docId=workspace%3A

%2F%2FSpacesStore%2F5097c770-e3f7-40bb-81ce-db2c95e7bdae.
25 Universal Node to ICO’s Research & Network.
26 AMF ICO consultation, page 7.
27 www.amf-france.org/en_US/Publications/Consultations-publiques/Archives?docId=workspace%3A%2F%

2FSpacesStore%2Fa9e0ae85-f015-4beb-92d2-ece78819d4da.
28 See AMF ICO consultation, page 15.
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its “approval”, or to not submit an application to the AMF. Non-formally authorised offerings 
would not be banned but, if they are presented in France, should contain a mandatory 
disclaimer clearly stating this absence of AMF approval.’29

This sub-option was supported by almost two-thirds of respondents to the consultation.30

As of today, the AMF has decided to continue to work on the definition of a possible 
legal framework tailored to ICOs by specifying the appropriate information and guarantees 
that are necessary.

Nevertheless, the ACPR and the AMF also jointly issued a warning in December 2017 
to clients about the risk of investing in Bitcoin (even though such assets do not strictly fall 
into the supervision perimeter of those authorities).

iii AML rules

Following the implementation in France of the Fourth AML Directive 2015/849,31 platforms 
for the exchange of cryptocurrencies shall in particular be subject to anti-money laundering 
rules.32

VI OTHER NEW BUSINESS MODELS

A new regime applies as of 1 January 2018 to operators of online platforms33 (such as, for 
instance, marketplaces or websites comparing products). Operators of online platforms must 
provide customers with clear, accurate and transparent information and are therefore subject 
to various disclosure obligations. In this respect, they must specify the listing and delisting 
conditions of the contents, the criteria for the classification of the contents, as well as whether 
there is an equity-based relationship or a remuneration of their profit that might influence 
the classification or the listing of any of the contents. 

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

i Intellectual property

In France, business models cannot be protected by intellectual property rights (copyright or 
patent),34 which means that fintech companies cannot protect their business models.

France has implemented the European Directive of 14 May 1991 on the legal 
protection of computer programs. Therefore, software can be protected by copyright, not 
by a patent. Software is automatically protected by copyright, provided that it meets the 

29 See AMF ICO consultation, page 15.
30 See synthesis of the responses to the AMF ICO consultation.
31 Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on the 

prevention of the use of the financial system for the purposes of money laundering or terrorist financing.
32 Article L. 561-2-7° bis of the Monetary and Financial Code provides that ‘any person who, as a regular 

occupation, acts as counterparty or as an intermediary for the purchase or the sale of any digital instrument 
representing non-monetary units of value, which can be stored or transferred in order to purchase goods or 
services (but which does not represent a claim against any issuer)’ shall be subject to the AML rules.

33 Articles 111-7 et seq. of the Consumer Code.
34 In accordance with Article L. 611-10 of the Intellectual Property Code.
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originality requirements. If the patentability of software is excluded as a matter of principle, 
such protection may be granted where the software constitutes ‘a step in an industrial process 
and/or in the operation of a system’.35 

Software created by one or more employees in the performance of their duties or 
following the instructions given by their employer belongs to the employer to which all the 
rights of authors are vested (unless the employment contract provides otherwise). 

ii Data protection

As of 25 May 2018, the EU General Data Protection Regulation 2016/679 (GDPR) will 
apply in particular to the processing of personal data if the fintech company is based in 
France or outside the EU and offer goods or services, or monitor the behaviour of data 
subjects in France. 

As part of this new regulation, the fintech companies subject to the GDPR (either 
as ‘data controllers’ or as ‘data processors’) will have to comply with a large number of 
obligations, which relate for example, but are not limited, to (1) the principles applying 
to the processing of personal data, for example, lawfulness, fairness, transparency, purpose 
limitation, data minimisation and ‘privacy by design’, accuracy, storage limitation, security, 
confidentiality, etc.; (2) the ability of the controller to demonstrate compliance with such 
principles (accountability); (3) the obligation to identify a legal basis before the processing 
(special requirements apply to certain specific categories of data such as sensitive data); and 
(4) data subjects’ rights (e.g., transparency, the right of access, right to rectification, right to 
erasure, right to restrict processing, right to data portability, right to object to a processing).

The upcoming application of the GDPR has compelled many fintech companies to 
launch comprehensive GDPR compliance programmes, including data mapping efforts, gap 
analysis and implementation programmes (e.g., by way of amendment of current internal 
processes, contracts, software’s technical characteristics, etc.).

GDPR also provides for rules relating to profiling activities.36 Profiling involves three 
elements: (1) it has to be an automated form of processing, (2) it has to be carried out 
on personal data and (3) the objective of profiling must be to evaluate aspects about an 
individual.

Under GDPR, fully automated individual decision-making,37 including profiling, 
that has a legal or similarly significant effect is prohibited unless limited exceptions apply. 
Automated processing will be deemed to significantly affect an individual in the following 
scenarios: online advertising solely based on automatic processing means where the individual 
being targeted is vulnerable (e.g., children, minority group) or differential pricing where 
higher prices effectively bar individuals from certain goods or services. 

Fintech companies must ensure, as part of their GDPR compliance programmes, that 
suitable measures are in place to safeguard the rights and interests of individuals.

35 CA Paris, 4° ch., 15 June 1981, PIBD 1981, III, 175; Ann. 1982, 24, note Mathély.
36 Article 4(4) of GDPR defines ‘profiling’ as ‘any form of automated processing of personal data consisting 

of the use of personal data to evaluate certain personal aspects relating to a natural person, in particular to 
analyse or predict aspects concerning that natural person’s performance at work, economic situation, health, 
personal preferences, interests, reliability, behaviour, location or movements’.

37 Articles 21 and 22 of GDPR.
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VIII YEAR IN REVIEW

The Fintech Innovation Hub launched by the ACPR has addressed one of the most significant 
barriers to entry for fintech companies, which lies in the spread of and knowledge about 
financial regulation ‘which may sometimes be very complex, especially for entrepreneurs that 
did not work in the financial sector before’.38 Since the launch of the Hub in June 2016, 
more than 200 financial players have been offered a meeting or a call with the Hub.39 Since 
the ACPR Hub welcomes fintech at the early stages, it is able to identify promptly evolving 
market practices and new business models. As of June 2017, 42 per cent of the companies 
met were payment institutions or neobanks, 20 per cent were crowdfunding platforms, 10 
per cent were blockchain or technology projects and 10 per cent were advisory services in 
financial investment and life insurance.40

Since the beginning of the UNICORN programme launched by the AMF for ICOs, 
the AMF has met more than 20 undertakings. As of 19 February 2018, the total amount 
raised or planned to be raised by the project developers that met the AMF was around €350 
million. The AMF’s discussions have shown that tokens issued as part of the examined ICOs 
vary considerably from project to project. Most of the tokens were utility tokens, giving the 
holder the right to use the technology or services distributed by the ICO promoter.41

With regard to payment services providers, the introduction of two newly regulated 
services (payment initiation and account information) by PSD 2 requires access for new 
actors (third-party providers) to the accounts held by other PSPs (such as traditional credit 
institutions). This means that existing credit institutions would have to open access to their 
clients’ data. This should foster open banking. In France, these new actors (which were 
unregulated before PSD 2) are quite active and can provide other services to their customers 
such as investment advice, accounting, etc.).

IX OUTLOOK AND CONCLUSIONS 

In terms of regulatory developments for the following year, there is particular focus on the 
implementation of both PSD 2 and GDPR, which will give more rights to consumers. All 
participants (both existing financial institutions and new fintech companies) will have to 
comply with the new data protection rules.

It remains to be seen whether the reform of the securities law will really be a game 
changer for non-listed securities (in particular for the distribution of units or shares of funds 
through a DLT). The decree that specifies the technical details has not been published yet.

There is potential new regulation for ICOs as France is keen to attract ICO projects. The 
AMF is likely to try to find a balance between protecting customers and fostering innovation.

38 Joint answer from Banque de France and ACPR to the European Commission’s Public consultation on 
Fintech: a more competitive and innovative European financial sector: https://acpr.banque-france.fr/sites/
default/files/medias/documents/20170615_reponse_consultation_europe_0.pdf.

39 According to Didier Warzée, member of the ACPR’s Fintech Innovation Hub.
40 https://acpr.banque-france.fr/sites/default/files/medias/documents/20170717-cp-fintech-en.pdf.
41 See synthesis of the responses to the AMF ICO consultation.
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In terms of market activity, many fintech companies may decide not to compete 
directly with existing players but to cooperate with them. The financial sector is quite mature 
in France and the market shares of fintech companies is rather limited for the moment. The 
cooperation may take the form of partnerships or equity stakes. In any case, all existing 
actors in the banking, asset management or insurance sectors acknowledge the impact of 
digitalisation on their activities and the need to innovate.
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Chapter 5

GERMANY

Jens H Kunz1

I OVERVIEW 

In recent years, fintech-related topics have frequently and intensively been discussed in 
Germany not only by participants in the financial sector but also by politicians and regulatory 
authorities. Given that the German fintech market is regarded, after the market in the United 
Kingdom, the second largest market in Europe,2 this observation may not be astonishing. 

The activities in the field of policy and financial market regulation that have been 
sparked by the insight that digitalisation will fundamentally change the financial industry 
include the assignment of a study to get a better understanding of the fintech market in 
Germany,3 the formation of the FinTech Council by the German Federal Ministry of 
Economics that aims to enhance the dialogue among business, politics and academia,4 as well 
as several publications by the German Federal Financial Supervisory Authority (BaFin).5 The 
various initiatives, however, have not yet resulted in any special fintech legislation, save for a 
relief in the regulation for crowdfunding platforms that is of particular relevance for peer-to-
peer lending platforms as introduced by fintech businesses.6 

Generally, German legislators and BaFin apply the principle of ‘same business, same 
risk, same regulation’. This includes that neither the legislators nor BaFin has promulgated 
rules that privilege fintech companies compared to traditional players in the financial sector. 
Therefore, a ‘sandbox’ model that establishes an innovation space where fintech companies 
may test business models without tight regulation as established in the United Kingdom and 
in Switzerland has not been introduced in Germany yet. 

1 Jens H Kunz is a partner at Noerr LLP.
2 Cf. https://de.statista.com/outlook/295/102/fintech/europa#market-revenue (11 March 2018). 
3 See Gregor Dorfleitner et al., ‘FinTech-Markt in Deutschland‘, 17 October 2016, a study assigned by the 

Federal Ministry of Economics. 
4 See Ministry of Finance (Bundesministerium der Finanzen), www.bundesfinanzministerium.de/Content/

DE/Pressemitteilungen/Finanzpolitik/2017/03/2017-03-22-pm-fintech.html (9.3.18).
5 See the English version of the related BaFin-website where BaFin gives a summary of its position on 

fintech related regulatory questions: https://www.bafin.de/EN/Aufsicht/FinTech/fintech_node_en.html 
(11 March 2018). 

6 Section 2a of the Asset Investment Act (Vermögensanlagengesetz, VermAnlG) which exempts such 
platforms from certain requirements as, for instance, the obligation to publish a prospectus provided that 
certain threshold amounts have not been crossed. 
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Hence, BaFin focuses particularly on this innovative field of business and attempts 
to find a balance between supervisory concerns and the start-up culture that often exists in 
fintech companies. In this connection, BaFin provides fintech companies with information 
concerning supervisory issues on their website. 

There is no special public funding instrument for fintech companies, but the German 
Ministry of Economics has set up the programme ‘INVEST’ to help start-ups raise venture 
capital. If business angels purchase shares of newly founded innovative companies and hold 
them for more than three years, 20 per cent of their original investment will be reimbursed 
by the state up to a limit of €100,000.7 To qualify for the programme, investors have to spend 
at least €10,000. Invested capital must not result from a third-party loan to the investor. 
Furthermore, the business angel has to participate in the new company’s gains and losses. 
Investors must be natural persons living in the European Economic Area or must use special 
investment companies registered in Germany (e.g., the limited liability company, GmbH).

Generally speaking, German regulatory authorities and the government emphasise that 
they recognise the potential of fintech for public economic benefit, while the regulation 
seems rather conservative when the traditional regulatory standards, which stem from the era 
of pre-digitalisation, are applied. Nevertheless, BaFin tries to support fintech companies by 
offering detailed legal information and by improving the communication channels that can 
be used to liaise with the regulators. 

II REGULATION

i Licensing and marketing

The general rules apply to licensing and marketing of fintech companies in Germany. Since 
there is no specific fintech licence available in Germany, the regulation of fintech companies 
depends ultimately on the business they carry out. This again results from the ‘same business, 
same risk, same rules’ approach. The entire array of licences and marketing restrictions may 
therefore become relevant for fintech business models. 

In particular, the following types of licences have to be taken into account: 
a licence pursuant to Section 32 (1) Banking Act (KWG) for providing banking 

businesses within the meaning of Section 1(1)(2) KWG or investment services within 
the meaning of Section 1(1a)(2) KWG; 

b licence pursuant to Section 10(1) Payments Services Supervisory Act (ZAG) for 
providing payment services or pursuant to Section 11 ZAG for the issuance of e-money;

c licence pursuant to Section 20(1) Capital Investment Code (KAGB) or, less burdensome, 
the mere registration pursuant to Section 44(1) KAGB for offering collective asset/
funds management; 

d licence pursuant to Sections 34c, 34d and 34f Industrial Code (GewO) for the 
brokerage of loans, insurance contracts and certain financial products; and 

e licence pursuant to Section 8(1) Insurance Supervisory Act (VAG) for conducting 
insurance business. 

7 Cf. Ministry for Economics (Bundesministerium für Wirtschaft), www.bmwi.de/Redaktion/DE/Dossier/
invest.html (9 March 2018).
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In general a licence requirement is triggered if someone intends to provide in Germany 
commercially or on a scale which requires a commercially organised business undertaking 
one of the services listed in the comprehensive catalogues of regulated activities referred to 
above. Consequently, it needs to be carefully analysed whether a fintech business model falls 
within the scope of one or several of such regulated services. 

Depending on the type of licence, different authorities might be competent to grant 
the relevant licence. Placing the competent authorities in a hierarchy, the European Central 
Bank (ECB) is at the top with its competence for granting licences for institutions that intend 
to carry out banking business that includes lending and deposit-taking business. Beneath 
the ECB BaFin is the competent authority for institutions that intend to provide banking 
business except for lending and deposit taking, including investment services, payment 
services, collective asset or funds management and insurance business. The third level in 
the hierarchy would consist of the authorities which have been endowed under the German 
federal state laws with the competence to grant licences pursuant to the GewO. 

All these types of licences may become relevant for fintech business models. This can 
be illustrated by the observation that the first ‘fintech banks’ were established in Germany 
holding a banking licence granted by ECB. 

Both the requirements to obtain a licence under the German financial supervisory 
laws and subsequent ongoing legal requirements depend on the type of licence. For instance, 
the requirements to get a licence pursuant to Section 32(1) KWG for providing investment 
brokerage or investment advice are less tight than for guarantee or for safe custody business. 
In this regard, it makes a significant difference for regulatory purposes whether an institution 
is entitled to hold funds or assets for its clients because in this case the regulatory requirements 
are more comprehensive and stricter. 

It would exceed the given framework to elaborate on the licence requirements for each 
fintech relevant business model. However, the general rule that the necessary type of licence 
depends on the specific services to be offered can be illustrated by reference to the robo-advice 
business models which have become popular in Germany in the recent years.

Generally speaking, a robo-adviser might be subject to a licence requirement pursuant 
to Section 32(1) KWG, in particular to provide investment brokerage, investment advice or 
portfolio management services. BaFin will only grant the necessary licence if, among other 
requirements, the applicant has at least €50,000 at its free disposal,8 if its managing directors 
are professionally qualified and with an impeccable reputation and if the applicant can prove 
that proper risk-management will be in place when the regulated business will be commenced. 

By way of exception from this general licence requirement under the KWG, investment 
brokerage and investment advice may be provided under the less restrictive licence 
pursuant to Section 34f GewO; however, only specific financial products may be brokered 
or recommended under this privileged licence, which is granted not by BaFin but by the 
competent authorities in accordance with the laws of the relevant federal state. An additional 
exception is available for tied agents who closely cooperate with a licensed institution.

Some of the existing robo-advisory models offer, or at least seek to offer, robo-advice 
in the form of investment brokerage by connecting the supply of specific financial products 
to customers’ demand for financial instruments. These models try to implement a structure 
where the client stays in charge of the investment process so that the client makes the ultimate 

8 More comprehensive capital and other requirements apply if the robo-adviser is entitled to hold the assets 
and funds of its clients.
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decision to buy or sell a financial instrument. There is, however, a thin line between investment 
brokerage and investment advice. Although BaFin did not pursue a strict approach until 
2017, it then made clear that a robo-adviser provides investment advice if clients could get 
the impression that the investment proposals presented by the robo-adviser are tailored to 
their individual circumstances.9 The distinction between both types of investment services 
becomes relevant for the type of licence which is required and, in practice more important, 
with respect to the requirements which the robo-adviser must comply with in offering its 
services. Particularly the suitability report that an investment adviser must prepare and which 
is aimed to show how the recommended financial products suit the needs of the client10 is for 
many robo-advisers a bureaucratic obstacle they would like to avoid. 

Both the stricter position of BaFin and the preference not to prepare for each investment 
a suitability report have led to many robo-advisers becoming licensed as portfolio managers.11 
Providing such type of investment service, however, involves the obligation to adhere to a 
comprehensive set of rules of conduct so that robo-advisers must thoroughly analyse which 
route suits them best and which type of licence they need for their individual business model. 

With respect to marketing regulations applicable to fintech companies in Germany, the 
general rule is that marketing must be fair, transparent and not misleading. These principles 
follow from the Act against Unfair Competition (UWG) but are also included in some of the 
statutory provisions for financial services.12 Whether additional rules have to be taken into 
account depends primarily on the understanding of the term ‘marketing’. 

As far as marketing for investment services within the meaning of Section 2(8) of 
the WpHG is concerned (including investment brokerage, investment advice, portfolio 
management, underwriting business etc.), it is rather difficult to distinguish marketing 
from the rules of conduct for service providers set out, inter alia, in Sections 63 et seq. of 
the WpHG and a regulation promulgated thereunder (WpDVerOV) but also in various 
delegated regulations promulgated under MiFID II. These require that offerors of investment 
service provide their potential clients with mandatory information regarding, for instance, 
their products (e.g., key information sheets), potential conflicts of interest and inducements, 
and that they obtain certain information from their clients. Further, investment service 
providers must comply with detailed requirements set out in the Minimum Requirements 
for the Compliance Function and Additional Requirements governing Rules of Conduct, 
Organisation and Transparency (MaComp) which have been promulgated by BaFin. 

Similar rules as for investment services apply to the marketing of funds under Sections 
298 et seq. of the KAGB. The information obligations for professional or semi-professional 
clients are less comprehensive than those for retail clients. 

Regarding marketing for payment services, a comprehensive set of pre-contractual 
information obligations is provided for in the German Civil Code (BGB) in conjunction 
with Art. 248 of the Introductory Act to the BGB (EGBGB). 

Further, marketing for certain fintech related services might entail the obligation to 
publish a prospectus. Such obligation is usually be triggered once a public offer for securities 
or financial assets has been made in accordance with the Prospectus Act (WpPG) or the Asset 

9 Grischuk, Robo-Advice, BaFin Journal  from August 2017, p. 20, https://www.bafin.de/SharedDocs/
Downloads/DE/BaFinJournal/2017/bj_1708.html, 14 March 18.

10 Section 64(4) Securities Trading Act (WpHG).
11 Section 32(1) of the KWG within the meaning of Section 1 (1a)(2)(3) KWG.
12 Section 63(6) WpHG, Section 302 KAGB and Section 23 KWG.
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Investment Act (VermAnlG). In particular, the prospectus obligation under the VermAnlG 
may become relevant for fintech business models such as, for instance, crowdfunding or P2P 
lending platforms. 

Fintech companies in Germany should therefore check whether marketing for their 
business might be captured by one of the comprehensive legal regimes for marketing. 

ii Cross-border issues

As a general rule, the German regulations apply to each service provider conducting its 
business in Germany. This means that the rules – particularly the licensing requirement – not 
only apply if the service provider has its registered office in Germany, but also if it actively 
targets the German market cross-border.13

Pure accessibility of the relevant services via the internet in Germany may be considered 
sufficient to assume that a service provider is actively targeting the German market. The 
regulations apply if the offeror of the relevant services intends the service to be used by 
German customers among users of different nationalities.14 If a service provider maintains 
its website in German, this is considered to be a strong indication of actively targeting the 
German market.

If, however, the provision of regulated services cross-border is concerned, the privilege 
to notify German regulators of existing licences from a home Member State within the 
European Economic Area (EEA) might offer an exception from this general rule, which 
may appear very strict at the first glance. The European ‘passport’ has been introduced for 
many regulated services such as, for instance, certain types of banking business, investment 
services as set out in Annex 1 of MiFID II and payment services. If a service provider has 
been licensed in its EEA-home Member State, the service provider may notify its competent 
supervisory authority of its intent to offer the regulated services also in Germany.15 Generally 
speaking, the service provider may commence the regulated business without a separate 
licence in Germany either on a cross-border basis or through a branch once the competent 
supervisory authority in the home Member State has informed BaFin, which subsequently 
has confirmed that the service provider may commence its business in Germany. In this 
scenario, the supervisory authority in the home Member State is generally responsible for 
the supervision of the service provider’s activities in Germany, subject to certain residual 
competences of BaFin and the German Federal Bank. 

Another possibility for fintech companies to access the German market without being 
subject to a licensing requirement is to cooperate with a licensed service provider, typically 
a bank. Such ventures are ‘white label structures’ where a regulated entity (fronting bank) 
effectively makes available its licence for the business activities of a third party. For this 

13 BaFin, Notes regarding the licensing for conducting cross-border banking business and/or providing 
cross-border financial services, April 2005, https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/
Merkblatt/mb_050401_grenzueberschreitend_en.html.

14 Cf. Federal Administrative Court (Bundesverwaltungsgericht), decision of 22 April 2009, Az. 8 C 2/09, 
juris margin: 41.

15 BaFin, Freedom to provide services and freedom of establishment of credit institutions in the European 
Economic Area, https://www.bafin.de/EN/Aufsicht/BankenFinanzdienstleister/Zulassung/EU-EWR-
Kreditinstitute/eu-ewr-kreditinstitute_node_en.html, 12 March 18.
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purpose the third party must subordinate its business to the bank’s management by granting 
instruction and control rights to the bank, which for regulatory purposes is responsible for 
the regulated services.

III DIGITAL IDENTITY

To date, there is no generally recognised digital identity available in Germany. However, it is 
possible to identify yourself electronically via the internet if the requirements of Regulation 
(EU) No. 910/2014 on electronic identification and trust services for electronic transactions 
in the internal market are met. Details relating to this have been provided for in the Act on 
Trust Services (VDG).

Regarding the onboarding process as required under the statutory anti-money 
laundering and counterterrorism rules, the Anti-Money Laundering Code (GwG), which 
was revised in 2017, confirmed the possibility of video identification ensuring onboarding 
without media discontinuity, which is often particularly important for fintech business 
models. The requirements for such video identification are, however, rather strict.16

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

Innovative funding solutions and business models related to payment services are typical areas 
in which fintech companies conduct business in Germany. Regulators have been struggling 
for some years to find a position on collective investment schemes balancing regulation to 
protect investors, in particular retail investors, and to allow innovative solutions that may also 
serve retail investors’ interests. Eventually German legislators concluded that the regulatory 
requirements applicable for already known investment business models shall generally 
(subject to limited privileges) also apply to collective investment schemes.  

i Peer-to-peer-lending

Whether and which regulatory rules apply for peer-to-peer-lending depends on the specific 
business model. 

Crowdfunding based on donations the investors make to support a special project 
(crowd-sponsoring) is generally not subject to financial regulation. If, however, the investor 
benefits financially from his or her investment, for example by participating in future 
profits of the project (crowd investing) or by being reimbursed with or without interest 
(crowdlending), special regulations apply.17 Such regulations may be distinguished as falling 
under supervisory law, consumer law and capital market law.

Supervisory law

Peer-to-peer lending in form of crowd investing or crowd lending may entail consequences 
under German financial supervisory law for the lender, the borrower and the platform.18 The 

16 BaFin, Circular 3/2017 (GW) - Video Identification Procedures, https://www.bafin.de/SharedDocs/
Veroeffentlichungen/EN/Rundschreiben/2017/rs_1703_gw_videoident_en.html.

17 Cf. BaFin, Crowdfunding, https://www.bafin.de/EN/Aufsicht/FinTech/Crowdfunding/crowdfunding_
artikel_en.html (12.3.18).

18 BaFin, Merkblatt zur Erlaubnispflicht von Kreditvermittlungsplattformen, https://www.bafin.de/
SharedDocs/Veroeffentlichungen/DE/Merkblatt/mb_070514_kreditvermittlungsplattform.html;jsessionid
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key concern relates to possible licensing requirements. In particular, the licensing requirement 
for lending business must be considered.19 A licence requirement is triggered if the lender acts 
commercially or in a manner that requires a commercially established business operation. It 
is sufficient if the lender intends to repeatedly engage in the lending business to make profits.  

The taking of deposits commercially or on a scale that requires a commercially 
established business operation is also subject to a licensing requirement.20 These requirements 
may become relevant for all involved parties, for example the platform if it keeps the funds 
extended by the lenders until the funds are transferred to a single or several borrowers. If the 
platform performs such function and transfers funds from the investors to the borrowers, 
the platform may also be subject to a licensing requirement under the ZAG for providing 
payment services. The licensing requirement under the KWG may become relevant for 
the investors who provide the funds extended to a single or various borrowers too. Even 
the borrowers may be subject to a licensing requirement for conducting the deposit taking 
business when they receive the funds from the platform or the investors. 

Given these regulatory restrictions, peer-to-peer-lending business models in Germany 
typically include a fronting bank that holds a licence for the lending and deposit-taking 
business. In these models, the fronting bank extends the loans to the borrowers, and the bank 
refinance the loans by selling the repayment claims arising under them to the platform for 
on-selling to investors or directly to investors who ultimately receive the repayment claim 
against the borrower. The various business transactions between the involved parties relating 
to the extension of a loan are interdependent by way of conditions precedent. Therefore, 
the bank is only obliged to extend the loan if investors have committed to provide sufficient 
funds for the purchase of the repayment claims arising under the loan. The platform, which is 
typically a fintech company, is acting in this model as a broker that brings together investors 
and borrowers. 

Such structure is usually not critical for the investors as they only acquire a 
repayment claim, which is as such not subject to a licensing requirement, provided that 
the acquisitions do not occur under a framework agreement. In the latter case, a licensing 
requirement for providing factoring business could be triggered.21 For the borrowers this 
model is not problematic either. One might consider whether they engage in deposit-taking 
business. However, it is generally recognised under German law that it does not constitute 
deposit-taking to borrow funds from a licensed bank. The fronting bank has in this model 
the necessary licences so the remaining question is whether the platform performs business 
activities subject to a licence requirement. The platform might conduct the factoring business 
if it acquires the repayment claims from the bank prior to selling them on to investors. 
Usually, however, the factoring business can be avoided by certain structural arrangements. 
In this case the regulated activities of the platform consist of brokering loans (between the 
bank and the borrowers) and investments (between the platform or the bank and investors 
as purchasers of the repayment claims). These are activities which can be structured to avoid 
regulation under the KWG and to ensure that ‘only’ the licence requirements under Sections 
34c and 34f GewO need to be met. BaFin considers the repayment claims brokered by the 
platform to be financial assets within the meaning of the VermAnlG and, therefore, financial 

=0510174E1578D35D6508C7AD5765DAF6.1_cid363?nn=7847010, 12 March 2018
19 Section 32(1) KWG in connection with Section 1(1)(2)(2) KWG.
20 Section 32(1) KWG in connection with Section 1(1)(2)(1) KWG.
21 Section 1(1a)(2)(9) KWG.
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instruments within the meaning of the KWG so that, in principle, the brokering activity 
could also be subject to a licensing requirement pursuant to Section 32(1) KWG which is, 
however, typically avoided by taking advantage of an exception.  

Consumer law

In Germany, as in the European Union generally, relatively strict consumer protection rules 
apply. This is also the case for consumer loans. Consequently, a direct contract between the 
lender and the borrower brokered by a peer-to-peer lending platform triggers far-reaching 
information obligations for the lender under Sections 491 et seq. BGB, provided that the 
lender acts commercially and the borrower is a consumer. Given the typical structure for 
peer-to-peer lending platforms in Germany, the fronting bank implemented in the structure 
must typically comply with these obligations. 

Further, given that peer-to-peer lending platforms typically offer their services online, 
the consumer protection rules on distance selling must be considered (Sections 312a et seq. 
BKG). These rules are based on EU law and should in general not differ in the EU Member 
States.

Capital market law

Generally speaking, the WpPG and the VermAnlG has to be considered if the regulatory 
framework for crowdfunding and crowdlending platforms is analysed under German law 
from a capital market point of view. 

The VermAnlG generally applies to profit participating loans, subordinated loans and 
all other investments that grant a claim to interest and repayment. If such investments are 
publicly offered, a prospectus or at least an information sheet concerning the investment 
must be published, unless certain exceptions apply. One of these is explicitly directed to 
internet platforms engaging in crowd-investment (Section 2a VermAnlG). Under this 
exception, the obligation to publish a prospectus does not apply to investments that are only 
brokered via the internet and do not exceed low thresholds ranging from €1,000 to €10,000 
per investment. Even if this exception applies, an information sheet must be published.

Should a crowdfunding platform issue or publicly offer securities within the meaning 
of the WpPG, a prospectus must, subject to certain limited exceptions, also be published. 
The WpPG obligations, however, have not yet gained material significance in the German 
fintech market, except for the very few fintech companies using securitisation to refinance. 
This might change in the future owing to the rise of ICOs.22

ii Payment services

The payment services sector was one of the first in the German financial industry where 
fintech companies became active and visible. This is one of the reasons for fragmentation 
of the payment services market, which has recently begun to consolidate. Nevertheless, the 
revised Payment Services Directive (EU) 2015/2366 (PSD II), which has been implemented 
into German law with effect from 13 January 2018 is expected to offer new business 
opportunities especially for nimble fintech companies. The reason for this expectation is that 
account information services and payment initiation services as new payment services have 
been introduced under the revised ZAG. The providers of such services now have a legal 

22 See in more detail at Section V.ii below.
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claim for access to payment accounts against the banks that maintain such payment accounts 
for their customers. This is perceived as a potential game changer because the traditional 
banks can no longer prevent their competitors from accessing the accounts of customers who 
consent to such access. 

This opportunity, however, comes with additional regulatory burden. Providing 
payment services is generally subject to a licence requirement, unless certain exceptions apply. 
The scope of this licence requirement has been expanded to comprise the providers of account 
information and payment initiation services even though these service providers do not 
acquire at any time possession of their customers’ funds. On account of this consideration, the 
regulatory requirements for a licence to provide payment initiation or account information 
services are less strict than for a licence to provide traditional payment services. 

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICO)

i Cryptocurrencies

Cryptocurrencies such as Bitcoin undoubtedly constitute a challenge for the German law 
from  regulatory, civil law and tax perspectives. This is because legislators have not yet enacted 
any special rules for the legal treatment of cryptocurrencies.  

In the absence of specific regulations dealing with cryptocurrencies, BaFin made a first 
step towards the regulation of cryptocurrencies through a broad interpretation of the term 
‘financial instrument’ within the meaning of the KWG. According to BaFin, cryptocurrencies 
such as Bitcoin qualify as ‘units of account’ within the meaning of Section 1 (11) No. 7 
alt. 2 KWG and therefore as financial instruments. This is an important determination, as 
this means that services related to cryptocurrencies that are provided commercially or on a 
commercial scale may be subject to a licensing requirement. 

For instance, buying and purchasing cryptocurrencies in the service provider’s own 
name for the account of others may constitute banking business in the form of principal 
brokering business.23 Further, brokering cryptocurrencies might constitute investment 
brokerage,24 whereas advising on the purchase or sale of cryptocurrencies might be considered 
investment advice.25 Also the operation of a platform on which cryptocurrencies can be 
traded may qualify as a multilateral trading platform within the meaning of Section 1(1a) (2)
(1b) KWG and might, therefore, be subject to a licensing requirement.26

However, neither the mining, nor the purchase or sale of cryptocurrencies in one’s own 
name and for one’s own account is subject to a licence requirement. Therefore, cryptocurrencies 
may generally be used as means of payment and generated by mining without any special 
permission.

From a civil law perspective, many questions have not yet definitively been answered. 
The uncertainty starts with the applicable jurisdiction and laws generally for a cryptocurrency. 

23 Section 1(1)(2)(4) KWG.
24 Section 1(1a)(2)(1) KWG.
25 Section 1(1a)(2)(1a) KWG.
26 Münzer, BaFin Journal from January 2014, p. 28 f., https://www.bafin.de/SharedDocs/Downloads/DE/

BaFinJournal/2014/bj_1401.html;jsessionid=7F1EB5E2362ED44685B5F3AB5B77FABD.1_cid390, 
13 March 2018.
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These questions become relevant if, for instance, cryptocurrency units are transferred or 
pledged. Further, it is still unclear which disclosure and information obligations apply in 
cryptocurrency transactions. 

Interestingly, the usually complex tax analysis has at least partly already be clarified for 
cryptocurrencies through a decision by the European Court of Justice (CJEU).27

According to the principles of this decision that were incorporated into German tax 
law,28 exchanging regular currencies into Bitcoin (or comparable cryptocurrencies) and vice 
versa shall be tax-free with respect to value added tax according to Section 4 no. 8b of the 
Turnover Tax Code (UStG). In addition, using Bitcoins or comparable cryptocurrencies as 
payment and the process of mining are tax-free.

Other transactions concerning cryptocurrencies may, however, be affected by tax law.
From an accounting perspective, cryptocurrency units like Bitcoins are transferable so 

that it appears necessary to account for them as assets on the balance sheet. 
If they qualify as assets that support the business for only a short period (current assets), 

they may have to be recorded as ‘other assets’ according to Section 266 (2) B II No. 4 of 
the Commercial Code (HGB).29 If the cryptocurrency units qualify as assets that support 
the business for a long period (fixed assets) they should be taken accounted for as acquired 
immaterial assets according to Section 266(2) A I No. 2 of the HGB.30

ii Initial coin offerings

Initial coin offerings (ICOs) are sales of virtual tokens to raise funds for a specific project 
typically described in more detail in a White Paper. Depending on the structure of the ICO, 
tokens may be bought with regular or virtual currencies and may grant specific rights such as 
participation rights and profit shares, or no right at all. While the discussions and structures 
of ICOs and tokens are still in flux, tokens that can be offered in an ICO may be categorised 
as follows:
a Cryptocurrency tokens are meant to pay for goods or services external to the platform 

or not only exclusively between the platform and its users but also between users.
b Utility tokens are supposed to convey some functional utility to token holders other 

than or in addition to payment for goods or services, in the form of access to a product 
or service. These tokens come with particular rights, such as a right of access to a future 
service, a right to redeem the token for another token or service or voting rights which 
often are designed to shape the functionality of the product.

c Security tokens are comparable to traditional securities set out in Article 4(1)(44) 
MiFID II such as conventional debt or equity instruments.31

27 Cf. European Court of Justice, decision of 22 October 2015, C-264/14, V, Hedqvist.
28 Ministry of Finance, http://www.bundesfinanzministerium.de/Content/DE/Downloads/BMF_Schreiben/

Steuerarten/Umsatzsteuer/Umsatzsteuer-Anwendungserlass/2018-02-27-umsatzsteuerliche-behandlung
-von-bitcoin-und-anderen-sog-virtuellen-waehrungen.pdf;jsessionid=41D281B5241D47C388EF2F220B4
3C946?__blob=publicationFile&v=1, 12 March 2018.

29 Kirsch / von Wieding, Bilanzierung von Bitcoin nach HGB, BB 2017, 2731, 2734.
30 Kirsch / von Wieding, Bilanzierung von Bitcoin nach HGB, BB 2017, 2731, 2734.
31 Blockchain Bundesverband, Finance Working Group, Statement on token regulation with a focus on token 

sales (undated), p. 3.
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This rough categorisation illustrates that tokens may differ significantly. Consequently, 
each ICO must be thoroughly analysed with respect to its regulatory and capital market 
requirements. BaFin determines the applicability of the applicable legislation including the 
KWG, the ZAG, the WpPG, the KAGB and the VermAnlG case by case, depending on the 
specific contractual arrangements. Where tokens resemble participation rights that might 
be classified as securities under the WpPG or capital investments under the VermAnlG, a 
prospectus for the marketing of the tokens may be required. Any professional service provided 
in connection with the trading of tokens – including an agreement to acquire, or the sale or 
purchase of tokens – when qualified as units of account, would, as a general rule, require 
licensing by BaFin.32

Even if an obligation to publish a prospectus does not exist, issuers of tokens should be 
aware that consumer protection laws might apply to the sale of tokens via internet. So, the 
underlying contract may qualify as a distance contract resulting in information obligations 
according to Section 312(i) of the BGB. Provided that the contract is considered as financial 
service, further information must be provided according to Section 312(d) of the BGB.33

iii Money laundering rules

Tokens and cryptocurrencies in general are perceived as highly susceptible to money 
laundering and terrorism financing. So far, however, special legislation has not been adopted 
in Germany to address such risks relating to ICOs and cryptocurrencies. 

Yet, this does not mean that the existing German anti-money laundering and 
counterterrorism rules do not apply to cryptocurrencies and ICOs. Owing to the broad 
interpretation of the term ‘financial instrument’, cryptocurrency and ICO service providers 
may be subject to a licence requirement under the KWG. In this case they must, in their 
capacity as institutions, adhere to the duties set out in the Anti-Money Laundering Act 
(GwG). This includes having to conduct adequate customer due diligence and, as appropriate, 
notifying the Financial Intelligence Unit of any suspect transactions. 

The more interesting question is whether also the issuer of tokens in an ICO may 
be subject to such obligations under the GwG. This may well be the case because such an 
issuer might be regarded as a person trading in goods within the meaning of Section 1 (9) 
GwG.34 For persons trading in goods, however, the full set of obligations under the GwG 
does not apply; instead, they need only– in the absence of a specific suspicion – identify their 
counterparty if they pay or receive a cash payment of at least €10,000 (Section 10(6) GwG).

To summarise, in Germany the statutory AML-rules may become relevant in the 
context of transactions with cryptocurrencies and ICOs, but there is some ambiguity. More 
clarity should, however, be achieved and stricter rules be introduced once the 5th EU-AML 
Directive has become effective and must be transposed into German law.35

32 See in more detail at Section V.i above.
33 Blockchain Bundesverband, Statement on token regulation with a focus on token sales, p. 16, https://

bundesblock.de/wp-content/uploads/2018/02/180209_Statement-Token-Regulation_blockchain- 
bundesverband.pdf, (13.3.18).

34 Blockchain Bundesverband, Statement on token regulation with a focus on token sales, p. 19,  
https://bundesblock.de/wp-content/uploads/2018/02/180209_Statement-Token-Regulation_ 
blockchain-bundesverband.pdf (13 March 18).

35 The European Parliament adopted the proposal for the fifth AML-Directive on 19 April 2018. The 
proposal includes an extension of the scope of the AML-Directive to virtual currency platforms, which shall 
have the same customer identification obligations as banks.
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VI OTHER NEW BUSINESS MODELS

Generally speaking, it seems difficult to identify totally new business models in the past one 
or two years. Instead, one can observe enhanced efforts to find specific uses for blockchain 
technology and for artificial intelligence. 

These efforts can be illustrated by the cooperation of Deutsche Bundesbank with 
Deutsche Börse aimed to develop solutions for a securities settlement system which facilitates 
the delivery of securities against virtual currency units on the basis of the distributed ledger 
technology.36

Participants in the capital markets in general appear to seek increasingly successful 
business models exploiting the potential of fintech. The first placings of promissory notes 
have been made by taking advantage of the blockchain technology and of highly digitalised 
platforms. 

Further, how artificial intelligence could support anti-money laundering compliance 
and the compliance function in general, which is sometimes called ‘digital compliance’, is 
also being investigated. In this regard, however, it seems too early to maintain that new 
business models have already evolved. 

Worth mentioning in the context of recent and successful fintech-related business 
models is the increasing digitalisation in the insurance sector. New service providers have 
evolved that primarily broker insurance via smart phones quickly and simply. Certainly, such 
brokers must also comply with the general information duties relating to the brokerage of 
insurance contracts.

Also successful, but not strictly new, are product comparison websites, which have 
become very popular with price-conscious consumers. The influence of such offerings on the 
market is governed by the general competition rules. These include that price comparison 
tests must be performed in a competent manner, seek to be objectively accurate and be 
neutral.37 Finally, the incorporation of so-called fintech banks is noteworthy in connection 
with new business models. These fintech banks hold a comprehensive licence to conduct 
banking business but still perceive themselves to be fintech companies. Their business model 
is based on digitalisation; and partly they offer white-label solutions, namely they may seek 
to cooperate with other fintech companies that need licensed banks for their business model.

These criteria also apply for online comparison websites.38

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

i Intellectual property

A business model as such cannot be protected by copyright law. Therefore, it is not uncommon 
for successful fintech business models to be copied and optimised. Computer programs, 
however, that are characterised by a minimum of individuality and originality are subject 
to copyright protection according to Section 2 of the Act on Copyright and Neighbouring 
Rights (UrhG).39

36 Deutsche Börse AG, Press Release (http://deutsche-boerse.com/dbg-de/presse/pressemitteilungen/
Gemeinsamer-Blockchain-Prototyp-von-Deutscher-Bundesbank-und-Deutscher-Boerse/2819828).

37 BGH, decision of 9 December.1975 - VI ZR 157/73, ‘Warentest II’.
38 Cf. Franz, Preisvergleichsportale aus wettbewerbsrechtlicher Sicht, WRP 2018, 20, 28.
39 Cf. Bullinger, Wandtke/Bullinger, Praxiskommentar zum Urheberrecht, edition 4, Section 2 rec. 24.
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Under German law copyright can be neither registered nor transferred, since the 
copyright itself emerges the moment the piece of work, such as the software, is created by 
its actual originator.40 The capacity of being the originator is strictly connected to a natural 
person and may therefore not be transferred.41 Obviously the lack of registration leads to 
various practical problems that often result in lawsuits. Nonetheless, a licence may be granted 
enabling the holder to make use of the piece of work in every or in particular matters (Section 
31 of the UrhG). Employees and their employers implicitly agree on a full licence by drafting 
the employment contract.42 Therefore, the employer is allowed to make use of the piece 
of work. Concerning computer programs, another rule applies (Section 69b of the UrhG), 
granting the employer even more rights. Unless agreed otherwise, the employee is owed no 
compensation.43

ii Data protection

Generally speaking, data protection is governed by the Law on Telemedia (TMG) and the 
Federal Act on Data Protection (BDSG). The latter, however, will in substance be replaced 
by the General Data Protection Regulation (GDPR). Nevertheless, most of the principles 
set out in the BDSG will also apply under the GDPR. Both pieces of legislation intend to 
prevent the collection and use of data related to individuals unless it is duly necessary to do 
so (Section 12(1) of the TMG, Section 1 of the BDSG). Data are considered to be related 
to individuals if the responsible body has the legal means that enable it to identify the data 
subject.44

Collection and processing of data related to individuals is only permitted if it is explicitly 
allowed by law or if the data subject consents (Section 12(1) TMG; Section 4(1) BDSG). 
Sections 14 and 15 of the TMG contain such allowances, if data are necessary to design a 
contract concerning the use of telemedia, to grant the user access to services or to charge 
those services properly. Furthermore, the user can declare his or her consent electronically 
(Section 12(2) of the TMG). Additionally, the user must be informed about nature, extent 
and purpose of data collection.

Digital profiling has to comply with the general principles stated above. The BDSG 
does not regulate digital profiling as such but focuses on some of its typical forms: firstly, the 
process of scoring must comply with Section 28(b) of the BDSG; secondly, a decision that 
has legal effects on the data subject or influences it in another manner to a certain extent, 
must not be taken fully automatically but must involve a natural person (Section 6(a) of the 
BDSG). Article 22 GDPR establishes a similar rule. 

VIII YEAR IN REVIEW

Considering the developments in the fintech sector within the past 12 to 18 months, the 
following trends appear worth emphasising. 

40 Cf. Bullinger, Wandtke/Bullinger, Praxiskommentar zum Urheberrecht, edition 4, Section 7 rec. 3.
41 Cf. Benkard, Patentgesetz, edition 11, Section 15 rec. 5.
42 Cf. Wandtke, Wandtke/Bullinger, Praxiskommentar zum Urheberrecht edition 4, Section 43 rec. 50.
43 Cf. Rother, Rechte des Arbeitgebers/Dienstherrn am geistigen Eigentum, GRUR Int. 2004, 235, 237.
44 CJEU, decision of 19 October 2016 – C-582/14.
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ICOs and cryptocurrencies have evolved most notably. For the time being, there is a 
lack of specific regulation which might be one of the explanations why risks such as high 
volatility, fraudulent business models and a lack of adequate customer information often 
accompany investments in ICOs and cryptocurrencies. 

Robo-advisers have refined their business models and conduct their business – also due 
to a tighter regulatory approach – as portfolio manager instead of as investment adviser or 
broker. 

Even though the payment services sector has reached a stage of consolidation, the 
implementation of PSD II has entailed new business opportunities for nimble fintech 
companies. 

Even though the application of distributed ledger technology in specific use cases is still 
a challenge, the market participants have deployed significant efforts to identify and realise 
business models. Beyond ICO and cryptocurrency, capital markets have become one of areas 
where blockchain technology might be effectively introduced. 

Finally, traditional financial institutions such as banks or insurers no longer necessarily  
regard fintech companies as unwanted competitors, but increasingly they view them as 
partners in developing new or improving existing business models. 

IX OUTLOOK AND CONCLUSIONS

Given the numerous initiatives at an international- and EU level dealing with the regulatory 
challenges of fintech, specific regulation has to be expected. With regard to cryptocurrencies 
and ICOs this is likely to result in tighter statutory requirements. With respect to other 
fintech business models the legislators seem to recognise that innovative solutions require a 
certain degree of flexibility. Whether this will lead to the introduction of an option for EU 
Member States to elect a ‘sandbox model’ remains to be seen. The regulatory authorities in 
Germany would not welcome such an option. Further, there are some indications (e.g., the 
harsh sanctions regime) that the GDPR might turn out to be an obstacle for future prosperity 
of the fintech sector. It also appears that new developments can be expected in the area of 
artificial intelligence.
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Chapter 6

ITALY

Alessandro Engst and Valerio Lemma1

I OVERVIEW 

Fintech is considered by the Italian regulators as an acronym standing for the technological 
development of finance and referring to the use of high-tech information equipment to 
deliver financial solutions. More specifically, in Italy, policymakers are seeking to bring 
innovative solutions offering financial services within the scope of supervision. Therefore, 
Italian supervising authorities are analysing the innovations brought by fintech, considering 
them as a wide range of activities (from data management to teleconnection systems, to 
digital applications and other software) useful (or rather usable) by any bank or financial 
intermediary (such as crowdfunding and peer-to-peer lending, digital payment services and 
Bitcoin).

Though the pivotal moment that gave rise to fintech was the end of the last financial 
crisis, Italy has only recently addressed this topic. In the past few months, the supervising 
authority has started hypothesising certain incentives to promote a change in the business 
model of banks, aimed at overcoming the difficulties as a result of the credit crunch. Although 
the interaction between finance and technology has a long history (for instance, ATMs started 
emerging in the late 1960s), it is only nowadays that Italian authorities are focusing on the 
wired society of ‘digital natives’ that started taking advantage of the network generated by the 
development of a global financial network that crosses the planet. 

Therefore, looking at fintech, these authorities exploited the existence of a network 
of legal relations made in the e-space of the digital financial services that improved the 
efficiency of the circulation of capital and the emergence of new entrants (such as start-ups). 
The same is true for fintech opportunities, which are increasingly widespread in various 
aspects of financial services. The Italian regulator is starting to look at those opportunities and 
whether it is sufficient, for instance, to consider them as new forms of financial services such 
as the lending-based crowdfunding, robo-advice or distributed ledger technology (DLT).2 
Furthermore, they are now aware that fintech is significantly expanding to the insurance 
sector (insurtech) and to wealth management services (including work pensions). This has 
led (and is still leading) to the understanding of the level of fragmentation and heterogeneity 
characterising the services of fintech, not only because of the diversity of national legislations, 
but also due to the emergence of new actors.

1 Alessandro Engst is a partner and Valerio Lemma is a senior associate at Eversheds Sutherland.
2 See F. Panetta, Vice Direttore Generale della Banca d’Italia, hearing before the VI/6th Commission 

(Finance) of the Italian Deputees’ Chamber dated 29 November 2017, ‘Indagine conoscitiva sulle 
tematiche relative all’impatto della tecnologia finanziaria sul settore finanziario, creditizio e assicurativo’, 
pp. 3-4.
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In Italy, fintech is still in its infancy. However, there is a significant number of projects 
that have been launched or are about to be launched this year. Non-banking intermediaries 
have focused their attention on the same needs, demands and issues of banks; however, their 
involvement in investment projects is still limited from a quantitative point of view, focusing 
mainly on payment services, ‘transversal’ technologies and crowdfunding. In this context, we 
shall highlight that, from a general perspective, the approach of the supervising authorities to 
fintech initiatives is looking for a solution to the lack of a uniform and overall-comprehensive 
legal framework, in order to face uncertainty.

II REGULATION

From a regulatory perspective, it is essential to outline that, notwithstanding efforts at a 
supranational level (i.e., the recent European Commission’s Action Plan on Fintech, dated 
8 March 2018),3 no uniform legal framework has been established yet neither in the European 
Union nor in Italy. Furthermore, we expect to observe further difficulties in regulating 
fintech at an overall level, given the diversity and fragmentation of the legislative corpus 
on the financial services. No special fintech licences have been required for banks, financial 
intermediaries or insurance companies, nor special conditions needed to use high-tech 
mechanisms in the financial industry.

In March 2018, Consob started a special initiative aimed at promoting applied research 
into fintech in order to regulate this phenomenon and understand more about the aspects 
that could influence the financial system.4 Consob began this as a result of the need to 
understand the size and depth of the changes promoted by the application of technology to 
business models and applied to run the regulated activities. This follows another initiative of 
Consob, published in December 2017, which reconnoitred the application of fintech within 
the scope of its supervision.

In practice, it is not easy to understand whether and how the legal framework applying 
to financial services will influence fintech services.5 The Italian legal framework is specifically 
addressed to regulate the main features of any service, and it focuses on the ‘traditional’ or 
‘classical’ issues due to the need for protection of the clients (be they consumers or savers). The 
legislation lacks flexibility and therefore Italian supervisors are having difficulty expanding its 
scope.6 Therefore, as usual, the legislator will follow this innovation, to avoid any negative 
externality from the increasing use of high-technology mechanisms. 

In light of the above, the current Italian legislator’s approach to fintech seems to be 
driven by the intention to adapt and harmonise the already-existing rules applying to the 
‘traditional’ financial and banking services, with a view to integrating the new technologies 
available with the pre-existing information systems (known as the legacy systems). This 
objective is being carried out mainly through consultations and coordination between 

3 See European Commission’s Action Plan on how to harness the opportunities presented by 
technology-enabled innovation in financial services (fintech), 8 March 2018. 

4 See VV. AA., ‘Lo Sviluppo del FinTech’, March 2018, No. 1, passim.
5 See Panetta supra note No. 2, pp. 6-7.
6 A typical example of the ‘inadequacy’ in regulating the new financial services is the lending-based 

crowdfunding, which lacks a legal framework both in Italy and in the European Union, despite the general 
acknowledgement on how this financial service is offered and operates.
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national and supranational authorities. According to the Bank of Italy, ad hoc legislation for 
fintech would be counterproductive in efficiency terms since innovative start-ups differ in 
their activities and the way they are carried out.

The idea driving Italy’s approach to fintech can be easily detected by analysing the 
specific financial markets sector. For example, in 2016 the Bank of Italy launched a roundtable 
on blockchain technology.7

On 29 November 2017, the Bank of Italy launched a website for fintech, thereby 
establishing an innovation hub for enterprises and actors in the financial services,8 under the 
auspices of the European Security Markets Authority (ESMA).9 The main purpose of the 
fintech channel is to bolster the innovation processes from a legal perspective by involving 
recipients in a productive dialogue with the national authority, which is considered essential 
to the gradual development and innovation of the legal framework.10 Within the fintech 
channel, moreover, a sub-section will include in-depth studies and the major regulatory 
innovations, both at the national and European level. The overall purpose of the fintech 
channel is to establish a flourishing landscape for innovative start-ups and, ultimately, to 
attract innovative start-ups seeking to establish their activities within the Italian boundaries.

By virtue of these objectives, the Bank of Italy is about to publish FAQs on access to the 
market. This soft-law instrument will facilitate financial operators’ access to the authorisation 
procedure before the national authority.

We shall consider also that, more recently, on 13 March 2018 the Ministry of Economy 
and Finances (MEF) established a Coordination Committee11 with the purpose of favouring 
the introduction of innovative services and models in the financial and insurance sectors. This 
Committee is the result of a memorandum of understanding between the MEF and the Bank 
of Italy, as well as other national authorities and entities.12 The Committee will constitute a 
venue for the participants that will enable the exchange of ideas, considerations and proposals 
with a view to contributing to the gradual development of fintech in Italy. Furthermore, the 
Committee will monitor the evolution of fintech among the authorities, in order to develop 
general principles and propose amendments to the legal framework. The Committee will 
also exchange information with the relevant actors at the European level, as well as national 
authorities of the EU’s Member States.

7 https://www.bancaditalia.it/pubblicazioni/altri-atti-convegni/2016-tecnologia-blockchain/index.html.
8 https://www.bancaditalia.it/compiti/sispaga-mercati/fintech/index.html. 
9 See ESMA’s Response to the Commission Consultation Paper on fintech. A more competitive and 

innovative financial sector, 2017 https://www.esma.europa.eu/press-news/esma-news/esma- 
responds-commission-consultation-fintech. 

10 More specifically, a dialogue between the national authorities and enterprises will likely support the former 
in understanding and detecting the market needs; whereas, with respect to the latter, such dialogue will 
provide the actors of the financial market in acquiring sure and reliable information, with the consequence 
of protecting consumers and providing them with sufficient information. See Panetta, supra note No. 2,  
p. 9.

11 www.mef.gov.it/inevidenza/article_0347.html.
12 The Memorandum has been signed by the Bank of Italy, the Ministry of Economy and Finance, the Italian 

Securities and Exchange Commission (CONSOB), the Antitrust authority (AGCM), the Italian Insurance 
Supervision Authority (IVASS), the Authority for the protection of personal data, the Digital Agency for 
Italy and the Italian Revenue Agency). The Committee is composed of one member representing each 
authority.
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In this context, all activities shall comply with standard regulation, considering the 
application of a high level of technology as a mere characteristic of the business model used for 
performing such activity. Thus, automated digital advice or asset management shall comply 
with the current Italian implementing regulation of MiFID II and UCITS/AIFMD (where 
applicable). The same is true for credit (which shall be within the scope of implementing the 
rules of the CRD IV/CRR) and for the marketing of financial activities provided through 
high tech. This means that any cross-border activities could rely on the passporting provision 
(for the exercise of the freedom of providing services and the right to establish) set by EU 
directives for the underlying activity.

III DIGITAL IDENTITY AND ONBOARDING

According to the general approach of the Italian regulator to the technological evolution of the 
business model, even the regulation of digital identity is not advanced. However, the public 
digital identity system (SPID) implemented by the Italian government is the first solution 
for accessing all the public administration’s online services with a single digital identity that 
can be used on computers, tablets and smartphones.13 The SPID system, in short, will lead 
to reductions in time and costs and, more broadly, will strengthen the relationship between 
the user and the PA.

There is no specific provision relying on digital identity in banking and financial 
regulation. Indeed, the onboarding of client has been regulated as a face-to-face procedure 
(i.e., requiring a physical presence). Having said that, we should take into account certain 
considerations on digital identity published by the Bank of Italy with respect to money 
laundering,14 based on the use of the client’s IBAN and on a previous in-person identification 
made by another intermediary.

With regard to the provisions concerning the distance provision of financial services, 
the Italian regulatory framework is still implementing Directive 2002/65/EC, and so it 
is addressed to the safeguarding of the interest of consumers to have access to the widest 
possible range of opportunities available in the EU internal market, so that they can choose 
those that are best suited to their needs. Thus, fully digitalised onboarding of clients shall not 
only comply with anti-money laundering provisions, but also with the need for protection of 
the consumers set by the current rules implementing the Directive.

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

As anticipated previously, in 2016 the Bank of Italy organised a conference on the impact of 
blockchain technology to financial markets,15 allowing in-depth analysis on the peculiarities of 
this technology and the perspectives for financial institutions. Italian supervising authorities 
have taken into account the impact of the use of blockchain as the core of the mechanism 
used to issue virtual currencies (i.e., cryptocurrencies), such as Bitcoins.16

13 https://www.spid.gov.it/.
14 https://www.bancaditalia.it/compiti/vigilanza/normativa/archivio-norme/riciclaggio-terrorismo/faq/index.

html#faq8761-23.
15 https://www.bancaditalia.it/pubblicazioni/altri-atti-convegni/2016-tecnologia-blockchain/index.html. 
16 A definition of ‘virtual currencies’ is provided in article 1, comma 2, lett. qq) of Legislative Decree of 

21 November 2007, No. 231 (as amended by Legislative Decree 25 May 2017, No. 90), as ‘the digital 
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In this context, we shall consider that, on the one hand, monetary sovereignty has been 
placed at EU supranational level (under the economic and monetary union) and, on the 
other, the regulation of electronic money has been harmonised by Directive 2009/110/CE. 
This explains why the Italian regulator did not provide any specific regulation on blockchain 
technology. 

That said, the Bank of Italy provided a specific direction on this topic, considering 
lawful the purchase, use and acceptance of virtual currency for payment services.17 However, 
the Bank of Italy included a caveat on the way such virtual currencies should be used, since 
they could potentially result in a breach of national provisions (having criminal relevance) 
such as Articles 130, 131, 131 ter of the Italian Consolidated Banking Act,18 as well as Article 
166 of the Italian Consolidated Finance Act.19 Moreover, absent an EU legal framework in 
this respect, several risks are associated with the use of virtual currencies, such as the lack 
of any control and supervision (not only from the Bank of Italy, but from any supervisory 
authority), a risk of the loss of the sums, the absence of any contractual protection or 
guarantee. Other risks associated with the absence of a national legal framework are linked 
to the uncertainty of the taxation addressees, as well as the possibility that virtual currencies 
might be used for illicit activities such as money laundering or the financing of terrorism. 
More recently, the Bank of Italy issued a communication20 declaring its adherence to the 
European Supervisory Authorities (ESAs) warning on virtual currencies.21 

As regards the necessity and feasibility of a national legal framework regulating 
blockchain technology and virtual currencies, some have argued that a legal framework 
with supranational authority may best suit the needs and demands of both the financial 
actors and the consumers:22 in this respect, the initiatives of the European Parliament and 

representation of value, not issued by a central bank or a public authority and not necessarily linked to a 
value having a legal tender, that is used as a means of exchange for the purchase of goods and services and 
that is transferred, stored and traded through electronic devices’. The same definition has been provided by 
the Bank of Italy in its Communication of 30 January 2015: https://www.bancaditalia.it/pubblicazioni/
bollettino-vigilanza/2015-01/20150130_II15.pdf. 

17 See Bank of Italy, 30 January 2015: www.bancaditalia.it/compiti/vigilanza/avvisi-pub/avvertenza-valute-
virtuali/AVVERTENZA_VALUTE_VIRTUALI.pdf. 

18 See Legislative Decree No. 385/1993. More in detail, such articles punish respectively: the abusive activity 
of collection of savings (article 130); the abusive banking activity (article 131); the abusive activity of 
rendering payment services.

19 See Legislative Decree No. 58/1998. More in detail its article 166 punishes the abusive activity of rendering 
investment services.

20 See Bank of Italy, ‘Avvertenza per i consumatori sui rischi delle valute virtuali da parte delle 
Autorità europee’, 19 March 2018: http://www.bancaditalia.it/compiti/vigilanza/avvisi-pub/
avvertenza-valute-virtuali-2018/avvertenze-valute-virtuali-2018.pdf.

21 See Joint ESAs warning on virtual currencies (12 February 2018): https://www.esma.europa.eu/press-news/
esma-news/esas-warn-consumers-risks-in-buying-virtual-currencies. 

22 See ‘fintech – Introduzione ai profili giuridici di un mercato unico tecnologico dei servizi finanziari’, edited 
by M.-T. Paracampo, 2017 G. Giappichelli Editore – Torino, pp. 227-228. 
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the Commission are welcomed.23 We expect that the Italian regulatory framework will be 
implemented following the results of the cooperation between the Commission and the ESAs 
aimed at regulating cryptocurrencies.24

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICO)

Evidence shows how fintech influences collective investment schemes, both under the UCITS 
Directive and AIFMD regulatory framework. Undertakings, in fact, are both investing in 
fintech undertakings and using online platforms to invest. According to the aforementioned 
approach, Italy was one of the first Member States to consider several phenomena as special 
forms of financial activity that require ad hoc, specific and organic regulation. 

Unlike other European countries (where the phenomenon of crowdfunding has not yet 
been regulated), the ‘seeds’ of regulation can be traced back to 2012 with Decree Law No. 
179/2012; moreover, in June 2013, the Regulation on Equity Crowdfunding was issued by 
the Consob25 and in January 2018 the Regulation’s most recent amendment harmonised the 
provisions on the management of online platforms.

In the view of Consob, equity crowdfunding is perceived as a useful tool for fostering the 
establishment and development of innovative start-ups: therefore, the relevant regulation aims 
to set down rules and operative procedures that contribute to the expansion of capabilities and 
the potential of internet.26 The main feature of this approach is the establishment of portals 
that (under the approval and supervision of the national authority) contain information on 
investments offered by start-ups, thereby facilitating the crowdfunding activity in a safe and 
conscious environment for investors.

With regard to lending-based crowdfunding, the Italian approach has gradually shifted 
from an exclusionary approach27 towards a slow but gradual recognition of the lawfulness 
of such financial activity, allowing e-platforms to operate both as payment institutions and 
non-banking intermediaries.28 

Another recent innovation in the financial market is the invoice trading service. From 
2013 to the present day, new companies have been established to provide this service, and 
Italy is expected to carry out a comprehensive legislative and fiscal reform that will formally 
recognise such actors, while at the same time removing the disadvantages such actors face and 
guaranteeing sufficient transparency. 

23 On 1 February 2018 the Commission has launched an Observatory and forum: https://ec.europa.eu/
digital-single-market/en/news/european-commission-launches-eu-blockchain-observatory-and-forum.

24 On 26 February 2018 the Vice-President of the European Parliament hosted a roundtable on 
cryptocurrencies.

25 www.consob.it/documents/46180/46181/reg_consob_2013_18592_in_vig_2018.
pdf/37067552-9179-489a-b18c-05fc30545d7e. 

26 CONSOB has also a web page with all the relevant information on crowdfunding, available at this link: 
www.consob.it/web/investor-education/crowdfunding#c2. 

27 In 2009 Bank of Italy expelled the social lending platform Zopa Italia finding a violation of articles 11 and 
130 of the Consolidated Banking Act.

28 See E. Macchiavello, ‘La problematica regolazione del lending-based crowdfunding in Italia’ in Banca Borsa 
Titoli di credito, fasc. 1, 2018, raises concerns on the difficulties facing the regulation of this financial 
service. In this dissertation, the Author welcomes an ad hoc discipline for lending-based crowdfunding.
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With respect to the payment services, it is important to remember the enforcement of 
the new Payment Service Directive (PSD2).29 Italian implementing rules pave a stable path 
towards further innovation by regulating the activity of third-party providers (TPPs).30 These 
should be considered as fintech firms that (after authorisation and under the supervision of the 
national authority) offer payment initiation and account information services by exploiting 
the new business opportunities provided by technological innovation.31 Although it is still 
too early to determine whether those rules have efficiently managed the new challenges 
of fintech in the industry of payments, it is noteworthy that the Directive has introduced 
stringent obligations and requirements for the protection of consumers.

VI OTHER NEW BUSINESS MODELS

In the Italian banking industry, fintech is boosting ‘pure digital’ banks. Certain scholars 
consider Fineco Bank and Widiba (the online bank of the MPS group) as forerunners. Pure 
digital banks are intermediaries that lack a physical presence, thus enabling a significant 
reduction of management costs. Despite the modernisation process that is being carried 
out, however, the Italian banking system is still tied to the traditional concept that banks 
need physical branches spread throughout the territory. In any case, in order to face the 
aforesaid challenges, traditional banks are gradually reconsidering their business models with 
a movement towards digitalisation. 

With respect to the rise of a new business model for the circulation of capital, we 
shall consider social-lending crowdfunding as a significant innovation for the Italian 
market. It was introduced by the regulation of ‘peer-to-peer lending’, which is a peculiar 
form of crowdfunding that permits money lending between stakeholders sharing similar 
characteristics. This exchange between lenders and borrowers is made on an e-platform, 
thereby reducing the costs associated with the traditional financial intermediation of banks. 
Moreover, the force driving social lending is the higher remuneration deriving from the 
lending activity. Hence, these features, together with the capacity of peer-to-peer lending 
to adapt to different legal systems, have made this form of service particularly attractive to 
investors and financial actors.

From a regulatory perspective, peer-to-peer lending is still under the scrutiny of the 
European Commission, the European Parliament and other EU authorities (EBA and ESMA), 
although France and the United Kingdom have already adopted some legislative measures. 
In Italy, the collection of savings is still managed by the traditional financial intermediaries, 
and pursuant to Article 106 of the Consolidated Banking Act, such intermediaries require an 
ad hoc authorisation issued by the Bank of Italy that is necessary for registration. However, 
the new provisions issued by the Bank of Italy (applicable from 1 January 2017) on the 
collection of savings by non-banking intermediaries now provide an ad hoc section for social 

29 In Italy, the Directive has been enforced by Legislative Decree No. 218/2017.
30 Typical TPPs are PISPs (Payment Initiation Service Providers) and AISPs (Account Information Service 

Providers).
31 See I. Visco (Governor of the Bank of Italy), Welcome address at the European Central Bank (ECB) and 

Banca d’Italia joint conference on ‘Digital transformation of the retail payment ecosystem’, pp. 3-4.
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lending,32 setting the foundation for formal recognition of this financial activity. Therefore, 
although operators cannot ‘freely’ collect savings from the public, they can receive funds and 
subsequently transfer them to payment accounts for payment service purposes.33

Concluding on this point, we shall assess the risk associated with the use of technology in 
financial services, as well as the threat of cyberattacks. In this respect, no specific cybersecurity 
legislation is in force for financial institutions. However, in its Strategic Plan 2017–201934 
the Bank of Italy included initiatives to improve the security and business continuity of 
the Italian financial sector by implementing a cyber-resilience strategy for Italy’s financial 
market infrastructure. In line with the aforementioned Strategic Plan, the Bank of Italy and 
the Italian Banking Association have sponsored the establishment of the Italian Financial 
Cybersecurity unit (CERTFin), which coordinates information sharing and cyber-threat 
intelligence among the participating financial companies, allowing them to share critical 
information and enhance the awareness of cyber risk beyond what would be possible within 
the confines of their own organisations. From a broader European perspective, the Italian 
Council of Ministers has been delegated to adopt a legislative decree transposing Directive 
(EU) 2016/1148 concerning measures for a high common level of security of network and 
information systems across the European Union.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

A crucial consideration that comes into play when fintech is discussed is the capacity of 
financial institutions to develop technologies to acquire clients’ information and, ultimately, 
to use such information to ameliorate the quality of the services they provide. Obviously, the 
use of high-tech tools helps intermediaries in the collection and processing of an enormous 
amount of information (known as ‘big data’). Therefore, the relationship between fintech and 
data protection is essential. Technology has shaped the relationship between the intermediaries 
and their clients, gradually determining the loss of loyalty. And this is particularly true with 
respect to the ‘new’ actors of the financial market (i.e., start-ups), which already use such 
technologies to collect big data.35

The use of technologies in the context of financial markets is likely to satisfy several 
aspects of the regulated activities, such as a more precise customer profiling, a more satisfying 
offering of financial instruments and, in general, proper financial advice for the single client’s 
necessities. 

The European legislator has already paved the way in this respect, as the new Directive 
2014/65/EU (MiFID 2) has introduced mandatory, specific obligations aimed at aligning 
the use of big data with customers’ need for safe and adequate investments. However, data 
collection must comply with the new provisions set out in the new EU Regulation on Data 

32 https://www.bancaditalia.it/compiti/vigilanza/normativa/archivio-norme/disposizioni/raccolta-risparmio- 
soggetti-diversi/disposizioni.pdf. Section IX of such text has ‘mere acknowledgement purposes’, according 
to the Bank of Italy Report on this document. 

33 In other words, intermediaries can exercise social lending activity provided that they are authorised as 
payment institutions or electronic money institutions pursuant to Article 114 novies, comma 4, of the 
Consolidated Banking Act.

34 https://www.bancaditalia.it/chi-siamo/organizzazione/Piano_Strategico_2017_2019.pdf. 
35 A definition of ‘Big Data’ is provided by the European Commission in its ‘Communication on Data 

Economy’, available at this link: https://ec.europa.eu/digital-single-market/en/news/communication- 
data-driven-economy. 
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Protection (Regulation (EU) 2016/679 – GDPR), which shall apply from 25 May 2018. 
In the domestic legal framework, the Italian regulation has enforced such information 
obligations, and in May all operators shall comply with the new regime.

VIII YEAR IN REVIEW

In May 2017, the Bank of Italy launched a survey on the innovative technologies applying 
to financial services. The results, which were published at the beginning of this year,36 have 
shown an overall interest in fintech by the actors of the financial market; however, very small 
amounts of financial resources have been allocated for such investments.37 As a consequence, 
only a limited number of enterprises exploit potential synergies with fintech companies.

The main sectors in which investments have been carried out are technologies for 
facilitating the conclusion of cross-border contracts and operations; supporting technologies; 
payment services; robo-advisers; crowdfunding; Bitcoin; DLT and smart contracts, primarily 
with a view to gradual dematerialisation and alignment of their internal regulatory framework 
with the rules and principles as defined both at the national and supranational level. Such 
investments, however, have been carried out mainly within the national boundaries.

The report has shown that, from a general perspective, Italian financial institutions have 
opted for a wait-and-see approach. Furthermore, the report highlights the ‘digital divide’ 
between banks and other intermediaries, as the former have proved to be more sensitive (or 
at least more responsive) to the challenges brought by fintech.

Moreover, on 8 March 2018, the European Commission launched an Action Plan on 
fintech, aiming, inter alia, to supporting innovative business models, encouraging the uptake 
of new technologies in the financial sector and increasing cybersecurity in and the integrity 
of the financial market.38 This Action Plan sets out clear and concrete steps to make the 
most of rapid advances in technology and an expert group will be established to support the 
Commission in this plan. The Action Plan is divided into three sections and aims to:
a enable innovative business models to scale up through clear and consistent licensing 

requirements (i.e., facilitate the emergence of innovative business models through 
innovation facilitators)39 (especially for businesses pursuing crowdfunding activities,40 
for which a proposal for a regulation has been drafted).41 This objective may be pursued 
in a new area of competition ruled by common standards and interoperable solutions;

b support the uptake of technological innovations in the financial sector. The Commission 
highlights the obstacles encountered in this field (citing issues related to blockchain and 
the qualification issue of smart contracts); and

c enhance the security and integrity of the financial sector. In this respect, the Commission 
is about to establish a workshop with the purpose of strengthening cooperation on 
cybersecurity.

36 www.bancaditalia.it/compiti/vigilanza/analisi-sistema/stat-banche-intermediari/fintech_in_Italia_2017.pdf. 
37 The results show that only €135 million has been allocated for the financing of fintech. Moreover, in the 

Ernst & Young ‘EY fintech Adoption Index 2017’, the Italian market is not even mentioned.
38 Back in 2016, the Commission set up an internal task force on financial technology to address potential 

opportunities and challenges posed by fintech.
39 Such as innovation hubs and regulatory sandboxes.
40 These are the European crowdfunding service providers (ECSP).
41 See the Proposal for a Regulation of the European Parliament and of the Council on European 

Crowdfunding Service Providers (ECSP) for Business – 2018/0048 (COD).
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IX OUTLOOK AND CONCLUSIONS 

European and Italian regulators are going to monitor the development of fintech, collecting 
data and information to gain a deeper knowledge of the industry and its potential risks. This 
activity is the basis for regulating and harmonising the EU internal market with regard both 
to the safeguarding of European citizens and the functioning of the circulation of capitals. 

The importance of this activity has been confirmed both by the recent European 
Commission’s Action Plan on fintech (dated 8 March 2018), and the last available ECB 
Economic bulletin (dated 22 March 2018), which analysed the innovative forms of finance 
and banking. 

In recent years, the ECB, the Bank of Italy and Consob have clearly illustrated the 
importance of monitoring innovations. In this context, we expect the development of new 
rules aiming to regulate a system in which firms can negotiate interest rates lower than 
those used by commercial banks (because of the reduction of operating costs due to high 
technology). The above confirms that further investigation of the fintech industry will clarify 
the path that EU and Italian regulators shall follow to standardise this system and to provide 
a minimum level of safety.
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Chapter 7

JAPAN

Atsushi Okada, Takane Hori and Takahiro Iijima1

I OVERVIEW

The Japanese government has embarked on a string of legislative amendments and other 
measures aimed at enabling fintech to contribute to the development of Japan’s economic and 
financial environment, with the expectation that promoting innovation will lead to improved 
convenience for users and strong growth for companies.

Fintech companies, including start-ups, are also actively engaged in initiatives such 
as making policy recommendations and setting up self-regulation by forming industry 
associations and pursuing dialogue with existing financial institutions and the government. In 
fact, recent legislation in response to fintech (such as amendments to the Banking Act) shows 
government policy aims to promote the development of fintech, with minimal regulations for 
consumer protection, while the allocation of responsibilities between start-ups and financial 
institutions is left as a matter to be governed by private contracts or industry standards.

On the other hand, early 2018 revealed the fragility of virtual currency businesses where 
operators’ management systems have not adequately caught up with rapid business growth, 
so the government has been forced to resort to stronger regulations. Specific examples include 
the Financial Services Agency’s (FSA) re-inspection of the operations of virtual currency 
exchange operators, and progression towards revising the regulatory framework to meet the 
upsurge of initial coin offerings (ICOs).

As a general reference resources about fintech in Japan, the Fintech Association of Japan 
(an industry association composed of fintech companies, financial institutions and other 
related parties) provides a broad introduction to Japanese fintech companies on its English 
website.2

II REGULATION

i Licensing and marketing

Regulatory overview

Like other jurisdictions, the legal framework of financial regulations in Japan is fragmented. 
Specifically, there are (1) for the products and services layer, licences for designing and 
providing the products and services, such as banking, insurance, settlement, and remittance, 

1 Atsushi Okada and Takane Hori are partners and Takahiro Iijima is an associate at Mori Hamada & 
Matsumoto.

2 http://fintechjapan-support.com/nikkei_en/.
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and (2) for the sales and marketing layer, licences for selling and marketing the corresponding 
products and services, and (3) for the infrastructure layer, regulations such as on money 
laundering regulations and personal information protection.

Banking Settlement Remittance Exchange Lending Investment Insurance

Products/ 
services layer

Banking 
services

Prepaid 
payment 
instruments; 
credit; credit- 
purchasing
intermediaries

Fund 
transfer 
services

Virtual 
currency 
exchanges

Moneylending 
businesses

Type I/II 
financial 
instruments 
businesses; 
investment 
management 
services;

Insurance 
businesses

Sales/ 
marketing 
layer

Bank agency 
services; 
electronic 
settlement 
agency services

Virtual 
currency 
exchanges

Moneylending 
businesses

Financial 
instruments 
brokerages

Insurance 
agents or 
brokers

Infrastructure 
layer

Money laundering regulations and personal information protection regulations

In principle, the FSA grants and supervises licences for fintech enterprises (e.g., crowdfunding 
operators, virtual currency exchange operators, and electronic settlement agents) in addition to 
traditional financial institutions (e.g., banks, insurance companies and financial instruments 
business operators).

However, for credit card issuers (instalment sales), acquirers and payment service 
providers (PSPs), licensing and supervision is performed by the Ministry of Economy, Trade 
and Industry.

ii Banking

Banking services

It is necessary to obtain a banking services licence in order to engage in accepting deposits 
together with lending funds or discounting bills as a business, or to engage in fund transfer 
transactions as a business.

Bank agency services

For operators to engage in agency or intermediary services for banking transactions as a 
business as entrusted by a bank, they must obtain permission to engage in bank agency 
services.

Electronic settlement agency services

Until 2017, when the Banking Act was amended, Japan did not have any regulations in place 
for services where operators, as entrusted by customers, (1) instruct banks to perform fund 
transfer transactions or (2) conduct services to obtain account information and provide it 
for clients (known as ‘account aggregation’). As of 1 June 2018, the Banking Act will require 
registration as electronic settlement agents for them to conduct these services as entrusted by 
customers.

This is a regulatory framework established to cover operators as equivalent to the (1) 
payment initiation service providers and (2) account information service providers under the 
EU Payment Services Directive 2 (PSD2).
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Payments (settlement and remittance)

Registration or notification is necessary for non-banks to engage in certain types of payment 
services, including: (1) fund transfer transactions, (2) issuances of prepaid payment 
instruments (e.g., electronic money and gift vouchers), (3) credit purchase intermediation 
(e.g., issuance of credit cards), and (4) acquirer or PSP operations. See Section IV below.

Virtual currency exchanges

In 2016, the Payment Services Act (PSA) was amended to include new regulations on virtual 
currency exchange businesses. Buying and selling virtual currencies or exchanging them with 
other virtual currencies is regarded as virtual currency exchange business, for which virtual 
currency exchange operators must obtain registration from the local finance bureau. See 
Section V below.

Lending

In order to provide moneylending and intermediary services as a business, such businesses 
must obtain registration as moneylending businesses. As described in Section IV below, 
registration as a moneylending business is also required to operate loan-type crowdfunding 
(crowd-lending or peer-to-peer lending).

Investments

The Financial Instruments and Exchange Act (FIEA) applies to investments in securities and 
derivative transactions.

Type I/II financial instruments businesses
Under the FIEA, securities are classified as (1) highly liquid ‘Paragraph 1 securities,’ such 
as stocks and share options, or (2) ‘Paragraph 2 securities,’ such as fund equities. Broadly 
speaking, registration as (1) a type I financial instruments business is necessary to purchase 
and sell Paragraph 1 securities or to act as an intermediary, broker or agent for the sale and 
purchase of such securities, and to register as (2) a type II financial instruments business is 
necessary to trade Paragraph 2 securities or to act as an intermediary, broker, or agent for the 
sale and purchase of such securities.

The amendment of the FIEA in 2014 resulted in some deregulation, and it became 
sufficient to obtain a more relaxed licence if the operator is only engaged as a business in 
crowdfunding in which a certain small amount of funds are gathered via the internet (see 
Section IV below).

Investment management services
Under the FIEA, operators must obtain registration as investment management services 
operators in order to manage assets by executing discretionary investment contracts with 
investors who entrust them with the discretion to make investment decisions. Investment 
management business operators assume a fiduciary duty and duty of loyalty toward investors, 
and are subject to regulations regarding conduct, such as an in-principle prohibition on 
engaging in conflict-of-interests transactions, and prohibition on compensating investors for 
losses.
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Investment advisory and agency services
In order to provide advice on investment decisions as a business without being entrusted by 
clients with the discretion to make the actual investment decisions, operators must obtain 
registration to provide investment advisory and agency services.

Financial instruments brokerages
In addition, business operators entrusted by type I financial instruments business operators 
or investment management services operators to act as intermediaries or the like to trade in 
securities or market derivatives transactions are required to obtain registration as financial 
instruments brokerages.

Insurance

Insurance businesses
Operators must obtain a licence as an insurance business operator to engage in underwriting 
insurance as a business.

Insurance agents or brokers
In order to solicit and sell insurance as a business as entrusted by insurance companies, 
registration as an insurance agent must be obtained. Conversely, in order to negotiate with 
insurance companies and act as intermediaries for the conclusion of insurance contracts as 
entrusted by clients, registration as an insurance broker must be obtained.

iii Cross-border issues

Applicability of Japanese regulations to foreign business operators

Since the purpose of Japan’s financial rules is to protect Japanese consumers, operators are in 
principle subject to the application of Japanese laws and must obtain a Japanese licence when 
seeking to provide financial services.

In addition, under Japanese financial rules, in principle, a licence cannot be obtained 
unless the company is governed by the laws of Japan (for licences permitting individuals to 
perform services, the individual must be a resident of Japan) when providing various types of 
financial services to Japanese consumers.

However, examples of foreign corporations with business establishments in Japan that 
are permitted to obtain Japanese licences include type I and II financial instruments business 
operators, investment management service operators, investment advisers and agents, 
third-party prepaid payment instrument issuers, acquirers and PSPs.

In addition, examples of foreign corporations that have a foreign licence corresponding 
to a Japanese licence for financial services, by obtaining a licence in Japan under certain 
conditions, and are allowed to provide financial services in Japan include banks, insurance 
companies, fund transfer service providers and virtual currency exchange operators. However, 
in order to obtain a licence in Japan, they must satisfy certain requirements, such as having a 
business office in Japan and a representative in Japan (who is a Japanese resident).

Regulations on foreign ownership

Foreign companies are not prohibited from owning shares or equity in financial-related 
businesses, including fintech companies. If a foreign company acquires shares or equity in 
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a financial-related business operator, including fintech companies, it is required to submit a 
report to the authorities through the Bank of Japan in accordance with the Foreign Exchange 
and Foreign Trade Act.

In addition, other individual laws regulate shareholders (major shareholders) who own 
more than a certain percentage of their equities. Shareholders holding at least 20 per cent of 
the equity of a bank or insurance company (in certain cases, 15 per cent) are required to obtain 
authorisation under the Banking Act or Insurance Business Act. In addition, shareholders 
holding 20 per cent or more of the shares of financial instruments business operators (in 
certain cases, 15 per cent or more) are required to file a notification in accordance with 
the FIEA, and the eligibility of major shareholders is also examined in the registration of 
financial instruments business operators. In the event that a foreign company is a shareholder, 
the authorisationof major shareholders and registration examination of financial instruments 
business operators will include examinations into whether the influence of the foreign 
company will harm the soundness of Japan’s financial services business operators and its 
financial system.

III DIGITAL IDENTITY AND ONBOARDING

i Digital identity

In Japan, the Public Identity Verification Act provides a structure for personal authentication 
using e-certificates. In order to use the public identity verification service, individuals must 
apply at a local government office to receive an individual number card (a ‘My Number’ 
card). My Number is a 12-digit number assigned to all people (including non-Japanese) who 
are registered with their local governments as residing in Japan. It is an individual number 
introduced to improve the efficiency of administration and convenience for the public by 
managing personal information in different administrative areas, such as social security and 
tax, using a common number.

The use of this service was formerly limited to administrative procedures such as tax 
returns and registry applications, but recent amendments to the Public Identity Verification 
Act have made it possible for private businesses certified by the Minister of Internal Affairs 
and Communications to use the service. This may expand the use of the public identity 
verification service to online account services such as online shopping and banking.

However, at present, the service is not widely used in the private sector due to the lack 
of widespread use of My Number cards and the need for users to prepare IC card readers or 
similar devices for reading e-certificates.

ii Digitised onboarding of clients

In order for financial service business operators to confirm their clients’ identity through 
non-face-to-face transactions, such as those conducted online, they must adopt one of the 
following methods. Among these, the use of electronic signatures and public individual 
identification services is attracting attention. However, at present, the identity confirmation 
methods of financial service providers have not yet become widely available, so mailing 
procedures are necessary in most cases and therefore know-your-customer procedures are not 
completed by the digital method alone.
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Mailing a copy of identity confirmation documents

A copy of the identity confirmation documents is sent by the client (not limited to post) 
and the transaction-related documents are mailed by registered post to the client’s residence.

Use of personal receipt post

Transaction-related documents are mailed to the client’s residence by personal receipt post. In 
this case, the postal service provider confirms the client’s residence and receives a document 
to confirm the client’s identity.

Use of electronic signatures

Although confirmation of a person’s identity by authentication using an electronic signature 
is permitted, it has not been widely adopted since the user must obtain a digital certificate in 
advance and prepare an IC card reader or other similar device.

Use of public identity verification service

Formerly limited to use by administrative agencies, the public identity verification service is 
now available to private businesses and accepted as a method of identification by financial 
institutions. However, it is not generally popular since the user must obtain a My Number 
Card in advance and prepare an IC card reader or other similar device.

In light of the present situation, the FSA, together with industry associations, established 
a working group to examine online transactions in June 2017. The working group discussed 
ways to realise a more efficient digitised onboarding of clients. Based on the results of such 
discussions, there are plans to make customer identity verification methods more flexible 
through electronic methods for non-face-to-face transactions in the very near future. For 
example, presentation and verification of (1) the identity confirmation documents (attached 
with a face photo) using an online video monitor, and (2) the picture of them and IC 
information through online system are expected to be proposed as new KYC procedures by 
modifying current Japanese anti-money laundering laws and regulations.

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

i Payment services

Registration or notification is necessary for non-banks to engage in certain types of 
payment services, including: (1) remittances (fund transfer transactions), (2) issuances of 
prepaid payment instruments (e.g., electronic money and gift vouchers), (3) credit purchase 
intermediation (e.g., issuance of credit cards), and (4) acquirer or PSP operations.

ii Funds transfer services

To mitigate the significant burden of obtaining a banking services licence, the PSA, established 
in 2010, made it possible to make small-amount fund transfers of ¥1 million or less through 
a single remittance instruction by obtaining registration as a fund transfer service provider 
without obtaining a banking services licence. As of 28 February 2018, there are 56 businesses 
registered as fund transfer service providers in Japan.

On a separate note, in relation to the payment of compensation for goods and services, 
‘billing agency services’ (whereby a business operator receives payment of such consideration 
on behalf of a goods or service provider (a payee) and delivers the received funds to such 
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payee) are not considered to fall under the definition of ‘funds transfers’ in Japan and thus 
do not require registration as fund transfer service providers. Many businesses, such as 
convenience stores, provide these services.

Issuances of prepaid payment instruments

The PSA regulates issuers of prepaid payment instruments to protect consumers and help 
establish safe and sound payment and settlement systems. Issuers distributing prepaid 
payment instruments used to pay for goods or services offered by the issuers and third-party 
merchants (‘third-party type’ prepaid payment instruments) must register with the local 
finance bureau having jurisdiction over the issuer.

If the prepaid payment instruments are used only to pay the issuer (‘own business type’ 
prepaid payment instruments), the issuer must file a notice with the local finance bureau 
when the unused balance of the prepaid payment instruments exceeds ¥10 million on a 
reference date (each of 31 March and 30 September).

Furthermore, all issuers of prepaid payment instruments must reserve at least 50 per 
cent of the total amount of the issuance once the unused balance exceeds ¥10 million as of 
either reference date. Except for certain cases, the issuer may not redeem or buy back the 
instruments.

Under the PSA, prepaid payment instruments must have all of the following three 
elements: (1) record of value; (2) issuance in exchange for consideration; and (3) use as 
payment or demand. If the instrument satisfies certain exception criteria, such as having a 
usage period limited to six months or less, it will not constitute a prepaid payment instrument 
and will be exempt from application of the PSA.

Acquirers and PSPs

Japan requires credit card issuers to be registered as ‘comprehensive credit purchase 
intermediaries’. There were no legal restrictions on acquirers, which acquire and manage the 
merchants who use credit cards, or payment service providers (PSPs) until the Installment 
Sales Act was amended in 2016 to require registration of acquirers and PSPs that enter into 
contracts with merchants to permit the handling of credit cards (the amendment is scheduled 
to come into force in June 2018). PSPs are not required to be registered if the acquirers have 
the final decision to conclude merchant agreements and the PSPs’ operations are limited to 
only the first stage examination of whether to conclude the agreements.

iii Collective investment schemes

The FIEA lists specific forms of instruments as securities. If a product or service (including 
tokens) falls within any of these securities, then the FIEA regulations apply. In addition to 
this list, the FIEA also comprehensively defines what is called a ‘collective investment scheme’ 
(CIS) in order to regulate various types of funds (including foreign funds), regardless of 
their legal form. CIS arrangements must have all of the following elements: (1) monetary 
contribution (or monetary equivalent) from investors; (2) business using the contributions; 
and (3) investors’ entitlement to the distribution of profits arising from the business or of 
assets relating to the business.

As described below, investment equity interests in investment-type crowdfunding 
(crowdlending or peer-to-peer lending) and tokens may be considered CIS equity interests.
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For CIS equity interests, subject to some exceptions, registration under the FIEA is 
required for (1) solicitation for acquisition of the equity interests and (2) management of the 
assets invested.

Issuers of CIS equity interests are, in principle, required to be registered as type II 
financial instruments businesses in order to solicit the acquisition of such equity interests.

In order to manage the assets invested in the fund by the CIS equity interest holders, 
the issuer must obtain registration as an investment management business in principle.

iv Crowdfunding

In Japan, crowdfunding is classified into ‘donation-type’, ‘purchase-type’, ‘loan-type’, and 
‘investment-type’ crowdfunding. A licence is not required in order to engage in crowdfunding 
as a business in cases such as ‘donation-type’ crowdfunding (where users donate funds 
without receiving any consideration in exchange) or ‘purchase-type’ crowdfunding (where 
users receive products or services in exchange for their funds).

Loan-type crowdfunding (crowdlending and peer-to-peer lending)

Loan-type crowdfunding (crowdlending or peer-to-peer lending) involves crowdfunding 
business operators who intermediate between users and parties seeking funds, and such 
operators must obtain registration as moneylending businesses. The business operators 
typically solicit funds for loans from the public in the form of investments in fund vehicles 
and lend such funds to fund users. In order to engage in loan-type crowdfunding, as a 
general rule, the operators must register as type II financial instruments businesses to solicit 
investments in the fund, and they must also register as moneylending businesses to provide 
loans.

Investment-type crowdfunding

Investment-type crowdfunding is divided into investments in (1) more highly liquid 
‘Paragraph 1 securities’, such as stocks and share options, and (2) ‘Paragraph 2 securities’, 
such as equity interests in funds.

Prior to the FIEA amendment in 2014, operators had to obtain registration as type 
I financial instruments businesses in order to trade in or perform brokerage, intermediary, 
and agency services to trade paragraph 1 securities, and registration as type II financial 
instruments businesses in order to conduct brokerage and agency services for the sale and 
purchase of paragraph 2 securities, irrespective of whether a crowdfunding transaction, in 
which only a small amount of funds is collected, was conducted.

Following the FIEA amendment in 2014, the regulations were relaxed so that operators 
who only engage in crowdfunding where a certain small amount of funds are collected 
through the internet can obtain a more relaxed registration as a ‘small-amount electronic 
public offering business’. However, at present, there are few advantages to being registered 
as such a business, so many businesses registered as type I or type II financial instruments 
businesses engage in crowdfunding businesses in conjunction with other businesses.
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V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICOS)

i Types of virtual currencies (cryptocurrencies) and ICOs

Under Japanese law, businesses that issue, sell and exchange tokens, including token issuances 
through ICOs, may fall under the regulations of the PSA or FIEA depending on how they 
are structured. Businesses involved in ICOs should adequately fulfil their duties required by 
related laws and regulations, such as registration when their services are regulated by those 
Acts.

Under Japanese law, tokens are likely to fall under the regulatory categories of virtual 
currencies under the PSA, prepaid payment instruments and securities (especially CIS):
a Persons who issue tokens corresponding to virtual currencies under the PSA must 

obtain registration as virtual currency exchange operators (see below).
b Persons who issue tokens corresponding to third-party-type prepaid payment 

instruments under the PSA must obtain registration. Persons who issue tokens 
corresponding to own-business-type prepaid payment instruments under the PSA 
must file a notice with the local finance bureau once the unused balance of the prepaid 
payment instruments issued to Japanese residents exceeds ¥10 million as of either 
reference date (see IV above).

c Persons who issue tokens corresponding to a CIS must obtain registration as type II 
financial instruments business operators (see Section IV above).

ii Virtual currency exchange businesses

Amendments to the PSA to define virtual currency and regulate virtual currency exchange 
businesses came into effect on 1 April 2017.

Definition of virtual currency under the PSA

The PSA defines ‘virtual currency’ as an electronically recorded proprietary value other than 
legal currency and assets denominated in any legal currency that either:
a can be used to pay unspecified persons for goods and services, can be mutually 

exchanged into fiat currencies with unspecified persons, and is transferrable through an 
electronic network (‘type I virtual currency’); or

b is mutually exchangeable with a type I virtual currency between unspecified persons 
and is transferrable through an electronic network (‘type II virtual currency’).

Virtual currency exchanges

A ‘virtual currency exchange business operator’ means one that engages in the business of: (1) 
selling and purchasing virtual currency or exchanging virtual currency with another virtual 
currency; (2) acting as intermediary, broker, or agent for the services in item (1); or (3) 
managing the monies or virtual currencies of users in connection with items (1) or (2).

Virtual currency exchange operators must manage the funds and virtual currencies 
deposited by users separately from the operators’ own funds and virtual currencies. As of 
7 March 2018, there are 16 companies registered as virtual currency exchange operators in 
Japan, and there are estimated to be around 100 companies in the process of preparing for 
registration. However, operators, which were actually running virtual currency exchanges 
at the time the amendments came into force, were enabled, by submitting registration 
applications by the end of September 2017, to continue operating as ‘deemed virtual 
currency exchange operators’ until their registrations were actually approved or rejected, 
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and this resulted in the 16 operators continuing their businesses as deemed operators as of 
31 January 2018. Meanwhile, following the hacking of one of the deemed operators, the 
FSA is considering setting a deadline on how long they should be able to continue operating, 
and already issued business improvement and cease-and-desist orders in early March 2018 
to registered operators and deemed operators whose level of operational preparedness was 
inadequate. The FSA plans to continue further strengthening its role in supervising and 
inspecting virtual currency exchange operators.

VI OTHER NEW BUSINESS MODELS

See Sections VIII and IX for the recent developments and forthcoming outlook of fintech 
business models in Japan.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

i Intellectual property

In principle, the ideas themselves that pertain to business models are not protected by 
intellectual property rights such as patent or copyright. However, inventions in which such 
ideas are realised using information and communication technology may enjoy patent 
protection in certain cases. In regard to software, the Patent Act defines ‘products’ as a concept 
that includes ‘programs, etc.’, which means that software is subject to patent protection and 
can be copyrighted. In addition, information that companies manage as trade secrets will be 
protected under the Unfair Competition Prevention Act.

There have also been patent-related disputes that have attracted attention such as a 
patent infringement suit in which two leading venture companies in the fintech industry 
battled over an accounting software algorithm that automatically determines the category of 
accounting items (Tokyo District Court case of 27 July 2017).

For inventions created by employees, the right to obtain a patent may be assigned to 
or originally acquired by the employer in accordance with its internal rules. Such employers 
shall compensate their employees in accordance with such rules; provided, however, that if 
the rules are found to be unreasonable, the court may decide the compensation in light of the 
profits arising from the exclusive rights and employer’s contribution to an invention.

The right to file patent applications on inventions made by independent contractors is 
held by the contractor, unless otherwise agreed between the parties.

ii Data protection

As in other industries, compliance relating to data protection and security is an important 
issue for fintech businesses. In regard to data protection, the Act on the Protection of 
Personal Information (APPI) imposes certain obligations on private businesses that use 
personal information to, for instance: undertake necessary and appropriate measures to 
safeguard personal information; not use personal information except to the extent necessary 
for the purposes disclosed to the subject individuals; not disclose personal information data 
to any third party (subject to certain exemptions); and conduct necessary and appropriate 
supervision over employees and contractors.
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The first significant amendment to the APPI came into force on 30 May 2017 to 
eliminate ambiguity in the scope of personal information and facilitate the proper use of 
anonymised data. The fintech industry is also subject to the application of the ‘Guidelines for 
Personal Information Protection in the Financial Field’.

In regard to security, the FSA supervisory guidelines governing financial institutions 
emphasise the importance of matters such as being aware of system risks and enhancing 
cybersecurity, and operators are required to appropriately follow the PDCA cycle of ‘Plan, 
Do, Check and Act’.

VIII YEAR IN REVIEW

The following events that occurred from 2017 to present in relation to the development of 
regulations and legal approaches regarding fintech in Japan are of particular importance.

April 2017 The amended Banking Act came into force in April 2017, by which banking groups became able to hold 
certain fintech companies as subsidiaries.
The amended PSA came into force in April 2017, by which a registration system for virtual currency 
exchange operators was introduced (see Section V above).

June 2017 The Banking Act was amended to introduce a registration system for electronic settlement agents (see 
Section II above; scheduled to come into force on 1 June 2018).

November 2017 A financial system study group was established by the FSA, which began studies into changing the legal 
framework relating to the financial system into one that is functional and cross-sectional (see Section IX 
below).

March 2018 Policies are being announced by various banks relating to coordination and collaboration with electronic 
settlement agents aimed at open APIs (application programming interfaces).

June 2018 The amended Banking Act is scheduled to come into force, with provisions concerning a registration system 
for electronic settlement agents and how such system relates to banks.
The amended Installment Sales Act is also scheduled to come into force, with provisions concerning a 
registration system for acquirers and certain PSPs.

IX OUTLOOK AND CONCLUSIONS

The following are some of the major legal and regulatory initiatives and developments that 
are expected in Japan based on the latest financial administrative policy announced by the 
FSA.

i Studies into revising the legal framework to make it functional and cross- 
sectional

From November 2017, sessions of a financial system study group have been convened at 
the FSA to examine revising the legal framework relating to the financial system (which, 
as described in Section II above, is currently differentiated by ‘business’ type) to one that is 
cross-sector and differentiated by ‘function’. Future legislative amendments may be expected 
if a consensus is reached through such examinations.

ii Policy to enable fintech to lead development of Japan’s innovation environment

With the view that pursuing open innovation (collaboration and coordination) between 
financial institutions and fintech companies is important to promoting innovation, the 
Japanese government is reviewing various systems, such as (1) developing environments 
aimed at the adoption of open APIs, (2) strengthening support for starting new financial 
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businesses and services through initiatives such as a fintech support desk and fintech proof-of- 
concept hub, and (3) revising methods of customer identity verification for non-face-to-face 
transactions and examining bank agency service issues.

On 9 March 2018, a cabinet office ordinance was released prescribing detailed rules 
concerning the amended Banking Act in relation to electronic settlement agents and open 
APIs, and a guideline was also released indicating the government’s interpretation as to 
whether such activities constitute bank agency services. Around 130 banks are going to 
promote open APIs at the time of writing and this is anticipated to help promote open 
innovation between financial institutions and fintech companies in Japan.

A project examining KYC procedures using blockchain technology was selected as 
the first project to receive assistance through the FSA’s fintech proof-of-concept hub. The 
government also plans to actively work on providing sandbox infrastructure in the future.

iii IT governance and cybersecurity at financial institutions

The Japanese government is working to accumulate insight on IT governance in the financial 
and non-financial industries and further examine better methods of IT governance. In order 
to further enhance the stability of the financial system as a whole, the government is also 
seeking to strengthen the cybersecurity measures of financial institutions and working with 
authorities in various countries to contribute to the formulation of detailed cybersecurity 
policies.

iv Virtual currencies and ICOs

The Japanese government is also monitoring whether virtual currency exchange operators 
have appropriate operational control systems in place (for example, whether appropriate 
explanations and information are provided to users, whether system risk management 
mechanisms are in place, and whether effective countermeasures are being examined and 
implemented to prevent illegal activities such as money laundering).

In addition, the government is seeking to properly ascertain the current state of ICOs 
and act against the problem of fraudulent ICOs such as by having related government 
agencies cooperate on issuing warnings to consumers and other similar measures.
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Chapter 8

MEXICO

Federico de Noriega Olea and Rodrigo Méndez Solís1

I OVERVIEW 

In Mexico, as in other parts in the world, fintech applications and regulations are still in 
development and under discussion. There are many fintech companies operating in Mexico 
but the legal framework under which they operate, in many instances, is still unclear. This 
legal uncertainty has been one of the main hurdles for fintech companies to get financing and 
escalate their business. 

However, over the past couple of years, ‘fintech’ has become a trendy topic in Mexico 
and has been associated with financial inclusion, a topic that has been in the agenda of the 
Mexican policymakers for more than a decade, since the unbanked population in Mexico is 
still very high as compared with similar developing nations and it is even below the Latin 
American and Caribbean average for the number of adults with a bank account.2 Start-up 
companies gained momentum to pressure the regulator and lawmakers to develop a legal 
framework for them. Consequently, the Law to Regulate Financial Technology Companies 
(the Fintech Law) was recently enacted on 9 March 2018; the Fintech Law became effective 
one day after its publication and it is the main body regulating fintech companies and 
cryptocurrencies in Mexico. 

The entire text of the Fintech Law may be accessed on the Federal Official Gazette’s 
official website.3 Discussions, press notes and other activities related to the aforementioned 
Fintech Law and topics related to the fintech progress and legal trends prior its issuance may 
be accessed on the official websites of the Senate4 and the House of Representatives.5

The explanatory memorandum of the Fintech Law’s bill, provides that it intends to be 
a principle-based regulation that will set forth the basis and minimum directives to regulate 
the fintech companies while leaving most of the details to secondary regulations. This is 
expected to provide greater flexibility in the regulation of such a dynamic sector. The main 
principles are financial inclusion and innovation, fostering economic competition, consumer 
protection, financial stability preservation and the prevention of unlawful transactions.

While it is true that the spirit of the Fintech Law is to permit fintech companies to do 
business in Mexico, it is also true that Mexican financial authorities’ opinions are still divided 

1 Federico de Noriega Olea is a partner and Rodrigo Méndez Solís is a senior associate at Hogan Lovells.
2 http://www.cnbv.gob.mx/Inclusi%C3%B3n/Paginas/Encuestas.aspx and http://databank.worldbank.org/

data/reports.aspx?source=1228 Latin American & Caribbean Average is 51% whereas Mexican average is 
38.7% with 2014 data.

3 http://www.dof.gob.mx/nota_detalle.php?codigo=5515623&fecha=09/03/2018.
4 http://www.senado.gob.mx/.
5 http://www.diputados.gob.mx/.
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on this topic. In our opinion, depending largely on how secondary regulation is drafted, 
Mexico could become a fintech-friendly jurisdiction but with clear oversight by financial 
regulators. 

One important thing to consider is that, though the Fintech Law is already into force 
and secondary regulations are being drafted, to allow fintech companies to start operating 
with legal certainty, tax laws have not been amended and we are not aware of any bill to 
amend tax laws in order to clarify how fintech companies and cryptocurrencies will be taxed.

In the following pages, we will describe the Fintech Law and the main principles and 
guidelines therein to regulate fintech companies.

II REGULATION

i Licensing and marketing

The Fintech Law mainly seeks to regulate two kinds of fintech companies: (1) crowdfunding 
companies and (2) e-money companies. 

Crowdfunding companies are defined as the technological platforms that connect 
people so that investors can fund investment seekers through mobile applications, interfaces, 
websites or any other means of electronic or digital communications. Their activities will be 
described further below. E-money companies are those entities that may provide issuance, 
administration, redemption and transmission of e-money. Both companies may operate with 
cryptocurrencies, which in accordance with the law are called ‘virtual assets’. 

A special licence will be required to operate as a crowdfunding or an e-money institution, 
issued at the discretion of the National Banking Commission (CNBV) prior approval of the 
Inter-institutional Committee, which will comprise two members of the Ministry of Finance 
and Public Credit two members of the CNBV, and two members of the Central Bank of 
Mexico (Banxico).

In general terms, entities interested in obtaining a licence to act as a fintech company 
shall be incorporated as corporations, setting forth in their corporate by-laws that: (1) 
their purpose is to engage in any of the fintech activities described in the Fintech Law 
(crowdfunding or e-money); (2) they are subject to the provisions set forth in the Fintech 
Law and relevant secondary regulation; (3) they designate a domicile within Mexico; and (4) 
they have a minimum capital, in accordance with its activities, that will be defined by the 
CNBV through secondary regulation. The ‘minimum capital’ will be determined based on 
the activities that fintech companies will perform or the risk that they will assume. This will 
permit differentiated regulatory requirements for companies at a different scale or level.

Applicants shall also provide: (1) the power of attorney granted, before a notary public, 
to the legal representatives to submit for application the request to be considered a fintech 
company; (2) a draft of corporate by-laws that comply with the requirements set forth above 
and others contemplated in the Fintech Law, (3) a business plan; (4) segregated accounts 
as provided in the Fintech Law; (5) the means and policies to comply with risk disclosure; 
(6) means and policies implemented regarding operational risks, confidentiality and evidence 
of having a technological support for their clients, and compliance with the minimum security 
standards against fraud or cyberattacks; (7) operational controls and processes for client 
identification; (8) conflict-check policies; (9) AML, fraud prevention and non-terrorism 
finance policies; (10) agreements with other fintech companies for the performance of key 
business processes; (11) a list of the persons that, directly or indirectly, hold or intend to 
hold an equity participation (describing the amount of their participation and the origin of 

© 2018 Law Business Research Ltd



Mexico

83

the resources); (12) a list of the board members of the company including their background 
and credit report; (13) information required to verify the ownership or right of use of the 
interface, website or electronic means of communication; (14) domicile within Mexico and a 
legal representative; (15) information related to incentives (only applicable to crowdfunding 
companies); and (16) other documents required by CNBV in secondary regulations. The 
requirements requested above are designed to comply with the principles of the Fintech Law, 
and specifically to principles related to financial stability and fraud prevention.

The Fintech Law is close to a ‘disclosure-based regulation’. Therefore, fintech companies 
are required to implement measures to avoid spreading false or misleading information to 
comply with the principle of consumer protection. Additionally, fintech companies shall 
inform their clients about the risks of transactions executed through them. Specifically, 
they need to make it clear on their websites, applications, contracts and electronic or digital 
communications, and marketing adverts that neither the federal government nor the entities 
managed by the public state-owned administration support or back their obligations and 
that there is no deposit insurance, but that they are authorised, regulated and supervised by 
Mexican financial authorities. Additionally, their corporate name must indicate whether they 
are crowdfunding or e-money companies. 

The Fintech Law does not regulate the activity of automated-digital advisory services or 
asset management. However, advisory services may be carried out with a prior registration with 
financial authorities. Investment advisers are regulated for AML and consumer-protection 
purposes but their regulation is probably lighter than the regulation that will apply to fintech 
companies. Automated asset management may be provided through an investment adviser as 
long as they operate through a licensed broker-dealer and they are not custodian of the assets.

Considering the provisions set forth within the Fintech Law, sharing of information 
will be subject to secondary rules issued by the Supervising Commission and Banxico. In this 
sense, the Fintech Law provides that financial entities, money transmitters, credit-scoring 
companies, clearing houses, fintech companies and companies authorised to operate with 
innovative models, will be required to establish programming interfaces of standardised 
applications that allow connectivity and access to other interfaces developed or managed by 
them and the allowed IT third parties, to share the following information: (1) ‘open financial 
information’, which is defined as that information generated by the above-mentioned 
entities that is not confidential, in other words, open financial information may be referred 
to those related to the product or services offered to the general public and the location of its 
offices, ATMs and other points of service on which its products or services may be accessed; 
(2) ‘aggregated data’, which is defined as statistical information that does not identify an 
individual and that is related to operations made by or through the entities mentioned above, 
and (3) ‘transactional data’, which is defined as information related to the use of a product 
or service, including deposit accounts, credit and means of disposition contracted on behalf 
of clients, and other information related to transactions that customers have made or tried to 
perform in the technological infrastructure of the above-mentioned entities.

Access to open financial information is not limited by the Fintech Law. Regarding 
aggregated data, the Fintech Law provides that access will be limited to those persons that 
have implemented authentication methods, as provided by the Supervising Commissions, 
Banxico or the credit-scoring companies through the provisions within the secondary 
regulations issued to that end and, finally, transactional data shall be shared with the client’s 
consent only and shall be used for the purposes expressly consented by the client.
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ii Cross-border issues

There is no limitation within the Fintech Law for Mexican-licensed fintech companies to 
offer their services abroad. 

There is also no limitation on foreign ownership of Mexican fintech companies. They 
may be wholly owned by foreigners or foreign investors. Neither are there exchange or 
currency control restrictions. Foreign companies should consider, however, that as general 
rule, any person in Mexico has the right to settle his or her obligations payable within the 
Mexican territory in Mexican pesos at the official exchange rate published by Banxico.

On the other hand, foreign fintech companies may not offer or market their services 
in Mexico without a local licence. The Fintech Law does not address how it applies to 
companies that have no physical presence in Mexico but if a fintech company is intentionally 
and regularly marketing to Mexican customers, the financial regulators are likely to try 
asserting jurisdiction and applying the Fintech Law and Mexican regulations as with any 
other financial entity doing business in Mexico without a physical presence. What ‘regularly’ 
means is something that is yet to be tested and will need to be analysed on a case-by-case 
basis. 

III DIGITAL IDENTITY AND ONBOARDING

Currently there is no recognised digital identity in Mexico. Within the Digital National 
Strategy,6 which is defined as the action plan of the Mexican government to implement 
a digital nation on which technology and innovation converge to reach the goals for the 
development of the country, the implementation of a digital identity in the near future is 
expected to begin but there is no specific deadline. Under the Digital National Strategy, it 
is envisaged that Mexican citizens may access diverse services (including financial services) 
by using a digital identity. Up to now, some governmental entities have digital databases 
based in biometrical systems and have created through them a kind of digital identity for 
some Mexican citizens and foreign residents; biometrical systems are the core required for 
the implementation of a digital identity in Mexico, but are not generally adopted yet by all 
entities.

Private means of creating a digital identity are not prohibited by the Mexican 
authorities but there is still no general system available that may function as a digital identity. 
Recently, at the end of August 2017, the CNBV published in the Federal Official Gazette 
amendments to the general provisions applicable to banks. These amendments provide that, 
effective September 2018, banks shall request biometrical data (i.e., fingerprints) of their 
clients to verify their identity when requesting a loan or opening an account. The biometrical 
information collected will be matched with the database of the National Electoral Institute 
(or with the National Immigration Institute, in case of foreigners) to verify customers’ 
identity. Banks have agreed to use a sole database that may be supplemented by the databases 
of other governmental entities such as the tax administration database. A bank’s database, 
when implemented, may be considered an initial, but a private and limited digital identity 
database.

There is no provision related to mechanisms that may be implemented by fintech 
companies regarding the use of a digital identity; nevertheless, such companies are 

6 https://www.gob.mx/mexicodigital.
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implementing diverse private methods to verify its users’ identity. Means used by fintech 
companies may vary and contain different requirements related to the documents or validation 
of proofs requested by the relevant users. We expect that fintech companies that provide more 
identification methods will be allowed to increase the limits of funds or withdrawals when 
using the relevant platform. As mentioned before, identification methods may vary but the 
most common means used by fintech companies currently are: 
a online validation of a mobile number; 
b ID validation (by taking a picture of the relevant user in conjunction with his or her 

ID); 
c valid proof of address; 
d linking a fintech account to a bank account in order to receive or transfer funds; and
e physically or electronically sign a written agreement.

Banks are required by their regulations to implement identity checks. Banks may permit 
remote opening of accounts or loan requests by requesting from their customers or prospective 
customers the following information: (1) diverse identification data, including clients’ 
consent related to the recording of his or her voice and image when an audiovisual real-time 
means is implemented to establish communication, and an online photograph of the client’s 
face and voter’s official ID (banks shall verify the match between both photographs); (2) 
the unique population registry key (CURP) and matching it with the National Population 
Registry’s database; (3) a single-use code provided by the bank; and (4) keep the record and 
store the remote communication held with the client. Technology for implementing offsite 
identity verification shall be approved by the risk committee of the companies. Likewise, 
other mechanisms for identity checks may be implemented by prior approval of the CNBV.

The secondary regulations of fintech companies and other financial institutions may 
replicate these requirements.

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

The Fintech Law regulates crowdfunding and expressly allows for different models such as 
peer-to-peer lending and collective investment schemes. Crowdfunding companies may 
operate debt investment schemes, equity investment schemes, co-ownership and royalty 
investment schemes. 

The Fintech Law does not allow crowdfunding entities to securitise or trade loans 
in secondary markets. Furthermore, the Fintech Law provides that crowdfunding entities 
cannot take loans or issue securities whenever those loans or securities are issued to ‘share 
risks’ with investors. 

As mentioned before, crowdfunding and e-money companies need a licence that will be 
granted at the discretion of the CNBV, prior approval of the Inter-institutional Committee. 

Licensed crowdfunding companies may only engage in the following activities: 
(1) receive and publish the requests of crowdfunding operations of borrowers or targets and 
their projects through its interface, website or electronic or digital communication means 
used to perform its activities; (2) provide information to the potential investors so that they 
know the characteristics of the requests of crowdfunding or projects; (3) enable and allow 
electronic means of communications between investors and borrowers; (4) obtain loans and 
credits; (5) issue securities; (6) own or lease real property; (7) make deposits in authorised 
financial companies; (8) create a trust required to comply with their legal purpose (e.g., to 
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segregate funds); (9) make investments in complementary, auxiliary or real estate companies; 
(10) perform judicial or extrajudicial collection of credits granted to borrowers by investors, 
as to renegotiate the terms and conditions of relevant credits, and (11) others required to 
comply with their corporate purpose.

E-money companies are only allowed to engage in the following activities:
a issue, commercialise or manage instruments for the disposal of funds of electronic 

payments; 
b provide the service of money transmission; 
c provide services related to payment networks; 
d process information related to payment services; 
e grant credits or loans only as overdrafts of the accounts they administer; 
f operate with cryptocurrencies;
g obtain loans and credits of any local or foreign person in order to comply with their 

corporate purpose; 
h issue securities on their own account; 
i constitute overnight or term deposits in financial institutions; 
j own or lease real property; 
k broker with cryptocurrencies; and 
l buy, sell or transfer cryptocurrencies on their own account.

As mentioned above, sharing information rules will be subject to secondary regulations that 
shall be drafted and issued, in the future, by the Supervising Commission and Banxico. 
The general provisions set forth within the Fintech Law related to sharing of information 
provide that fintech companies (among the other entities mentioned within the law) will be 
obligated to execute an agreement with transferees and set forth therein that they (transferees) 
will be required to allow audits by fintech companies to verify compliance with the Fintech 
Law. Fintech companies will be required to report the results obtained of such audits to the 
Supervising Commission and Banxico.

In addition, the Fintech Law provides that CNBV will be the authority in charge of 
issuing general provisions related to information security, which shall include confidentiality 
policies and registry of accounts related to transactional movements, the use of private or 
public technological means or other systems for processing of information, that will apply to 
crowdfunding companies; in the case of e-money companies, the foregoing provisions will be 
issued by the CNBV in conjunction with Banxico.

Fintech companies are required to retain information in a physical or electronic format 
for minimum terms of 10 years.

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICO)

Cryptocurrencies are known as ‘virtual assets’ in the Fintech Law and they are defined as a 
representation of value, electronically registered and used by the public as a means of payment 
for any legal transaction and transfer of which may be made only through electronic means. 
In accordance with the Fintech Law, cryptocurrencies may not be considered legal currencies 
and licensed fintech companies may operate only with such cryptocurrencies previously 
‘approved’ by Banxico. Fintech companies require a special authorisation from Banxico to 
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operate with cryptocurrencies. This part of the Fintech Law has been subject to debate and 
there have been some attempts to remove cryptocurrencies and to leave this for further study. 
We expect Banxico to take longer to issue secondary regulations regarding cryptocurrencies.

The Fintech Law does not define whether cryptocurrencies or other tokens may be 
considered as securities and does not regulate initial coin offerings. However, we expect this 
to be regulated in Banxico’s secondary regulation.

Credit institutions approved by Banxico may engage in transactions with 
cryptocurrencies approved by the latter and in accordance with the general provisions issued 
by the mentioned Central Bank. 

No specific technology is regulated by the Fintech Law. Blockchain technology is not 
regulated by the Fintech Law or by any other Mexican laws. The Fintech Law regulates 
activities and transaction and, generally, does not speak of specific technologies.

VI OTHER NEW BUSINESS MODELS

The Fintech Law devotes a special chapter to ‘innovative models’, which are defined as ‘those 
that to provide fintech services employ tools or technological means with alternatives different 
from those currently existing in the market’. As mentioned in this chapter, the Fintech Law 
is designed as a principle-based regulation and, in keeping with this, such chapter is in line 
with principles of innovation and promotion of competition, by opening its text to admit 
new models of services and the admittance to new competitors to the fintech environment. 

Innovative models will receive a temporary authorisation that will be discretionally 
granted by the financial authorities when the applicant duly proves that: (1) it has an 
innovative model; (2) the product or service to be offered to the public shall be tested in 
a controlled environment; (3) the new model represents a benefit to the client that cannot 
be obtained from existing models available in the market; (4) operations may be made 
immediately; (5) the project shall be tested with a limited number of clients, and (6) other 
requirements that are to be determined by financial authorities. Temporary authorisation 
shall not be for longer than two years and shall be in accordance with the services that will be 
or are planned to be provided. 

The National Commission for the Protection and Defence of Financial Service Users 
(CONDUSEF) will be the authority empowered to resolve controversies between authorised 
authorities to operate an innovative model. Financial authorities may authorise fintech 
companies, financial entities or others to implement and operate innovative models.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

In Mexico software is not subject to be patented, the Industrial Property Law specifically 
provides in its Article 19(IV) that software may not be considered as an invention; in practice, 
software is registered as an intellectual work in accordance with the provisions set forth in 
the Federal Copyright Law. The foregoing provisions apply to fintech business models and 
related software, in both cases; they may be registered under the copyright provisions.

Considering the above, in accordance with the provisions set forth within the Federal 
Copyright Law, when an individual or company requests a contractor to develop software 
or business models, by the payment of remuneration, the company will own the economic 
rights over the work and have the rights related to its divulgation, integrity and collection.
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Regarding contractors, they may have the right to be expressly mentioned in the role 
of authors over the parts in which they have participated. It is essential that agreements are 
drafted in a clear manner and that the terms of the work to be created and its remuneration 
are stated precisely, considering that in case of doubt, interpretation will be in favour of the 
author.

When a work is made as a consequence of a labour relationship, established within a 
written individual labour agreement, it will be presumed, if it is not otherwise agreed, that 
economic rights will be divided equally between employer and employee. The employer may 
divulgate the work without the authorisation of the employee but not the other way around. 
If an individual labour agreement is absent, economic rights will be granted to the employee.

Regarding privacy rights, the Fintech Law regulates the exchange of information 
with authorities. Specifically, it provides that fintech companies are required to provide 
information to the CNBV and Banxico about their operations and their clients, including 
data that may be useful to estimate their financial situation and information that may be 
useful for mentioned authorities in order to duly comply with their functions. 

Additionally, the Fintech Law provides that clients’ information shall be considered 
as confidential and that in no case may fintech companies give notices or information of 
their activities or services contracted by them unless such information is requested by the 
client itself, his or her legal representatives, or those whose have granted a power of attorney 
to intervene in the relevant operation or service. This is similar to current banking secrecy 
provisions.

There are no special rules applying to the digital profiling of clients considering 
that processing of personal data is not distinguished if physical or electronic means are 
implemented for this purpose. On this topic, the Federal Law on the Protection of Personal 
Data held by Private Parties (the Data Protection Law), requires data controllers to obtain 
consent before processing data subjects’ personal information and to obtain that consent 
through the delivery of a detailed privacy notice that contains at least the requirements set 
forth within the privacy law framework applicable within Mexico. Furthermore, financial 
information shall be protected under stricter means and measures than identification data. 
When processing financial information, express consent is required.

The Data Protection Law also requires data controllers to process personal information 
in accordance with the following principles: (1) lawful basis for processing; (2) consent; 
(3) information; (4) data quality; (5) purpose limitation; (6) loyalty; (7) proportionality, and 
(8) responsibility. Data controllers shall also adopt the security measures and procedures that 
are necessary to protect the personal data against damage, loss, alteration, destruction and 
unauthorised use, access or processing. These measures shall be at least equal to the measures 
that the data controller uses to protect the company’s own information. 

If storage is through a cloud computing service provider, the storage will be subject to 
specific conditions provided within the Regulations of the Data Protection Law. The data 
controller and service provider (i.e., the cloud computing service provider) relationship, shall 
be documented within a legal instrument and relevant service provider, in its role of data 
processor, shall be informed about the data controller’s (company) privacy notice and may 
only process the personal data received by the data controller, in accordance with its privacy 
notice and its instructions.

The data controller shall only contract services from a provider that: 
a has policies and procedures similar to those contemplated by the Data Protection Law 

and the Data Protection Regulations; 
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b discloses if it subcontracts to third parties; 
c does not condition the service upon the service provider becoming the owner or 

acquiring any right over the personal data; 
d maintains confidentiality; and 
e has mechanisms to: 

• notify changes in its privacy policies; 
• allow the data controller to limit the processing of the personal data; 
• have security measures that are reasonable with respect to the service; 
• guarantee the cancellation of data once the service is terminated; and 
• block access to the personal data by persons that do not have access privileges 

except when ordered by a competent authority and the data controller is informed 
of such order.

Finally, another essential obligation is that data controllers must appoint a data protection 
officer or department to answer data subjects’ access, rectification, suppression and rejection 
requests.

VIII YEAR IN REVIEW

As mentioned above, in Mexico the Fintech Law recently entered into force. Moreover, up 
to now, fintech companies are not be able to operate with full legal certainty until secondary 
regulation is issued and they are aware of their obligations and the process to obtain and 
maintain their licences. 

Prior to the elaboration of the Fintech Law, different discussions relating to 
cryptocurrencies and fintech applications were held by financial authorities, experts and 
academics. Currently, there is no defined way on how fintech regulations and norms issued 
by the financial authorities will be in practice. 

IX OUTLOOK AND CONCLUSIONS 

As the Fintech Law is a principle-based law, we anticipate most issues will be resolved and 
understood with secondary regulation. 

It is likely to be an environment of constant change supported by cooperation and new 
developments within the fintech market; we predict that new actors will enter the market and 
will be interested in the way fintech services will be conducted. We expect that banks will, 
in a cautious manner, begin providing fintech services, as many people have shown interest 
in the market.

Regarding the adoption of tokens and cryptocurrencies within Mexico, we are not 
certain about the criteria that authorities will follow regarding their acceptance. It is not clear 
whether methods are provided in the Fintech Law relate to innovative models; we consider 
that the market will dictate the application of the law and other provisions issued by the 
financial authorities. 

We expect that 2018 will be a year of change and progress in this field, and given the 
quick adoption of fintech and the interest the public has shown in it, we foresee that Mexican 
users and service providers are likely to increase rapidly.
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Chapter 9

NETHERLANDS

Wouter Seinen, Maarten Hoelen, Richte van Ginneken and Boris de Best1

I OVERVIEW 

The fintech sector in the Netherlands is rapidly growing. In 2017 over 430 companies were 
active in the Dutch fintech market. The climate for fintech initiatives is generally good. Factors 
that play a role are the availability of skilled IT personnel, the penetration of broadband and 
mobile data connectivity and the willingness of consumers in the Netherlands to adapt to 
new technologies. Online and mobile banking has quickly become the de facto standard and 
users in the Netherlands have proven willing to adopt the use of new instruments such as 
debit cards, chip-cards and wireless payments.

i Legal and regulatory climate

Where the market developments run on a very fast pace, in the Netherlands not many 
fintech laws and regulations have been introduced. The majority of the new rules that were 
introduced in this decade are mainly implementations of European directives (MIFID, PSD2) 
and regulations from European Supervisory authorities (inter alia, the Regulatory Technical 
Standards and Implementing Technical Standards of the European Banking Authority and 
the European Securities Markets Authority (ESMA) respectively.

Banking laws in the Netherlands are relatively limited in scope and provide some 
blanket exemptions. This means that many fintech services can operate without being subject 
to sector-specific regulations and supervision. On the other hand, once a fintech service 
provider becomes subject to banking regulations, it will face a heavy compliance burden. 

The two main regulators in the financial services market, the Dutch Central Bank 
(DNB) and the Dutch Authority for the Financial Markets (AFM) try to respond to this and 
have started a joint ‘InnovationHub’ project. This Innovation Hub is a sort of ‘regulatory 
sandbox’, which should help fintech start-ups understand their position better and enable 
them to get answers from both regulators on relevant questions. The AFM reports that as 
many as 216 questions from market players were submitted to the Innovation Hub. 

In 2016, Netherlands government appointed former minister Mr Willem Vermeend 
as ‘special envoy’ for fintech, and he is actively supporting the development of the fintech 
ecosystem in the Netherlands.

Another factor that plays a role in the relative success of fintech in the Netherlands is the 
structure of the regulations and the way these regulations are enforced. There are numerous 
‘open norms’ that define the scope and applicability and often there is room for debate as 

1 Wouter Seinen and Maarten Hoelen are partners, and Richte van Ginneken and Boris de Best are associates 
at Baker McKenzie.
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to whether a service falls within that scope or not. Particularly in that ‘grey area’ the Dutch 
regulators are not inclined to enforce aggressively. It has, for instance, taken many years for 
the regulatory status of crowdfunding to be clarified – but in that time a growing number 
of crowdfunding platforms opened their services in the Netherlands. Even fintech services 
that were quite clearly subject to regulations, such as the short-term consumer loan website 
voorschotje.nl, could operate for approximately six years before being fined by the AFM in 
December 2013.

Not all activities that are within the scope of the most commonly used fintech definitions 
are equally represented in the Netherlands. The dominant niches in the Netherlands 
ecosystem are payment services, crowdfunding, insurance technology, and blockchain and 
cryptocurrencies.

ii Tax incentives

Although tax laws do not directly regulate services of fintech companies, the qualification of 
the services under tax laws may have a significant impact on the feasibility of the business 
models of companies operating within the fintech sector.

Dutch corporate income tax

The Dutch Corporate Income Tax Act distinguishes between resident and non-resident 
taxpayers. Dutch subsidiaries of foreign companies are regarded as resident taxpayers, while 
Dutch branches of foreign companies are regarded as non-resident taxpayers.

In general, Dutch companies are subject to Dutch corporate income tax (CIT) on their 
worldwide income. Up to and including 2017, profits up to €200,000 are taxed at a CIT 
rate of 20 per cent and profits exceeding €200,000 are taxed at a rate of 25 per cent. The first 
bracket to which the 20 per cent rate applies will be increased over a period of four years. 

Dutch participation exemption

The Dutch participation exemption provides for a full exemption of all benefits (e.g., 
dividends, capital gains and liquidation proceeds) derived from a qualifying shareholding (5 
per cent or more) in a subsidiary. Historically, the participation exemption regime resulted in 
the establishment of thousands of holding companies in the Netherlands. 

Innovation box: reduced CIT rate

The Dutch innovation box regime aims to stimulate technical innovation in the Netherlands. 
We have been able to successfully make arrangements with the Dutch tax authorities in the 
past, regarding the use of the innovation box by several fintech companies. 

Under the Dutch innovation box, qualifying income that results from endeavours in 
the field of R&D is taxed at an effective tax rate of only 7 per cent (the normal tax rate is 25 
per cent). A taxpayer can only apply the innovation box for intangibles that originate from 
activities for which an R&D declaration has been granted by the Ministry of Economic 
Affairs. 

Companies with: (1) more than €50 million global group-wide turnover and (2) at 
least €7.5 million per year in gross revenues from all IP assets will only have access to the 
regime when their intangibles originate from activities for which an R&D declaration has 
been granted and when additional requirements in relation to the qualifying intangibles are 
met. In that case, the qualifying intangible needs to qualify as any of the following: 
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a a software program;
b a (pending) patent;
c an authorisation for the marketing of a medicine/drug;
d a supplementary protection certificate;
e a utility model; or
f an exclusive licence to use the above-listed intangible assets.

The costs of R&D are immediately and fully deductible from the taxable profit, and must 
be recovered first. The qualifying income is taxed at a effective 7 per cent rate to the extent it 
exceeds the previously reported costs. Qualifying income can be limited if, and to the extent 
that, a taxpayer has outsourced part of its R&D activities to a company within its group. 

Wage withholdings facility

The Dutch government provides incentives for R&D projects in, for example, information, 
biotechnologies and environmental technologies. However, for fintech companies it is also 
possible to benefit from general R&D grants.

The WBSO (R&D tax credit) was enacted to encourage investment in R&D activities 
in the Netherlands. The R&D facility provides for a reduction in wage withholdings (ie, wage 
tax and certain social security contributions) withheld from the salary of experts engaged in 
R&D in the Netherlands. 

This results in a decrease in R&D labour costs, which benefits the employer. The 
reduction for a given year is 32 per cent of the wage withholdings on R&D wages up to 
€350,000. For companies who qualify as a start-up, the percentage amounts to 40 per cent. 
The reduction for wages in excess of €350,000 is 16 per cent of the wage withholdings. 
Qualifying R&D activities are awarded an R&D declaration by the Ministry of Economic 
Affairs, Agriculture and Innovation. Such intangible assets may also benefit from the 
innovation box facility as described above.

Innovation credit

This programme was set up by the Ministry of Economic Affairs, Agriculture and Innovation 
to offer support to innovative companies in the SME sectors. It entails an interest-bearing 
loan for up to 45 per cent of the technical development costs of a new product, with a 
maximum of €10 million. If the project fails or is aborted for commercial reasons, the loan 
may be released. If the project succeeds, the loan, plus interest, must be repaid within six 
years.

VAT

Besides CIT considerations, the VAT qualification of fintech services may have a significant 
impact on the feasibility of the business models and of fintech companies. 

A characteristic feature of fintech services is that they have financial features as well as 
technical features. Under the EU VAT rules, certain financial services are exempt from VAT, 
whereas technical services are generally subject to VAT (21 per cent in the Netherlands).

If a service qualifies as VAT exempt, the service supplier does not need to charge VAT 
to its customer. However, the disadvantage of being a VAT-exempt business is that such 
businesses generally cannot recover VAT on costs that they incur (e.g., IT or marketing costs). 
Such VAT will, in principle, constitute a cost. On the other hand, if a business makes VAT 
taxable supplies, such a business can generally recover VAT on costs that it incurs.
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It is therefore important to carefully analyse the nature of a specific fintech service 
in order to assess whether that service qualifies as a VAT-exempt financial service or a 
VAT-taxable technical service. Although VAT rules are in principle harmonised within the 
EU, tax authorities and courts in various Member States interpret these rules in their own 
way. In practice, we see that the Netherlands has a relatively narrow interpretation of the 
scope of financial VAT exemptions when compared to other EU Member States. In that light, 
fintech companies may benefit from VAT recovery in the Netherlands, whereas such VAT 
may constitute a cost in other EU Member States. 

II REGULATION

i Licensing and marketing

Financial supervision in the Netherlands is based on a ‘twin peaks’ model of supervision. 
The first peak is formed by prudential supervision consisting of supervising the liquidity 
and solidity of financial companies. This supervision is exercised by DNB. DNB carries out 
its supervision of banks as an ancillary to the European Central Bank (ECB). The second 
peak is formed by behavioural conduct and market conduct supervision. This supervision 
is exercised by the AFM. DNB and the AFM are also responsible for issuing licences for all 
financial undertakings with the exception of banking licences, which are issued by the ECB. 

Lacking a harmonised legal framework in the European Union; the biggest challenge 
currently is trying to fit fintech ventures in the existing regulatory framework designed for 
more traditional financial services. Dutch regulatory law does not provide for a specific fintech 
licence. The dominant fintech niches in the Netherlands ecosystem are payment services, 
crowdfunding, insurance technology, blockchain and cryptocurrencies. Fintech ventures 
active in such niches may be confronted with a variety of licensing requirements and other 
regulatory obligations. Digital advisory companies that do not provide advice on regulated 
financial instruments, services or products are outside the scope of financial regulation. 

There are a number of European directives and regulations to which fintech ventures 
are or could be subject: 
a the Prospectus Regulation ((EU) 2017/1129) impacts how companies raise funds; 
b the UCITS Directives (2014/91/EU) and Alternative Investment Fund Managers 

Directive (AIFMD) (2011/61/EU) impact how asset managers are regulated; 
c the Credit Requirements Regulation (CRR) ((EU) 575/2013) and Credit Requirements 

Directive IV (CRD IC) (2013/36/EU) impact the manner in which funds are held and 
how banking services are provided; 

d the Electronic Money Directive (2009/110/EC) impacts companies that issue electronic 
money (e-money);

e the Payment Services Directive 2 (PSD 2) ((EU) 2015/2366) impacts how payment 
services are provided; 

f the Insurance Distribution Directive (IDD) ((EU) 2016/96) impacts the position of 
insurance intermediaries; and 

g the Markets in Financial Instruments Regulation (MiFIR) ((EU) 600/2014) and 
the Markets in Financial Instruments Directive II (MiFID II) (2014/65/EU) impact 
companies that offer investment services or perform investment activities. 
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In addition to the above-mentioned European directives and regulations, fintech companies 
are subject to financial regulation that is national in origin, such as financial regulations in 
respect of consumer credit.

ii Marketing of fintech services and products

Marketing of fintech services and products is possible. However, fintech ventures offering 
regulated services or products on a cross-border basis should assess whether they are offering 
such services or products on a reverse solicitation basis in order to avoid triggering licensing 
requirements (see Section II.iv). Furthermore, if the relevant fintech services and products 
involve regulated financial services and products, requirements on marketing of those services 
and products may apply. 

For example, fintech ventures that offer investment services or perform investment 
activities fall under the MiFIR or MiFID II framework for investment firms, which includes 
specific requirements for marketing communications. The general requirement imposed by 
MiFID II is that all communication with clients must be done in a manner that is ‘fair, 
clear and not misleading’. This general requirement is further specified to require investment 
firms, inter alia, to include specific information in financial promotion, marketing material 
and product collateral such as risk warnings and forward-looking statements and to draw 
up marketing materials in a language and formatting to ensure that the information is likely 
to be understood by the average member of the group to whom the marketing material is 
directed. 

iii Credit information services

When the provision of credit to consumers is involved, fintech ventures that offer credit 
information services may be subject to licensing requirements in the Netherlands as financial 
service provider for ‘acting as intermediaries’ with respect to the provision of consumer credit. 
The definition of ‘acting as intermediary’ is very broad and covers two activities: activities 
aimed at the conclusion of a consumer credit contract as intermediary between the offeror 
and the consumer, and activities relating to servicing of a consumer credit contract. The first 
leg of the definition is interpreted very broadly by the AFM, which has published guidelines 
on when companies are considered to be acting as intermediaries in that manner. The AFM 
holds the view that when an intermediary ‘merely’ receives or passes on information relating 
to the consumer to the offeror that is more than the consumer’s name, address, telephone 
number and email address, such intermediary is acting as an intermediary and thereby 
performing a regulated financial service and must be licensed as a financial service provider. 

iv Cross-border issues

Dutch licensing requirements generally apply to all firms that offer regulated services or 
perform regulated acts ‘in or from the Netherlands’. Offering services ‘in’ the Netherlands also 
includes offering online services in a different EU Member State through a Dutch company 
or through a Dutch branch of a company that has its registered seat in a non-EU Member 
State. Most licensed EU firms can offer their services in the Netherlands, either cross-border 
or by establishing a branch without triggering additional licence requirements on the basis 
of a ‘European passport’. However, firms are required to notify the regulator in their home 
Member State of their intention to open a branch or to offer their service cross-border in a 
different Member State. 
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Third-country firms seeking to offer regulated services or products in the Netherlands 
will generally be subject to licensing requirements. However, some specific exemptions 
may apply, such as the exemption for licensing requirements for investment firms from 
Switzerland, Australia and the United States that are already regulated in their home country. 

Where services are provided to Dutch clients on a cross-border basis it can be difficult 
to assess whether these services are being provided ‘in the Netherlands’. As a rule of thumb, 
where Dutch clients are actively solicited by the foreign institution, that foreign institution 
will be subject to Dutch financial regulations. However, if an undertaking enters into a 
business relationship with a Dutch client as a result of reverse solicitation, this generally will 
not trigger any Dutch licensing or authorisation requirements. Reverse solicitation refers to 
the situation where a client decides to approach a foreign undertaking of its own volition, 
without having been approached by that particular undertaking.

The Dutch regulators have issued little guidance with regard to the exact scope of 
the reverse solicitation exemption. In general it is clear though that the scope of the reverse 
solicitation exemption must be interpreted quite narrowly. Based on case law and the limited 
guidance available, there are a number of factors that will help to determine whether a foreign 
financial undertaking has actively marketed its services to Dutch clients. These include:
a not using disclaimers or selling restrictions (if applicable), or poorly enforcing them;
b making use of media for promotional purposes that include the Netherlands in their 

coverage area;
c using the Dutch language on a website or in promotional or informational materials; 
d having Dutch customers referred to by a dedicated intermediary; 
e providing information on Dutch tax regimes;
f directly addressing potential customers based in the Netherlands (for example, via 

email); and
g referencing or providing information on Dutch law.

v Exchange control regulations

Under Dutch law there are no formal exchange control regulations. Please note, however, that 
DNB may require any Netherlands-resident company to comply with certain notification 
and registration requirements of DNB in connection with payments to be made or received 
by companies to or from non-residents of the Netherlands in accordance with the Reporting 
Instructions Balance of Payments Reports 2003 issued by DNB pursuant to the External 
Financial Relations Act 1994. Any Dutch-resident company will have to notify DNB if it 
falls within the scope of the External Financial Relations Act 1994. Such notification to DNB 
may result in a request from DNB to that company to comply with requirements to provide 
DNB with financial data on a regular basis that is used by DNB to comprise the national 
balance of payments. 

III DIGITAL IDENTITY AND ONBOARDING

A digital identity infrastructure for private parties is not available in the Netherlands as 
yet, but this is being worked on. The Netherlands government has created an electronic 
ID infrastructure for electronic communications between the government and citizen, the 
DigiD service. This service is being replaced with the eID system, which will also become 
available for use by private parties. The roll-out of eID is planned to take place in 2019. The 
tender for the technical authentication means use by private parties is planned for 2018.
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i Digitised onboarding of clients

From a financial regulatory perspective, regulated financial undertakings should take the 
digitisation of the onboarding process into account when assessing anti-money laundering 
and terrorist financing risks. Pursuant to Dutch implementation of the EU’s Anti-Money 
Laundering Directives ((EU) 2015/849), regulated financial service providers are required to 
carry out risk-based client due diligence and to monitor and report suspicious transactions 
to the Dutch Financial Intelligence Unit. It is typical for clients to be identified through 
digital means (e.g., Skype). It must be noted that DNB and the AFM consider it a principle 
of proper client due diligence to identify customers in person. In fact, not being able to 
perform an identification in person is considered a potential ‘red flag’, which should trigger 
enhanced client due diligence procedures. However, one of the key principles of the Dutch 
legal anti-money laundering framework is that the institutions subject to it have a great 
deal of freedom in determining their client due diligence policies. It remains to be seen, 
therefore, if the Dutch regulators will reject customer identification through digital means 
if such process is part of an adequate and appropriate risk-based client due diligence policy.

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

There are two types of regulated collective investment schemes under Dutch law: 
(1) undertakings for the collective investment in securities (UCITS), and (2) alternative 
investment funds (AIF). UCITS are regulated pursuant to the EU’s UCITS Directives, whereas 
AIFs are regulated pursuant to the AIFMD. The main feature of the regulatory framework 
for UCITS and AIFs is that the manager of the assets or offers rights of participation in the 
UCITS or AIF to investors is subject to licensing requirements. Note that managing the assets 
of funds that do not qualify as a UCITS or AIF may still trigger licence requirements since 
asset management is a regulated investment service under MiFID II.

i Crowdfunding

Crowdfunding often involves attracting or obtaining the disposal of funds from investors 
to online crowdfunding platforms that act as an intermediary between the investors and 
the company. These platforms are usually managed by an operator. Crowdfunding can 
take a number of forms depending on the purpose of the investments. With reward-based 
crowdfunding the company is targeting a certain amount of capital to raise. In return for the 
funds, the company offers a non-financial incentive to participate – the reward. Loan-based 
crowdfunding involves lending money to companies who in return pay the investors interest. 
Equity crowdfunding offers investors securities in private companies. 

Faced by a lack of uniform rules – or a uniform consensus on the applicability of 
the aforementioned directives – Member States themselves regulate equity crowdfunding in 
different ways. 

DNB and the AFM have published extensive interpretations on crowdfunding, 
including the applicability of certain regulatory provisions. For example, when – as might 
be the case with equity crowdfunding – investments are made in transferable securities, 
the platform must apply for a licence as an investment firm since this is considered ‘order 
referral’. However, other countries have set different requirements. In the United Kingdom 
equity crowdfunding platforms must be registered. In France the platform managers must 
obtain a crowdfunding investment adviser licence, subject to stringent tests. 
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Another dilemma is posed by the AIFMD. ESMA has stated that the AIFMD could 
be applicable to an equity crowdfunding platform when it manages a non-UCITS collective 
investment undertaking that raises capital from a number of investors with a view to investing 
it in accordance with a defined investment policy. Such asset management companies require 
an AIFMD licence from the AFM. 

AIFMD itself says that holding companies established by platforms for the purpose of 
grouping together investors’ holdings are excluded from its applicability. These requirements 
are complex, even for traditional investment funds, let alone for equity crowdfunders. Once 
it has been established that the platform is subject to the AIFMD, the question remains 
whether or not a those parts of the platform that meet the criteria for an AIF are subject to 
the same capital requirements as traditional AIFs. Additionally it is not clear whether the 
crowdfunding platform managers are also subject to suitability requirements, like AIFMs. 

The legal uncertainty as to the applicability of these requirements, and the substantial 
compliance costs if they are, leads to structures outside the EU regulatory framework. 

Even in areas where the applicability of regulatory rules is currently more or less 
clear, fintech companies will have to consider certain business choices that are not faced by 
traditional financial companies. 

ii Payment services

Providing payment services is a regulated activity in the Netherlands pursuant to PSD II. 
Interestingly, for fintech companies involved in the payment services industry, regulation 
is more crystallised as a result of PSD II. PSD II allows for third parties to have ‘access to 
accounts’ (XS2A), making it possible for account aggregation servicers, as third parties, to 
gather financial information from their clients bank account and present it to them in a 
single overlay. Such services are introduced in PSD II as a new regulated payment services. 
Furthermore, with respect to such XS2A services, PSD II now states that the institutions 
where the accounts are held are obligated to provide account aggregation servicers with 
such access. This was not possible under PSD I as PSD I did not require that such access 
was granted. However, because these account aggregation servicers are providing regulated 
payment services under PSD II, they have to be authorised as payment institutions. This is 
something to be considered by fintech ventures engaged in account aggregation services.

iii Lending

Commercial lending activities are not regulated activities under in the Netherlands 
(except for consumer lending or residential mortgage lending). If an entity lends money 
to consumers, licensing requirements will be triggered. Therefore, if a lender’s activities are 
limited to commercial finance (and not consumer lending or residential mortgage lending), 
then there are no local authorisation requirements. However, if the lender were to accept 
deposits, offer investment services or perform investment activities in the Netherlands, then 
specific authorisation from the AFM or DNB may apply.

In addition to the prohibition to be active as a bank without a licence, Dutch law 
provides a general prohibition to anyone that attracts, obtains or has the disposal of repayable 
funds beyond a restricted circle in the Netherlands in the pursuit of a business from parties 
other than professional market parties. On application, DNB may, whether or not for a fixed 
period, grant a dispensation from the prohibition if the applicant demonstrates that the 
interests that prudential rules seek to protect are sufficiently protected in other ways.
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iv Trading loans on secondary markets

Loans and financings are actively traded on secondary markets in the Netherlands. The 
assignment of a claim under Dutch civil law requires a valid title, an act of transfer, and the 
transferor must have the power to dispose of the claim. The act of transfer can take the form 
of a deed of transfer followed by notification of the transfer to the borrower. The transfer of 
a claim can also be effected without notification to the borrower whereby the act of transfer 
takes the form of a notarial deed or a private deed that is registered with the Dutch tax 
authorities (which is the most common way of assigning claims in the Netherlands on the 
secondary market).

Please note that a number of regulatory aspects should be considered, such as possible 
licence requirements, the prohibition to attract repayable funds, prospectus requirements, 
and investor information requirements. For example, Dutch law provides that any entity that 
only obtains the disposal of a consumer loan granted by another entity (for example through 
purchase on the secondary market) will be considered as an offeror of such consumer loan 
and accordingly is required to have a licence as financial service provider. However, Dutch 
law provides an exemption for such entities that have disposal of such consumer loans of they 
have concluded a servicing agreement with a licensed entity that will service the consumer 
loan. 

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICO)

Cryptocurrencies are not regulated in the Netherlands and fall outside of the supervision of 
the AFM and DNB. The primary reason for this is that the AFM and DNB do not consider 
cryptocurrencies a form of money or currency. The qualification of tokens is less clear under 
Dutch law. The AFM has noted that most types of tokens are structured in such a way as 
to fall outside the scope of Dutch regulatory law because they are mostly structured as a 
right to receive a service from an offeror in the future against current payment of a price. 
The AFM has indicated that whether a token qualifies as a security should be determined 
on a case-by-case basis by establishing whether the characteristics of the token are the same 
as or similar to ordinary transferable securities. In this respect, attention should be given to 
whether the token should be seen as a transferrable value instrument, debt instrument or 
share. Furthermore, if the token can be converted into a transferrable value instrument, debt 
instrument or share, or if the token may be settled in cash whereby the cash payout depends 
on an index, the token may be considered a security. 

i Money laundering rules

The Dutch anti-money laundering framework only applies to entities engaged in certain 
specified regulated activities. In principle, therefore, entities involved in cryptocurrencies and 
tokens should not be subject to anti-money laundering provisions. Please note, however, 
that where tokens qualify as transferrable securities as set out above, and by virtue of that 
may trigger licensing requirements, such entities will be required to comply with anti-money 
laundering provisions. We note that the criminal law provisions against money laundering 
apply to anyone, the above notwithstanding. 
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VI OTHER NEW BUSINESS MODELS

i Third-party websites comparing products

The AFM has published guidance on the regulatory qualification of comparison sites, and in 
particular on whether such websites are acting as intermediaries (see Section II.iii). It should 
be noted that this only applies to comparison websites that compare regulated financial 
services or products. A comparison website that compares consumer goods (such as cars, 
electronic devices, etc.) is not acting as intermediary. 

Pursuant to the guidance from the AFM, a third-party comparison site is acting as 
intermediary when (1) it asks information from the customer, other than name, address, 
phone number and email, and uses such information to make the comparison, and (2) has 
concluded an agreement with the offeror of the regulated product or services the purpose of 
which is to bring the customer into contact with the offeror. In situations where there is no 
agreement between the offeror and the intermediary, then the receipt of fees by the offeror to 
the intermediary could be seen as evidence of an agreement.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

i Intellectual property protection 

Computer software may be protected under the Netherlands Copyright Act, provided it 
satisfies the originality requirement. The courts in the Netherlands directly apply the doctrine 
of the European Court of Justice in respect of copyrights to software products. No formalities 
are required to obtain copyright protection for computer software and its graphical user 
interface; the first is protected under the Software Directive (2009/24/EC), while the second 
is protected under common copyright law. The rights in a software product will vest in the 
programmer or the employer of the programmer, if the product was created in the course of 
its regular employment.

A proprietor of a fintech software product may have, and be able to enforce its 
copyrights if (parts of ) the source code or the particular behaviour of the software qualify as 
one’s ‘own intellectual creation’, as set forth in the Infopaq decision of the European Court of 
Justice on 16 July 2009.

The possibility of protecting software by means of a patent is still under discussion, 
even at the European level. There is little case law in the Netherlands on patent protection 
for computer software. Although software ‘as such’ is not eligible for patenting, patents 
have been granted for inventions that comprise software implemented in hardware. Fintech 
innovations, especially when consisting of a combination of hardware and software, may 
hence be eligible for patent protection.

ii Data protection 

One of the most common elements of fintech products and services is that they are based 
on the processing and exchange of the users’ data. Generally transaction data, bank account 
details and other financial data qualify as ‘personal data’ within the meaning of the Netherlands 
Personal Data Protection Act (PDPA) and the General Data Protection Regulation (GDPR) 
that will supersede the PDPA as per 25 May 2018.  
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iii Scope and key principles.

The GDPR is applicable to any type of automated personal data processing. This is a broad 
concept and includes the collection, processing, storage and deletion of personal data. 

Personal data is defined as any information that relates to a directly or indirectly 
identifiable natural person. This also includes, for example, information relating to an 
individual in its capacity as representative or owner of a company. Data regarding a legal 
entity of a person that is deceased does not fall under the scope of the definition of personal 
data. 

The obligations under the GDPR mainly concern the legitimacy of data processing and 
transparency. As an illustration, any data processing operation must be based on a statutory 
data processing ground and must be proportionate to its aim. In addition, data subjects 
(meaning the individuals to which personal data relates) must be informed on the data 
processing activities carried out.

iv Data transfer outside the EEA

In addition, specific requirements apply to the transfer of personal data outside the EEA. 
Such transfer (data export) includes situations where the data is made accessible to recipients 
or viewers from outside the EEA. Data export is only permitted on limited grounds, which 
include explicit consent of the data subject, the use of EC-approved, standard contractual 
clauses and approved binding corporate rules. This is a particular challenge for fintech 
providers, as often these make use of cloud technology and as they are also inclined to roll 
out their services internationally.

v Consent and other processing grounds

Under the GDPR, the requirements for obtaining consent have become stricter than under 
the old regime. The fintech provider has to ensure that it informs the data subject of all 
relevant aspects of the data processing and that the consent can be withdrawn at any time. 
It must also demonstrate that (and how) the data subject expressed its free will to consent to 
the data processing. The fintech provider cannot ‘force’ the data subject to give its consent by 
making it conditional to providing the service at hand. 

vi Profiling

Aside from that, the GDPR contains specific restrictions on profiling. The definition of 
profiling is quite broad and most of the data analytics operations are within the scope of this 
definition. Personal data can be used for business intelligence purposes, but only if the data 
controller (i.e., the organisation that is processing the data or instructs others to do so on its 
behalf ) can demonstrate that this processing is compliant with the GDPR. To this end it will 
typically have the choice between (1) seeking specific consent) or (2) demonstrate that the 
processing of such data (that was collected for other purposes) is ‘compatible’. In the latter 
event, it will have to perform a multi-factor ‘compatibility assessment’ to demonstrate that 
the profiling is appropriate, given the nature of the data, the impact on the data subjects’ 
privacy rights and the safeguards put in place to protect such privacy rights.

Data subjects must at all times be given the opportunity to object to their data being 
used for profiling purposes.
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vii Automated decision making

The next level of profiling and data analytics is automating work flows and service delivery. 
In this field many fintech companies develop new services and (software) products. Here, 
another GDPR requirement comes into play. If decisions are based solely on (1) ‘automated 
processing, including profiling, which produces legal effects concerning’ or (2) ‘similarly 
significantly affects’ the individual concerned, this is considered ‘automated decision 
making’. Automated decision making is heavily regulated. In the banking sector there is 
still discussion around the question of whether prior consent is required across the board or 
whether scenarios exist in which this technology can be deployed on an opt-out basis, and on 
the condition that the compatibility assessment reveals that the associated data processing is 
compatible. Fintech companies should hence be aware that they would need to build in any 
automated decision making logic that specific, additional consent is sought prior to running 
the relevant process, or seek specialist counsel before trying alternative approaches to address 
the GDPR restrictions to automated decision making.

viii Data breach notification

Controllers will have to report data breaches to the relevant supervisory authority without 
undue delay and, where feasible, within 72 hours of becoming aware of the breach (unless 
the breach is unlikely to result in a risk for data subjects’ rights and freedoms). A proper 
justification must accompany the notification if it is not made within 72 hours. Affected data 
subjects must be notified of a breach without undue delay if the breach is likely to result in a 
high risk for their rights or freedoms.

A ‘personal data breach’ is defined as a breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data 
transmitted, stored or otherwise processed.

Organisations must notify data breaches to the Data Protection Authority without 
undue delay and, where feasible, not later than 72 hours after becoming aware of it; affected 
data subjects must be notified without undue delay. This means that affected individuals 
should be notified as soon as reasonably feasible and in line with any guidance provided 
by the notified DPA. The DPA also has the power to order controllers to communicate a 
personal data breach to data subjects.

Note that the above requirement does not apply to licensed financial services providers. 
These organisations will have to notify incidents (including data breach occurrences) to their 
financial services regulator and hence be exempted from the duty to notify the DPA. 

 
ix Enforcement

Failure to comply with data privacy laws can result in complaints, Data Protection Authority 
investigations and audits, Data Protection Authority orders, administrative fines, penalties or 
other sanctions, seizure of equipment or data, civil actions, criminal proceedings or private 
rights of action.

The GDPR will harmonise the tasks and powers of supervisory authorities and 
significantly increase fines. For major infringements (such as failure to comply with 
cross-border transfer rules or to obtain adequate consents), fines can be up to €20 million or, 
in the case of an undertaking, up to 4 per cent of the total worldwide annual turnover of the 
preceding financial year (whichever is higher).
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As a general rule, enforcement measures must be appropriate, necessary and proportionate 
having regard to each individual case. DPAs have less discretion about enforcement rules, 
but critically they retain discretion about the application of the provisions. The GDPR 
expressly states that as a general rule (in order to strengthen enforcement of the GDPR rules), 
penalties and administrative fines should be imposed for any infringement of the GDPR in 
addition to, or instead of, appropriate measures imposed by the SA. The exceptions are minor 
infringements and cases in which a fine would constitute a disproportionate burden on a 
natural person. In those cases, a reprimand may be issued instead of a fine. Therefore, the 
imposition of fines is likely to become the norm.

In the Netherlands, however, fines were not imposed very often and it is not clear 
whether the GDPR will bring a new trend in this regard. The PDPA typically first investigates 
and grants the data controller the option to remedy any issues found. If the data controller 
refuses or fails, the typical next step is a specific performance order, enforced by a penalty for 
each day the order is not complied with. 

As many breaches are not black and white in nature, one of the key instruments for 
data controllers to reduce their risks is to make sure their choices are well documented. If the 
DPA investigates a matter and finds that personal data is stored for too long, or is not really 
necessary, it will help a great deal if the data controller has a record to demonstrate that it did 
consider this, but came to a different conclusion. Without such historical file, the DPA will 
have an easier case arguing that the data controller did not (demonstrably) consider its data 
protection obligations and hence breached the PDPA.

VIII YEAR IN REVIEW

Over the past 18 months a number of European directives and regulations came into force 
that impact fintech ventures offering regulated services and products. The implementation of 
the directives into Dutch law has been somewhat lacking. The implementation of PSD II was 
supposed to be completed by 13 January 2018 but this deadline has not been met. Similarly, 
the implementation of the Fourth Anti-Money Laundering Directive has not happened. 
Perhaps the most important development was the implementation and entry into force of 
MiFIR and MiFID II on 3 January 2018 that impacts investment firms in an unprecedented 
way.

It is clear crowdfunding has caught the attention of the European and national 
regulator. On 30 October 2017, the European Commission published the Inception Impact 
Assessment in which the Commission outlines the biggest challenges ahead when it comes 
to crowdfunding and how these challenges can be overcome. Furthermore, Dutch Ministry 
of Finance consulted with market parties in October 2017 on ways in which the regulatory 
framework for loan-based platforms could be strengthened. 

The European Commission has also published the results from its public consultation 
titled: ‘Fintech: a more competitive and innovative European financial sector’. In this 
consultation, the Commission established three core principles to help the fintech sector evolve 
across the EU: (1) technology neutrality, to create a level playing field, (2) proportionality, to 
ensure that regulation is tailored to the size and scope of fintech ventures, and (3) integrity, 
to ensure transparency towards the consumer. 
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Another important development is that fintech was specifically mentioned in the 
coalition agreement 2017–2021. It is the government’s ambition to simplify the accession 
of fintech ventures to the financial markets through the introduction of a simplified licence 
regime (a fintech licence). Exactly how this fintech licence will take shape is not yet known. 

IX OUTLOOK AND CONCLUSIONS 

The legal and tax climate, in combination with non-aggressive regulatory enforcement 
practices and an innovative and competitive financial services sector, have proven a fruitful 
basis for the fintech sector in the Netherlands. As the industry has gained recognition for 
being a strategic growth area, the road to further expansion seems paved.

The agenda of the law maker in the Netherlands is dominated by projects involving 
the implementation of European regulatory instruments such as PSD 2, MiFIR and MiFID 
and the GDPR. This will not leave much room for preparing fundamental changes in the 
national laws that touch on fintech. Having said that, it is likely that more options will be 
created for fintech ventures to obtain a licence from the regulator. Until then, many new 
fintech activities will continue to be launched in the Netherlands and aggressive regulatory 
interventions are not likely to take place in respect of bona fide market parties.
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Chapter 10

PORTUGAL

Tiago Correia Moreira, Helena Correia Mendonça and Conceição Gamito1

I OVERVIEW 

The regulatory treatment of fintech-related matters in Portugal greatly depends on the legal 
qualification of the different types of fintech companies or the products and services being 
offered.

The main legal and regulatory fintech concerns are those directed at payment services 
and e-money related activities, as well as at crowdfunding platforms. The two current major 
categories of fintech companies are payment services institutions and e-money issuers, both 
regulated under Decree-Law No. 317/2009, of 30 October, containing the Payment Services 
and E-Money Legal Framework (PSEMLF), which transposed Directive 2007/64/CE (PSDI) 
and Directive 2009/110/CE to the Portuguese legal framework. Crowdfunding platforms, 
on its turn, are regulated by Law No. 102/2015, of 24 August, and Law No. 3/2018 of 9 
February, as well as by Order No. 344/2015, of 12 October.

The Portuguese legislator’s and regulatory authorities’ approach to fintech has been 
somewhat neutral up until now, with few developments concerning regulation, aggravated 
by the fact that the transposition of the Payment Services Directive 2 (PSD2) is currently 
delayed. There is also no legal approach for testing financial technology under a sandbox 
regime as of now. This is also true from a tax perspective, where no specific Portuguese legal 
regime on tax incentives for fintech-related matters exists.

Notwithstanding this, the Bank of Portugal has been participating in fintech-related 
conferences and disclosing information coming out of such conferences in their website 
and the Portuguese Securities Market Commission (CMVM) has also recently created an 
informative page on their website to deal with fintech-related matters, such as ICOs and 
crowdfunding related matters, and has further approved Regulation 1/2016 on crowdfunding.

II REGULATION

i Licensing and marketing

The PSEMLF sets out the applicable rules and requirements for the incorporation and 
licensing of payment institutions and e-money issuers, both being subject to the Bank of 

1 Tiago Correia Moreira, Helena Correia Mendonça and Conceição Gamito are lawyers at Vieira de Almeida 
(VdA). The authors would like to thank António Andrade (a partner in the IP department), Maria de 
Lurdes Gonçalves (a senior associate in the privacy, data protection and cybersecurity department), Joana 
Branco Pires (a consultant in the tax department), José Miguel Carracho (an associate in the banking and 
finance department) and David Paula (an associate in the technology department).
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Portugal supervision. For that effect, certain mandatory legal documentation must be filed 
with the Bank of Portugal, including, inter alia, draft by-laws, business plan, share capital 
commitment, corporate structure and beneficial ownership, the managers’ identification 
and fit and proper documentation, as well as corporate governance and internal compliance 
models and procedures. Current minimum statutory share capital requirements applicable 
to payment institutions ranges from €20,000 to €125,000 and a minimum of €350,000 for 
e-money institutions.

All marketing and advertising carried out by these entities must abide by the general 
rules applicable to marketing and advertising by banks and other financial institutions. 
This means that, among other requirements, all marketing and advertisement products and 
materials must clearly identify the offering or advertising entity while also ensuring that 
the main features and conditions of the offered products or services are easily perceived by 
targeted consumers.

The PSEMLF provides for an extensive list of products and services which may only be 
offered or rendered by either payment or e-money institutions. In practice, considering the 
nature and business model of most fintech companies and the services they offer, this means 
that such entities can become qualified as payment institutions or e-money institutions, 
having thus to comply with its regulatory framework.

With regard to crowdfunding platforms, Portuguese law sets out the requirements 
and conditions for the corporate entities managing crowdfunding platforms, which are 
subject to the CMVM’s supervision when they are equity-based or loan-based. These 
entities are subject to prior registry and authorisation with the CMVM. The submission 
shall be accompanied by the relevant required documentation, which includes, inter alia, 
the corporate details, structure and beneficial ownership, managers’ identification and fit 
and proper documentation, business plan and model, indication about whether it should 
be considered a financial intermediary or an agent thereof, as well as evidence of compliance 
with the minimum financial requirements. Upon registration these minimum financial 
requirements must be either (1) a minimum share capital of €50,000, (2) an insurance policy 
covering a minimum of €1 million per claim, and a minimum of €1.5 million in aggregate 
claims per year, or (3) a combination of both (1) and (2) that ensures proper similar coverage.

ii Cross-border issues

Payment or e-money institutions based abroad may render their services in Portugal, subject 
to prior authorisation and registry with the Bank of Portugal. The applicable requirements 
and procedures may vary according to the origin state, as entities based in EU Member States 
may choose to render their services in Portugal either (1) through a branch incorporated in 
Portugal, (2) through authorised agents based in Portugal, or (3) under a free provision of 
services’ licence.

Should the applying entity be based in a third-country state, it shall incorporate a 
branch in Portugal.

In relation to crowdfunding platforms no cross-border regime is yet foreseen under 
Portuguese law; this lack of passporting regime requires foreign crowdfunding platforms to 
have their local registration with the CMVM, until such regime is legally provided for.
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III DIGITAL IDENTITY AND ONBOARDING

Portuguese citizens must have a citizenship card containing data relevant for their identification 
(such as full name, parentage, nationality, date of birth, gender, height, facial image and 
signature). This card also includes the civil identification number, the taxpayer number, the 
user number for health services and the social security number (Law No. 7/2007, which 
creates the citizenship card, as amended). The citizenship card proves the identity of its holder 
before any public and private authorities and entities, through two mechanisms: (1) by means 
of reading the visible elements of the card, together with the optical reading of a specific area 
of the card destined to such reading (its reading is, however, reserved, mainly, to entities or 
services of the state or public administration) and (2) by means of electronic authentication.

The citizenship card further allows its holder to unambiguously authenticate the 
authorship of electronic documents by means of an electronic signature. The card contains 
a chip where additional information is available, such as address and fingerprints – it is 
in this chip that the certificates for secure authentication and for the qualified electronic 
signature are available. Hence, the holder of a Portuguese citizenship card has two digital 
certificates: one for authentication and another for e-signature. Note, however, that while 
the authentication certificate is always activated when the card is delivered to its holder, 
the e-signature certificate is of optional activation, and such activation can only be done by 
citizens who are at least 16 years old. A citizen who wishes to use the certificates shall insert 
his or her PIN in the device requesting or permitting the use of such authentication (or 
signature) method.

Law No. 7/2007 expressly refers to Regulation 910/2014 on electronic identification 
and trust services for electronic transactions (eIDAS Regulation), indicating that the 
provisions therein established apply to the certificates. Portuguese law on the citizenship card 
thus already acknowledges the eIDAS Regulation. However, when it comes to trust services, 
especially e-signature, national law is yet to be fully adapted to the eIDAS Regulation. As of 
the time of writing, Decree-Law No. 290-D/99, as amended, continues to be the legislation 
containing the details on e-signature, and hence a new national legal framework is expected.

It is important to also note that the certificates of the citizenship card are subject to the 
legal and regulatory rules of the Portuguese State Electronic Certification System (approved 
by Decree-Law No. 116-A/2006). This system aims to guarantee the electronic security of 
the state and the strong digital authentication of electronic transactions among the services 
and bodies of the public administration, as well as between the state and the citizens and 
companies.

In addition, Law No. 37/2014, as amended, created the ‘digital mobile key’, which is 
an additional and voluntary means (1) of authentication in portals and sites of the public 
administration and (2) of qualified electronic signature in the terms indicated in the eIDAS 
Regulation. All citizens of 16 years old or more may require the association of their civil 
identification number to a mobile phone number or an email. Foreign citizens may also 
require such association, in this case with their passport number. The digital mobile key is 
a system for secure authentication comprising a permanent password and a numerical code 
issued for each use and generated by the system.

Financial service providers, including payment institutions and e-money institutions, 
may carry out fully digitised onboarding of clients, including, as of recently, by using 
videoconference procedures.

The Bank of Portugal’s Notice No. 5/2013 (as amended) allows financial institutions to 
make use of remote onboarding procedures while complying with the KYC requirements set 
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out under the applicable AML framework. The Bank of Portugal recently took a step further 
and has deemed it admissible, under Instruction No. 9/2017, that entities remotely carry 
out the identification confirmation under the prescribed legal KYC procedures by means of 
a videoconference.

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

Both payment services providers (either payment institutions or e-money institutions) and 
crowdfunding platforms – either equity or loan based – are subject to licensing and registry 
requirements with the Bank of Portugal and the CMVM, respectively.

Although still in a very preliminary phase, due to the applicable framework having 
entered into force recently, crowdfunding schemes are gaining some traction, mostly in the 
loan-related field. Further developments may arise in this field as the market develops and 
market players become more sophisticated, in which case movements towards securitisation 
of loan portfolios originating from such platforms may eventually begin to be noticed in the 
medium to long term.

Notwithstanding this, current securitisation law (Decree Law No. 453/99, as amended) 
defines which entities may qualify as originators of receivables for securitisation purposes and 
these are limited to the Portuguese state and other public legal persons, credit institutions, 
financial companies, insurance firms, pension funds and pension fund management 
companies. However, other legal persons that have their accounts legally certified by an 
auditor registered with the CMVM for the previous three years may also assign loans for 
securitisation purposes; this may open the door to crowdfunding entities. Due to the nature 
of the entities resorting to crowd-lending platforms for funding, as well as those managing 
such platforms, we envisage that such a movement towards securitisation may still take some 
time.

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICO)

Blockchain or distributed ledger technology is not subject to specific regulation in Portugal as 
a technology. Indeed, the focus of regulation brought by blockchain has pertained essentially 
to a specific sector: banking and finance, including cryptocurrencies and ICOs.

It so happens, however, that the approach in Portugal in this sector has been to exclude 
cryptocurrencies from the qualification of ‘legal currency’ and not issuing specific regulation 
dealing with them. Both the Bank of Portugal and the CMVM share this understanding.

The Bank of Portugal has, as far back as 2013,2 issued a clarification under which it 
considered that Bitcoin cannot be considered secure currency, given that its issuing is done 
by non-regulated and non-supervised entities. In addition, the users bear all the risks, as 
there is no fund for the protection of depositors or investors. This approach closely follows 
the position of the European Banking Authority (EBA). Note that specific regulation on 
cryptocurrencies is not expected soon: both the government and the Bank of Portugal have 
stated that they will not regulate cryptocurrencies and that the first step shall be taken by the 

2 Following a study by the European Central Bank on ‘Virtual Currency Schemes’, of October 2012. Note 
that the Bank of Portugal also reiterated, in 2014, that the use of virtual currency brings risks to consumers 
and, in 2015, advised banks to abstain from buying, detaining or selling virtual currencies (Circular Letter 
011/2015/DPG, of 10 March 2015).
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European Commission.3 Despite the lack of regulation and supervision, the Bank of Portugal 
has indicated that the use of cryptocurrencies is not forbidden or an illegal act. Hence, this 
entity is so far more focused on a preventive and educational approach by alerting the public 
to the risks of cryptocurrencies.

The CMVM has also issued an alert to investors in November 2017 on ICOs indicating 
that most ICOs are not regulated – in which case investors are unprotected due to the 
high volatility or lack of funds, the potential for fraud or money laundering, inadequate 
documentation (most ICOs have no prospectus but only a White Paper) and risk of loss of 
the invested capital. Still, the CMVM opened the door for them to be subject to regulation 
according to their specific circumstances. This approach closely follows the ESMA alert issued 
on ICOs in the same month and a statement of November 2017, which indicated that where 
coins or tokens qualify as financial instruments, it is likely that the firms therein involved 
pursue regulated investment activities such as placing, dealing in or advising on financial 
instruments or managing marketing collective investment schemes. Note that the CMVM 
also advised investors interested in financial products related to virtual currency to ask for 
complete information on the products and specifically on the risks to the financial brokers.

Considering the above, the usual distinction between the different types of tokens 
underlying the transactions may prove useful, especially between crypto tokens and security 
tokens.4 Should crypto tokens be used mainly as a means of payment, the approach taken 
by the Bank of Portugal and the EBA is the one to look at. Conversely, security tokens have 
more similarities to securities, and hence the approach of the CMVM/ESMA is the one to 
take note of.

Considering Portuguese securities law, security tokens do seem to be under the legal 
framework for securities provided the legal requirements are met. Although not specifically 
developing or advancing any criteria for certain ICOs to be subject to market offering rules, 
the CMVM laid down a general understanding of a case-by-case basis approach, meaning 
that tokens that present features similar to those of securities (or for that matter, ICOs that 
present features similar or analogous to public market offerings) may fall under securities laws 
and regulations, and thus comply with its respective obligations regarding public offerings, 
market information, regulatory submissions, among others. Notwithstanding, we have no 
knowledge of any ICO-related transaction or crypto assets offering that either fell under the 
securities law provisions, or that voluntarily submitted itself to the CMVM’s procedure for 
public offerings.

Despite a lack of regulatory clarity there are two main areas where there seems to be 
legal guidance.

3 But, according to the EU Fintech Action Plan published on 8 March 2018, the Commission stated that ‘the case 
for broad legislative or regulatory action or reform at EU level’ on fintech issues is ‘limited’. Despite this assertion, 
the Commission is set to assess ‘the extent to which the legal framework for financial services is technology neutral 
and able to accommodate FinTech innovation, or whether it needs to be adapted to this end’. It further clarified, 
with relation to crowdfunding, that ‘The EU framework proposed in this Action Plan will offer a comprehensive 
European passporting regime for those market players who decide to operate as European crowdfunding service 
providers.

4 There are other classifications, such as asset tokens, utility tokens and equity tokens. For simplicity, 
however, we limit out analysis to the ones indicated in the text.
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The first relates to money laundering, given that the recent proposal for amending the 
AML Directive (Directive 2015/849)5 extends its scope of application to virtual currencies 
(i.e., to exchange services between virtual currencies and fiat currencies) and to wallet 
providers offering custodial services of credentials necessary to access virtual currencies. 
Notwithstanding the proposed amendment to the European AML framework, note that 
the Bank of Portugal clarified that financial institutions are under the obligation to control 
transfers of funds coming from and going to platforms of negotiation of cryptocurrencies 
under AML provisions. In this respect, it has been widely reported that one of the major banks 
in Portugal has recently blocked any transfers having these types of entities as beneficiaries.

The second one relates to tax. The Court of Justice of the European Union (CJEU)6 
already addressed the question of whether transactions, such as the exchange of Bitcoin or 
another cryptocurrency for traditional currency, and vice versa, in return for payment of a 
sum equal to the difference between the price paid by the operator to purchase Bitcoin and 
the price at which he or she sells that same Bitcoin to his or her clients, qualified as a supply 
of services for consideration for VAT purposes and, if so, whether such supply would be 
considered exempt from VAT.

The CJEU decided that the exchange of Bitcoin for traditional currency qualifies as a 
supply of services for VAT purposes. As to the question of whether these transactions should 
be regarded as exempt supplies, the CJEU pointed out that Bitcoin, being a contractual 
means of payment, cannot be regarded as a current account or a deposit account, a payment 
or a transfer. Moreover, unlike a debt, cheques and other negotiable instruments referred to 
in Article 135(1)(d) of the VAT Directive, Bitcoin is a direct means of payment between the 
operators that accept it. Therefore, the CJEU ruled that transactions, such as exchange of 
cryptocurrency for traditional currency, and vice versa, should be exempt from VAT under 
the provision of Article 135(1)(e) of the VAT Directive. As the question submitted to the 
Court concerned only the exchange of cryptocurrency for legal tender currency, the CJEU 
did not expressly address the subject of whether the exchange of, e.g., Bitcoin for a different 
cryptocurrency should also be regarded for VAT purposes as an exempt supply of services 
under Article 135(1)(e) of the VAT Directive. However, in our view, the same reasoning 
applies and the answer should therefore be the same.

The CJEU’s judgments are directly effective in all Member States and, therefore, the tax 
authorities in all Member States must abide by them. With this judgment, Bitcoin exchangers, 
start-ups and users finally know where they stand from a VAT perspective. Buying, selling, 
sending, receiving, accepting and spending Bitcoin will not be taxed, which allows economic 
agents to deal with Bitcoin as they would with legal tender currency or other types of money. 

More recently, the Portuguese Tax Authority (PTA) issued binding rulings7 under 
which it stated that any gains derived from Bitcoin trading should not be considered income 
for personal income tax (PIT) purposes to the extent such activity does not constitute a 
business or professional activity. Indeed, the PTA concluded that gains derived from the sale 

5 Proposal for a Directive of the European Parliament and of the Council amending Directive (EU) 
2015/849 on the prevention of the use of the financial system for the purposes of money laundering or 
terrorist financing and amending Directive 2009/101/EC.

6 CJEU’s case law C-264/14, from 22 October 2015 (Skatteverket v. David Hedqvist).
7 Binding ruling 5717/2015, from 27 December 2016. After conclusion of this article, the PTA issued a new 

binding ruling (Binding Ruling 12904, from 15 February 2018) regarding the VAT treatment of cryptocurrencies, 
such as Bitcoin. Pursuant to the PTA, the exchange of cryptocurrencies for traditional currency is exempt from 
VAT as long as these cryptocurrencies are considered by the parties as a contractual means of payment.
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of Bitcoin would not fall under the concept of capital gains or investment income as defined 
by the Portuguese PIT Code and, consequently, those gains are not covered by the taxable 
base of the Portuguese PIT.

VI OTHER NEW BUSINESS MODELS

There has recently been a substantial dynamic in the Portuguese fintech market, with the 
entering of new players and stakeholders offering new types of services and products. As an 
example, last year saw the market entry of fintech companies offering solutions to export and 
import finance and to exchange currency through innovative services, as well as crowdfunding 
platforms aimed at specific markets and business – such as the crowdfunding of real estate 
developments. This movement hints at the growing market that the transposition of the 
PSD2 shall further accelerate.

However, in the meantime, new fintech companies offering innovative services may 
struggle with the burdensome procedures imposed by applicable laws and regulations 
mentioned above (including the licence and registration or AML-related issues).

Despite the above, services resorting to smart contracts do seem to have some legal 
comfort. Indeed, from 2007 onwards Portugal has had a specific provision dealing with 
contracts executed by means of computers without human intervention in its E-Commerce 
Law (Decree-Law No. 7/2004). This provision applies contract law to these types of contracts 
and further applies to programming errors, malfunctions and distorted messages the legal 
regime on mistake. Though self-executing or smart contracts are a step further from contracts 
concluded without human intervention, it seems that they are permitted under Portuguese 
law – and, what is more, the above provision may be applicable to them. Indeed, there is a 
general principle in Portuguese law that, unless otherwise provided, contracts are not subject 
to a specific form. Note, however, that no specific legal framework exists on smart contracts.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

Protection of fintech technology can take place by several means. The protection of software 
seems to be the most relevant, as fintech technology usually translates into computer systems 
and applications. Software is protected in Portugal as copyright (Decree-Law No. 252/94, 
which transposed Directive No. 91/250/CEE, later repealed by Directive No. 2009/24/
CE, on computer programs, as amended). Copyright on the computer program belongs 
to the employer if the software is created by an employee in the execution of his duties or 
following the instructions given by the employer. Copyright does not require registry to exist, 
but this can be done in the General-Inspection for Cultural Activities (IGAC). Software 
can also be protected by patent in the cases where it meets the criteria to be considered a 
computer implemented invention, which is an invention whose implementation involves 
the use of a computer, computer network or other programmable apparatus. In addition, 
computer-implemented business models can also be patented, to the extent that they 
are claimed as a technical solution for a technical problem (e.g., automating a response 
considering the data collected) and involving technical considerations (e.g., the reading of the 
database). Otherwise, business models are not patentable. All in all, a case-by-case analysis is 
necessary to determine if protection by patent is feasible.

Technology developed in the context of a fintech business can also be protected as trade 
secret. Trade secrecy protects against any act of a competitor that discloses, uses or acquires, 
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without consent, information that is secret, has commercial value due to that fact and has 
been subject to considerable steps to keep it secret. Note that current Portuguese provisions 
on trade secrecy are contained in the Industrial Property Code (approved by Decree-Law 
No. 36/2003, as amended), which is set to be reviewed to transpose, inter alia, Directive No. 
2016/943 of 8 June 2016 on trade secrets. This revision of the Industrial Property Code, 
including the transposition of the mentioned Directive, is expected to be approved during 
2018. The Directive brings substantial changes to the trade secrecy regime, notably on the 
protection criteria and the enforcement. Essentially, the enforcement of trade secrets will be 
much clearer and more effective, thus opening new practical opportunities for the holders of 
trade secrets to enforce them against infringers. 

Note that a computer platform usually also comprises a set of data, as well as visual 
interfaces. The data may also be protected as a database if the requirements set in law 
(Decree-Law No. 122/2000, which transposed Directive No. 96/9/CE, as amended, on the 
protection of databases) are met. Interfaces can further be protected by copyright under the 
Copyright Code (approved by Decree-Law No. 63/85, as amended) in their look and feel, 
screen display and individual visual elements, if they all meet the criteria to be protected 
(mainly, are ‘creative’). Copyright protection, in this case, belongs to the employer or the 
person that orders the creation, if so established or if the name of the creator is not referred 
to in the work. In this case, the creator may require a special compensation if the creation 
exceeds the performance of the task or when the creation is used or brings benefits not 
included or foreseen in the creator’s remuneration.

Fintech businesses collect, control and process vast amounts of personal data (including 
know-your-customer data) and, as a result, they are subject to data privacy rules.

These rules are, from 25 May 2018, the ones provided in the General Data Protection 
Regulation (GDPR) (EU Regulation No. 2016/679, of 27 April). The GDPR applies not 
only to Fintech companies established in the EU but also to companies established outside 
the EU, in case they have European customers.

In general, the processing of personal data requires customer’s consent. Note that 
pre-ticked opt-in or opt-out boxes will no longer be allowed, since consent must be expressed 
through a statement or by a clear affirmative action. The GDPR places onerous accountability 
obligations on data controllers to evidence compliance, which constitutes a major paradigm 
shift in the data protection regime. This includes, among others, conduct data protection 
impact assessments for more risky processing operations, and implement data protection by 
design and by default.

These general data protection rules are complemented by bank secrecy and AML rules, 
which fintech companies will have to observe when providing services to their clients.

Bank secrecy rules determine that disclosure of clients’ personal data protected by bank 
secrecy (including cross-border transfers) is permitted only with prior customer consent or if 
the processing is necessary to obtain one of the following:
a compliance with a legal obligation to which the data controller is subject;
b the pursuit of the legitimate interests of the data controller or the third party or parties 

to whom the data is disclosed, except where such interests are overridden by the interests 
of the data subject; or

c the performance of a task carried out in the public interest.

In the past, the Portuguese Data Protection Authority had already ruled in a specific case that 
all personal data processed by a bank is subject to bank secrecy.
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In the case of processing clients’ data for the purposes of anti-money laundering 
reporting, the disclosure of specific relevant personal data is based upon the fulfilment of a 
legal obligation, and there is no need to obtain data subject consent.

Another important aspect of data processing in the context of fintech business is the 
definition of clients’ profiles and business segmentation, as well as automated decision-making 
based on profiling. Automated decisions that produce effects concerning the data subject or 
that significantly affects him or her and are based solely on the automated processing of data 
intended to evaluate certain personal aspects relating to him, are not permitted. 

The GDPR has introduced new provisions to address the risks arising from profiling 
and automated decision-making. Mainly, under the GDPR, one may only carry out this type 
of decision-making where the decision is either necessary for the entry into or performance 
of a contract or authorised by the EU or Member State law applicable to the controller, 
or, finally, based on the individual’s explicit consent. Where one of these grounds applies, 
additional safeguards must be introduced, as well as disclosure of specific information 
about automated individual decision-making, including profiling. Lastly, note that there are 
additional restrictions on using a special category of data for such data processing.

Without prejudice to the above, it is important to note that Portuguese legislation 
implementing or consolidating the GDPR is currently in preparation and may bring some 
additional adjustments or restrictions to the rules set out in the GDPR.

In light of the above, privacy and data protection issues in the financial services sector 
are not ‘new’, but current concerns may be exacerbated by stricter regulations – the GDPR 
– and by new business models in which data from external sources may be used for purposes 
that might not have been anticipated by the clients or consumers at the time the information 
was provided.

VIII YEAR IN REVIEW

Fintech-specific regulation has seen some developments during the past 18 months, 
notwithstanding the still-pending transposition of the PSD2 into the Portuguese legal 
framework. As previously mentioned, the Bank of Portugal’s regulation of a remote onboarding 
procedure paves the way for a more dynamic approach to potential fintech customers and the 
surging of new market players. However, market data shows that this possibility of using a 
videoconference as a way of complying with KYC obligations is mostly being used by banks 
due to the technical and financial demands that such procedure implies under the applicable 
regulation.

The entry into force of the crowdfunding platforms framework has also provided a 
boost for the fintech market, with new platforms beginning to appear and new companies 
working to obtain the corresponding licence.

Furthermore, the transposition of the Fourth Amendment to the AML Directive, 
although still lacking further regulation by the Bank of Portugal, is also a landmark on 
what could be further expected from fintech companies trying to market their products and 
services to consumers while complying with AML obligations.

IX OUTLOOK AND CONCLUSIONS 

The mostly anticipated issue surrounding the fintech market is undoubtedly the transposition 
of PSD2 into Portuguese law. The legal act transposing the Directive shall approve a new 
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and reformed legal framework for the majority of fintech companies currently operating in 
the Portuguese market, while simultaneously paving the way for new market players and 
new types of companies to enter the market and offer their products and services to both 
consumers and other businesses. It shall also legally recognise third-party providers, furthering 
the open banking ecosystem with the surging of new companies – such as payment initiation 
and account information services.

In parallel, crowdfunding investment schemes will also see an increase in both the 
number of entities operating in the market and the transaction volume associated with these 
types of investments, pursuing more democratic and decentralised equity and debt markets.

Regulation of the cryptocurrencies market has not yet been subject to public discussion 
or a more focused regulatory analysis by either the Bank of Portugal or the CMVM. Apart 
from some of the mentioned warnings issued by both entities, Portuguese regulators have 
adopted a ‘wait and see’ approach in this respect. As such, and despite the unpredictability of 
this issue – where opinions change and evolve at almost the same pace as the market itself – 
there is no envisaged change to the legal or regulatory status of cryptocurrencies other than 
the mentioned amendment to the AML Directive.

The Portuguese fintech market, which has observed a rather slow but steady development, 
shall greatly benefit from the PSD2 innovations. These may provide an incentive for regulatory 
and supervision authorities to look into this ever-evolving market more closely, whether by 
fostering innovation by means of friendlier regulation or by furthering the existing regulation 
into accommodating the new paradigm shift from traditional physical banking to an open 
and digital financial economy. Increasing the means of remote account opening, adapting the 
AML-related obligations to a digitalised reality, among others, may prove indispensable for 
the continuous evolution of the Portuguese fintech market.
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Chapter 11

RUSSIA

Roman Buzko1

I OVERVIEW 

Digital transformation greatly impacts financial industry. Banks and other credit institutions 
in Russia know this first-hand, as they face greater competition and more demanding 
customers. This compels financial service providers to constantly experiment with new 
technologies and business models, thus paving the way for a growing interest in fintech. This 
makes particular sense when you consider how attractive the customer base is in Russia where 
there are more than 146 million citizens and a high internet penetration rate of 73 per cent. 

Overall, Russia can be categorised as a fintech-friendly jurisdiction with no unusually 
burdensome requirements on companies involved in this field of commerce. There are some 
obstacles and uncertainties that may impact certain business models, but we expect this to 
change soon due to recent efforts aimed to upgrade Russian regulatory framework for digital 
economy (see Sections VIII and IX for details).

The main regulator, the Central Bank of Russia (the Central Bank), also demonstrates 
an open-minded approach towards new financial technologies and maintains an informative 
website in English.2 Interested parties may engage with the regulator in several forums, such 
as Finopolis,3 an annual fintech conference organised by the Central Bank in Sochi, the 
Association for Financial Technologies Development4 and in various smaller working groups.

Big banks in Russia lead the innovation race by leveraging existing relationships with 
and data about their customers. For example, the largest banks are building their own 
financial marketplaces and their own peer-to-peer lending platforms. However, there are also 
many smaller companies and start-ups trying to challenge incumbents, especially in such 
areas as point of sale technologies and payment solutions. 

Supporting fintech companies with economic incentives would certainly help, as there 
are currently no specific tax incentives for fintech companies in Russia. Fintech start-ups, 
however, may take advantage of benefits available for IT companies, such as reduced social 
security contribution rates of 14 per cent on employees’ wages (instead of 30 per cent for 
other companies) or even more substantial tax privileges for residents of ‘technoparks’ 
(Skolkovo, for example).

1 Roman Buzko is a partner at Buzko & Partners.
2 https://www.cbr.ru/eng/.
3 Information in English available at: https://finopolis.ru/en/.
4 Information in English available at: http://fintechru.org/en/.
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II REGULATION

i Licensing and marketing

‘Fintech’ is an umbrella term that includes several different business models ranging from 
traditional payments and collective investments to novel areas, such as cryptocurrencies, 
ICOs and robo-advisers. Each business model is always subject to its specific set of regulations 
and licensing requirements. Given this fact, there is no universal fintech licence in Russia. 
Instead, each business model of fintech is regulated separately. Some business models, such 
as payments, are subject to established regulations that were adopted several years ago, while 
many others are subject to no regulation at all or operate in the grey area of the law.

The main financial regulator is the Central Bank, which oversees the monetary policy 
and regulates the financial industry. As of 2013, the powers of the Central Bank also extend 
over the issuance of securities and exchanges, which were previously supervised by the 
Federal Financial Markets Service (now defunct), thus making the Central Bank the ultimate 
authority in the financial industry. The Central Bank is the main licensing authority for 
banks, insurance companies, broker-dealers, investment advisers, payment systems, etc.

Apart from the Central Bank, some other authorities have adjacent functions in the 
regulation of fintech:
a the Ministry of Finance is responsible for general financial policy and for overall 

management in the field of finance in Russia;
b the Federal Tax Service is a part of the Ministry of Finance and supervises compliance 

with taxation rules, including taxation of cryptocurrency mining and transactions with 
cryptoassets;

c the Federal Financial Monitoring Service (Rosfinmonitoring) is mainly tasked with 
anti-money laundering (AML) and counter-terrorism financing functions; and

d the Federal Anti-Monopoly Service enforces regulations applicable to fair competition 
and advertising, including those related to financial products and services.

Despite the leading role of the Central Bank, with the adoption in 2015 of the Federal Law 
on Self-Regulated Organisations in Financial Markets,5 certain regulatory functions have 
been delegated to self-regulated organisations (SROs). As of 9 February 2018, there are 21 
SROs in the field of finance approved by the Central Bank. In addition to SROs, there are 
also industry organisations and unions active in the fintech area, such as the Association 
for Financial Technologies Development,6 launched by the Central Bank, and the Russian 
Association for Cryptocurrency and Blockchain.7

In line with global practice, the Central Bank and other regulatory authorities in Russia 
place special emphasis on consumer protection. This is achieved through the enforcement of 
rules applicable to marketing and advertising of financial products. The principal source of 
such rules is the Federal Law on Advertising,8 which sets basic principles, bans misleading 
and unfair advertising practices and provides for specific rules applicable to financial services 
and securities.

5 Federal Law No. 223-FZ on Self-Regulated Organisations in Financial Markets dated 13 July 2015.
6 http://fintechru.org/en/.
7 https://racib.com/.
8 Federal Law No. 38-FZ on Advertising dated 13 March 2006.
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When it comes to competition, the main Act is the Federal Law on the Protection of 
Competition,9 which prohibits unfair competitive practices and outlaws abuses of dominant 
position, with special rules for financial organisations.

Since 2015, after the adoption of the Federal Law on Credit Histories,10 there is now a 
legal framework for credit information services provided by credit history bureaus. These are 
private companies providing information services about the creditworthiness of borrowers. 
Professional lenders are required to submit information about individual borrowers to at 
least one such credit history bureau. As of February 2018, there are 17 credit history bureaus 
registered with the Central Bank. 

ii Cross-border issues

Unlike in some other jurisdictions, regulated or licensed financial activities may not be 
passported from other countries into Russia (i.e., companies incorporated abroad and licensed 
or regulated under their local rules may not automatically become licensed or regulated in 
Russia). Certain level of passporting may become possible in the future among countries 
that are members of the Eurasian Economic Union (Armenia, Belarus, Kazakhstan, Kyrgyz 
Republic, Moldova and Russia).

Traditional financial services that are subject to licensing or registration, such as 
banking, insurance, brokerage and dealing in securities, require a licence and may be carried 
out only via a local legal presence. Active targeting of Russian customers may result in liability 
and most often leads to the blocking of a perpetrator’s website in the territory of Russia. 
Certain industries are also protected against foreign competitors willing to enter the Russian 
market. For example, there is a 50 per cent quota on the aggregate amount of foreign capital 
for banking and insurance industries. Otherwise, there are no restrictions on foreign capital; 
nor are there requirements to partner or engage with local companies to enter the Russian 
market.

There is a general rule that foreign organisations engaged in regulated activities under 
their local laws may carry out such activities in the territory of Russia only subject to prior 
accreditation with the Central Bank. 

Despite the lack of passporting and certain restrictions, many fintech services may 
be offered to Russian customers from abroad. This is particularly the case for unregulated 
segments of fintech, such as cryptocurrencies and ICOs. By way of example, until 2015, the 
trading of foreign currencies, universally known as ‘forex’, was unregulated in Russia and was 
actively marketed by offshore companies to a Russian audience.

Besides unregulated business, there are also examples of foreign financial service 
providers being available to Russian consumers, without being present on the Russian market. 
This may be the case when a consumer only needs to be able to speak English to access a 
website where a fintech product is offered, whereas the website itself may not necessarily be 
actively marketed to the Russian audience. As an example, many foreign crowd investing 
and automated investment adviser platforms are available to Russian consumers, despite the 
fact that they are likely offering regulated services. In the era when many financial services 
are offered through desktop or smartphone application interfaces, one must take active 
steps to not to be present in a particular market, such as blocking by IP addresses, limiting 
traffic-generating campaigns to select areas or limiting incoming payments to certain banks.

9 Federal Law No. 135-FZ on Protection of Competition dated 26 July 2006.
10 Federal Law No. 218-FZ on Credit Histories dated 30 December 2004.
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III DIGITAL IDENTITY AND ONBOARDING

Over the past couple of years, the Russian government has made significant efforts to 
introduce a digital identity for individuals and companies. This was initially driven by the 
desire to improve and ensure access to public services via the internet, which required a stable 
identity management system in place. Such system, the Unified System of Identification and 
Authentication (USIA), was created in 2010 with a view to providing access to an online 
portal of public services, Gosuslugi. As of the beginning of 2018, more than 66 million 
Russian citizens are registered in the USIA.

Nowadays, the use of the USIA as a method of identification has been extended beyond 
public services. Certain financial service providers that were previously required by AML or 
KYC laws11 to identify clients in their presence may now use USIA as a gateway. For example, 
this applies to consumer (micro) loans, brokerage, securities trust management and certain 
other financial services, thereby allowing full digital onboarding.

It is expected that digital identification will move to a completely new level with the 
introduction of the Unified Biometrical System (UBS) on 30 June 2018. UBS was under 
development since 2016 and is designed to store biometrical personal data of individuals 
(voice and face image, at this stage). Customers will supply their biometrical data to UBS 
by appearing in a bank once and following that will be able to access financial services in 
other credit organisations remotely. This will enable full digital onboarding for banks as well. 
Other financial service providers, such as insurance companies, will get access to UBS after 
the system proves itself in banks.

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

i Collective investment schemes

There are several legal forms that can be used for collective investment purposes in Russia, 
ranging from purely contractual, such as ‘investment partnership agreements’, to corporate 
ones, such as joint stock companies or incorporated investment funds. At the same time, 
available legal forms are not very well suited for modern-day crowd investing purposes. The 
main hurdles are high incorporation costs, restrictions on the transfer of investment interests 
or other burdensome requirements.

The standard choice for a large-scale collective investment scheme remains a ‘unit 
investment fund’. This legal form has been successfully used in the domain of collective 
real estate investments. The fund must be run by a professional investment management 
company.

Another option that is suitable for small-scale collective investments is a typical limited 
liability company (LLC). In this case, investment opportunities are marketed on an online 
platform, but actual transactions take place offline, since the transfer of interest in an LLC 
is subject to notary certification. The total number of members in the LLC is capped at 50.

ii Automated digital advisory services or ‘robo-advisers’

Until recently, digital advisers (also known as ‘robo-advisers’) have been beyond regulatory 
reach. In fact, there were no requirements applicable to investment advisers at all. This has 

11 Federal Law No. 115-FZ on Combating Legalization (Laundering) of Illegally Gained Income and 
Financing of Terrorism dated 7 August 2001.
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changed in late 2017 with the adoption of amendments into the Federal Law on Securities 
Market,12 according to which there will be a new type of professional market participant, 
namely investment advisers.13 The same amendment law states that if investment advice is 
provided by means of software, including via internet, such software shall be ‘accredited’ by 
the Central Bank. This provision is interpreted to include robo-advisers within the scope of 
regulations that will be broadly applicable to investment advisers. The law comes into force 
on 21 December 2018.

iii Crowdfunding and crowd investing

For the sake of this chapter, we will differentiate between the two concepts. Crowdfunding 
generally refers to cases where a broad community supports a project in exchange for symbolic 
tokens (‘perks’) or future products (pre-sale). By its very nature, crowdfunding is less risky 
and usually subject to less oversight from regulators. In Russia, it is not subject to any specific 
regulations. There are several platforms on the Russian market that let companies or groups 
of individuals raise funds in the form of donations or pre-sale orders.

In contrast to crowdfunding, crowd investing implies that there is an investment interest 
(i.e., participants expect to receive profits from the success of a project, and such profits 
may vary or be non-existent). In the context of crowd investing, investee companies usually 
offer some sort of an interest in their capital or cashflow, be it a participation interest in an 
LLC, shares of stock in a joint-stock company or units in an investment fund. Transactions 
with all these instruments under Russian law require the physical presence of a purchaser, 
which is one of the obstacles to the widespread introduction of crowd investing. In fact, the 
only model that proved viable in these circumstances is ‘online-to-offline’, where investment 
opportunities are marketed online and actual transactions are entered into offline. At the 
moment, such platforms themselves are not subject to any licensing requirements, nor are 
they bound by a duty of care or loyalty to prospective investors. This is likely to change with 
the introduction of a legal framework for crowd investing, which has been proposed by the 
Central Bank (covered below).

iv Crowd or peer-to-peer lending

There is no special legal framework for crowd lending (also known as peer-to-peer lending). In 
2016, in its analysis of the peer-to-peer lending market, the Central Bank acknowledged that 
‘Russia fits the unregulated market model, since no definition of this type of activity exists 
in the legislation and there is no special regulation.’14 Despite this fact, a lot of peer-to-peer 
lending platforms on the market (but not all) are registered as microfinancing organisations 
(covered in more detail below), which allows them to extend loans themselves, instead of just 
bringing individual borrowers and lenders together on an online platform.

It is contemplated that certain regulations for peer-to-peer lending will be adopted soon. 
In fact, the Central Bank has already initiated discussions among market participants, created 

12 Federal Law No. 39-FZ on Securities Market dated 22 April 1996.
13 Federal Law No. 397-FZ ‘On Amendments into the Federal Law ‘On Securities Market’ and into Article 3 

of the Federal Law ‘On Self-Regulated Organizations in Financial Markets’” dated 20 December 2017.
14 Financial Markets Regulation Review (‘Обзор регулирования финансовых рынков’), No. 1, 2016, p. 

16, available at: www.cbr.ru/finmarkets/files/development/review_280716.pdf.
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a working group and invited various platforms to submit certain reports on a voluntary basis. 
Several media outlets have reported that the Central Bank aims to propose the regulatory 
framework in mid-2018.

Apart from peer-to-peer lending model, there is also a growing market for peer-to-
business (P2B) lending, where individuals may extend loans to companies. Notably, such 
P2B-lending platforms operate despite the restriction set forth in Article 807(4) of the 
Russian Civil Code that explicitly prevents companies from raising public debt unless by 
means of a regulated bond offering or in other cases specifically set forth in the law.15

v Microfinancing

As mentioned above, some platforms combine activities of pure peer-to-peer lending (serving 
as a marketplace for individual borrowers and lenders) and microcredit (extending loans). In 
fact, the microfinancing industry (bearing similarities to what are known as ‘payday loans’ 
in the United States) is a big industry in Russia, with 2,461 microfinancing organisations 
(MFOs) registered with the Central Bank as of February 2018. The status of an MFO is 
required for an organisation to be able to extend loans on a regular basis (without being 
required to obtain a full-scale banking licence).

There are two types of MFOs: (1) microcredit companies (MCCs); and (2) 
microfinancing companies (MFCs). MCCs are not subject to capital requirements, but also 
limited in their sources of funding and the size of loans they may extend. MFCs must have at 
least 70 million roubles in their own capital but may also extend bigger loans and issue bonds.

vi Payment services

Payment services is a regulated activity in Russia. The main piece of legislation is the Federal 
Law on the National Payment System16 (the NPS Law), which is supplemented by numerous 
detailed regulations. The NPS Law describes different types of activities within the national 
payment ecosystem and imposes requirements depending on the type of activity. Credit 
institutions, including banks, may engage in most types of payment activities, whereas 
non-banking credit institutions are limited to certain activities (such as payment-clearing 
services and processing). As of February 2018, there were 32 active payment systems listed in 
the register maintained by the Central Bank.17

vii Open API

Unlike the European Union, where PSD2 will oblige banks to provide access to their 
customers’ account information through application programming interfaces (API) to third 
parties, banks in Russia are not subject to such obligation. 

15 For instance, see Article 9(1)(1) of the Federal Law No. 151-FZ on Microfinancing Activities and 
Microfinancing Companies dated 2 July 2010, which allows microfinancing companies to raise public debt 
under certain conditions.

16 Federal Law No. 161-FZ on National Payment System dated 18 July 2011. 
17 Available in Russian at: www.cbr.ru/PSystem/rops/.
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V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICO)

As early as 2014, various regulators in Russia for the first time acknowledged the existence 
of Bitcoin by demonstrating their negative views towards it. This even culminated in a bill 
proposed to introduce criminal liability for transactions with Bitcoin in 2015. The bill was 
never adopted and since then the overall position has changed. In 2017, the attitude of 
regulators towards Bitcoin shifted from ‘banned, unrecommended’ to ‘the concept is under 
investigation, regulation will come soon.’ 

In the absence of any specific laws or regulations, experts tend to classify Bitcoin and 
other cryptocurrencies as property, as opposed to currency, since the only lawful means of 
payment in the territory of Russia is the rouble. According to the Federal Tax Service, there is 
no ban on the use of cryptocurrencies in Russian legislation,18 and general taxation principles 
shall apply to mining and transactions with cryptocurrency transactions.19

When it comes to tokens and ICOs, there is relatively less clarity. In September 2017, 
the Central Bank warned investors of the risks inherent to ICOs,20 but apart from that no 
other regulator or court has yet had a chance to investigate the legal nature of tokens. Despite 
this fact, ICOs in Russia gained significant traction in 2017, which was likely driven by 
restricted access to venture capital for early-stage projects. It is estimated that projects with 
Russian founders raised approximately US$310 million in 2017, thus occupying the second 
position in the total ranking between the United States and Singapore.21 Notably, most of 
these ICOs have been structured through entities in foreign jurisdictions, not in Russia. 

In this context, experts tend to agree that all tokens are different. They may represent 
various underlying rights or assets, and thus should be treated according to their nature. 
Arguably, it is more important to introduce an efficient legal framework for crowdfunding, 
thereby allowing retail investors to support new ventures, instead of regulating technological 
aspects of tokens. Following this logic, in January 2018, the Central Bank came up with a 
proposal to introduce crowdfunding in Russia. Under the proposed bill,22 companies will be 
able to issue ‘tokens’ that will serve as instruments of record for various property rights (see 
Section IX below).

Internationally, one of the most widely discussed legal aspects of tokens in 2017 was 
whether tokens constitute securities. Following the report of the US Securities and Exchange 
commission on the DAO project,23 many regulators all over the world agreed that certain 
tokens may qualify as securities or other financial instruments. In Russia, the Central Bank 
has not taken a position on this issue yet. In fact, it is problematic to qualify a token as a 
‘security’ under Russian law, since the Civil Code suggests an exhaustive list of securities 
and, unless specifically listed in Article 142, particular instruments will not be considered 
securities. This approach contrasts with that in the United States, where courts lean towards 
a more flexible approach using the Howey test.

18 Letter of the Federal Tax Services No. ОА-18-17/1027 dated 3 October 2016.
19 Letter of the Federal Tax Services No. 03-04-05/66994 dated 13 October 2017.
20 Press release of the Central Bank on the Use of Private ‘Virtual Currencies’ (Cryptocurrencies) dated 

4 September 2017.
21 Initial Coin Offering (ICO), Report of EY available at: www.ey.com/ru/ru/newsroom/news-releases/

ey-news-ico-survey-2017.
22 Available at: www.cbr.ru/analytics/standart_acts/others/20180125_02.pdf.
23 Report of Investigation Pursuant to Section 21(a) of the Securities Exchange Act of 1934: The DAO, url: 

www.sec.gov/litigation/investreport/34-81207.pdf.
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It should be noted that Russian securities law limits the circulation of foreign financial 
instruments, with the Central Bank having a final say on whether a particular instrument may 
be allowed on to the public market. Unless cleared by the Central Bank, foreign securities 
may only be offered to accredited investors in Russia and no general solicitation is permitted. 

AML and KYC rules apply to transactions with cryptocurrencies to the extent such 
transactions are carried out via ‘organisations carrying out transactions with monetary funds 
and other property’ as defined in Article 6 of the Federal Law on Combating Legalisation 
(Laundering) of Illegally Gained Income and Financing of Terrorism.24

VI OTHER NEW BUSINESS MODELS

New business models in the area of fintech appear every now and then. Most of the time 
such models are beyond existing regulations and fall in one of the following two groups: 
(1) unregulated models, which may be implemented within the existing legal framework; 
and (2) prohibited models, which are explicitly outlawed. Most new models fall within the 
unregulated domain. We will briefly cover several such business models below.

i Smart or self-executing contracts

While there is no specific regulation applicable to smart contracts, this topic has been widely 
discussed among both legal and finance professionals in 2017. Moreover, several banks and 
industry groups announced initiatives to implement smart-contract functionality in their 
systems. Among such initiatives is Masterchain, which is an Ethereum-based blockchain 
developed by the consortium of major Russian banks cooperating within the Association 
for Financial Technologies Development. Masterchain claims to be the first blockchain in 
Russia to satisfy the requirements of applicable law, thus making smart contracts entered 
into and executed thereby legally binding. Its White Paper names several use cases, such as 
a decentralised depository of mortgages, a distributed ledger of digital bank guarantees and 
electronic letters of credit.25

At the same time, there is still an ongoing discussion about whether smart contracts 
really represent a new contractual paradigm or rather such contracts are a more efficient way 
to execute traditional contracts.

ii Automated digital advisory

This sector is currently not regulated. Thus, general provisions of contract and consumer 
protection laws apply. This will change with the introduction of regulation for investment 
advisers (see Section IV, above).

iii Financial product comparison

No specific regulation applies to websites comparing financial products or services. Such 
websites are nonetheless subject to general advertising and fair competition principles.

24 Federal Law No. 115-FZ on Combating Legalization (Laundering) of Illegally Gained Income and 
Financing of Terrorism dated 7 August 2001.

25 Masterchain’s whitepaper is available in English at: http://fintechru.org/en/Masterchain_whitepaper_v1.1_
en.pdf.
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iv Binary options

The Central Bank has not yet taken any stance on binary options. However, it did announce 
in its regulatory strategy for 2016–2018 that it would provide guidance on this issue. This 
announcement was made in the document’s section related to consumer protection and 
gambling.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

i Intellectual property

Russian law is familiar with all standard concepts of intellectual property (IP) used to protect 
business. Most commonly used are (1) patents (protecting inventions, utility models and 
industrial designs), (2) trade secrets; (3) copyright; and (4) trademarks, including service 
marks. 

Information of any nature relating to the results of intellectual activity may be treated 
as a trade secret and be protected as IP provided basic confidentiality conditions are met.

Software and databases are usually protected under copyright laws. Copyright is 
acquired automatically as of the date a copyright object is manifested in objective form. 
Registration is optional.

Rights over trademarks are granted by virtue of registration with Rospatent,26 a 
local patent and trademark office. Alternatively, rights may also be acquired by virtue of 
international agreements to which Russia is a party, such as the Madrid Convention.27 Russia 
is a ‘first-to-file’ jurisdiction. 

Any foreign company may seek protection of its intellectual property in Russia provided 
national law requirements are met. Russia is also a signatory to most international treaties 
covering intellectual property protection.

Disputes often arise in the context of employment relationship as to who owns newly 
created IP. For an employer to acquire rights over such IP, it is important that an employment 
contract or a job assignment explicitly states that creation of IP falls within the duties of an 
employee.

ii Data protection

Overall, Russian data protection law is in line with international standards. In fact, the 
Strasbourg Convention 1981 (ratified by Russia in 2005) laid the foundation for the Russian 
personal data protection legislation, which was adopted in 2006.

The main pieces of legislation governing the collection, storage and use of personal 
data in Russia are the Federal Law on Personal Data28 and the Federal Law on Information, 
Information Technologies, and Data Protection.29

Unlike in some other jurisdictions, there is currently no general obligation to report 
cybercrimes, although such legislation was proposed in 2017 and may be adopted soon. 

26 Federal Service for Intellectual Property, Patents and Trademarks.
27 Madrid Agreement Concerning the International Registration of Marks of 1983.
28 Federal Law No. 152-FZ on Personal Data dated 27 July 2006.
29 Federal Law No. 149-FZ on Information, Information Technologies, and Data Protection dated 

27 July 2006.
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VIII YEAR IN REVIEW

It would be fair to say that the most widely discussed fintech topics in 2017 in Russia were 
cryptocurrencies and ICOs. These areas witnessed great interest from both from investors and 
regulators and led to several legislative and regulatory initiatives (covered below) and even 
enforcement actions.

In 2017, the Central Bank took steps to introduce a proportional and risk-oriented 
approach towards the regulation of financial institutions. According to one of the major 
changes introduced in the Federal Law on Banks and Banking Activities,30 banking licences 
are now split into two broad categories – universal and basic. Banks with a universal licence 
may engage in all types of traditional banking activities and are subject to higher capital 
requirements. In contrast, banks with basic licence may engage only in selected types of 
banking activities but are also subject to less strict capital requirements and reporting 
standards.

Yet another major legislative initiative related to contractual aspects of financial 
transactions. In the middle of 2017, the President signed into law a package of fundamental 
amendments into the chapter of the Civil Code relating to financial transactions. These 
changes were long-awaited but are hardly game-changing when it comes to fintech. They will 
come in force on 1 June 2018.

Apart from the above changes, the last 18 months were relatively stable and there 
were no major fintech regulations that became binding law. Despite this, there were several 
regulatory initiatives at the beginning of 2018. They have not yet been formalised into law 
but are worth covering here.

In January 2018, the Ministry of Finance and the Central Bank published a jointly 
developed draft law on digital financial assets.31 The draft law aims to lay the legal foundation 
for the ‘creation, issuance and circulation of digital financial assets’, as well as to regulate 
smart contracts. Notably, the bill demonstrates the first attempts to legally define terms such 
as ‘token’, ‘cryptocurrency’, ‘mining’ and ‘distributed ledger’. Despite the ambitious nature of 
the proposed bill, experts point to internal inconsistencies and limitations and predict that it 
is unlikely that the bill in its current version will become law.

Simultaneously, the Central Bank published its draft version of the crowdfunding 
law, which is supposed to provide legal framework for efficient crowdfunding in Russia. 
Similarly to other countries, crowdfunding platforms under the proposed law will be subject 
to capital requirements (5 million roubles) and there will be some limitations on the amount 
of investment funds, both per one investor and per one project. This draft law appears to be 
more well thought out and therefore is likely to become binding. Interestingly, the draft law 
explicitly mentions ‘tokens’, which indicates that it was developed with ICOs in mind.

IX OUTLOOK AND CONCLUSIONS 

We expect 2018 to be driven by the agenda set at the end of 2017. Specifically, on 
18 December 2017, the Russian government adopted an extensive action plan aiming to 
introduce normative regulation of the digital economy that, among other things, includes 

30 Federal Law No. 395-1 on Banks and Banking Activities dated 2 December 1990.
31 Available at: www.minfin.ru/ru/document/?id_4=121810.
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many areas that will directly impact fintech.32 The action plan promises new and upgraded 
regulation for such areas, as smart contracts, blockchain, biometrical identification, payments, 
cryptocurrencies, ICOs and crowdfunding. Apart from simply listing ‘good-to-have’ things, 
the action plan also names responsible parties (both authorities and industry participants), 
sets deadlines and commits budgetary funds. This makes this plan a promising and ambitious 
initiative. Plus, most of the deadlines are set already for 2018. 

The upcoming year will also demonstrate whether ambitious draft laws proposed by 
the Ministry of Finance and the Central Bank will become law or simply serve as material for 
further discussion. 

32 Action Plan ‘Normative Regulation’ within the programme ‘Digital Economy of the Russian Federation’, 
as adopted by the Government Commission on the Use of Information Technologies for Life Quality and 
Business Environment Improvement on 18 December 2017. Available at: http://static.government.ru/
media/files/P7L0vHUjwVJPlNcHrMZQqEEeVqXACwXR.pdf. 

© 2018 Law Business Research Ltd



125

Chapter 12

SINGAPORE

Adrian Ang V-Meng and Alexander Yap Wei-Ming1

I OVERVIEW 

Over the course of the past two to three years, the Singapore government and related statutory 
boards identified fintech as a potential growth area for the Singapore economy. Following 
on from this, a not insignificant amount of resources have been channelled into the space. 
By way of example, in August 2015, the Monetary Authority of Singapore (MAS) formed 
a Financial Technology and Innovation Group within MAS to drive such initiatives. In 
addition, Singapore offers an open banking platform via application programming interfaces   
for faster innovation and integration of new and legacy IT systems within the sector. MAS 
also launched a ‘sandbox’ as a safe space for fintech companies to experiment and roll out 
innovative products and solutions within controlled boundaries. 

In conjunction with the above, there are several schemes aimed at supporting fintech 
innovation such as (1) the Technology Enterprise Commercialisation Scheme, (2) the Financial 
Sector Technology and Innovation (FSTI) scheme, and (3) the Capabilities Development 
Grant – Technology Innovation. For the FSTI scheme, which is intended to support the 
creation of a vibrant ecosystem for innovation, MAS has committed S$225 million over 
a five-year period to help financial institutions set up innovation labs in Singapore, fund 
technology infrastructure to deliver fintech services, and provide support for early-stage 
development of innovative projects through the FSTI proof of concept initiative.

Other Singapore government initiatives that aim to deepen know-how in fintech and 
related areas include (1) AI.SG, a national programme to boost Singapore’s artificial intelligence 
capabilities, which will initially focus on finance, city management solutions and healthcare. 
The National Research Foundation is expected to invest up to S$150 million in AI.SG over 
the next five years, (2) Accreditation@SGD, through which the Info-Communications 
Media Development Authority independently evaluates Singapore-based technology product 
start-ups on whether their product functions in accordance with claims and provides an 
independent assessment of their ability to deliver, team, processes, and financial sustainability, 
and (3) the Singapore Data Science Consortium, established as the key platform in Singapore 
for industry to access data science technologies, applications and expertise from academia.

1 Adrian Ang V-Meng and Alexander Yap Wei-Ming are partners at Allen & Gledhill LLP.
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II REGULATION

i Licensing and marketing

Fintech-related legal work regularly covers a broad range of topics and typical topics include:
a Financial regulatory and compliance (e.g., the type of licence that will need to be issued 

by the relevant authority or licensing exemptions that may be applicable to a fintech 
product or service);

b technology contracts (e.g., software licensing contracts or terms of use of the fintech 
product or service);

c data protection (e.g., the obligations imposed on fintech companies in relation to 
personal data or personally identifiable information that they may handle); 

d intellectual property issues (e.g., intellectual property protection and management); 
and 

e financings (e.g., venture capital investments in fintech companies).

A fintech company should consider whether a licence from a regulatory authority is required 
(i.e., regulatory licensing issues) as a priority. This is to reduce the risk of a potential licence 
application procedure holding back the roll-out of a fintech product or service. Fintech 
products and services come in a variety of forms and there is no one ‘fintech licence’ that 
applies to all fintech products and services. Different pieces of legislation may apply to 
different fintech products and services depending on the scope of the product or service being 
offered. The specific regulatory authority that regulates the activities of the fintech product 
or service will vary depending on the scope of such product or service. From experience, 
the regulatory authorities that oversee fintech-related activities will typically be MAS, the 
Registry of Moneylenders and International Enterprise Singapore. 

If the fintech product or service requires a licence from an authority, it will likely take 
months before a particular licence is issued. The speed of the grant of a licence will depend 
(among other things) on the quality and completeness of the application and the level of 
regulatory comfort that the fintech company provides to the authority. The authority will 
typically require some time to consider the details of the licence application and the fintech 
company may also need some time to respond to questions from the authority on the specifics 
of the product or service.

Depending on the specific scope of activities of the fintech product or service, the 
following (non-exhaustive) issues may need to be considered:
a licensing requirements for regulated activities under the Securities and Futures Act 

(SFA) (e.g., ‘dealing in securities’ and ‘fund management’);
b prospectus requirements for the offer of securities to persons in Singapore under the 

SFA;
c licensing requirements for regulated activities under the Financial Advisors Act (FAA) 

(e.g., providing financial advisory services);
d licensing requirements for moneylending under the Moneylenders Act;
e licensing requirements for operating a remittance business under the Money-changing 

and Remittance Business Act; and
f regulatory requirements imposed on the operator of a ‘payment system’ or the holder of 

a ‘stored value facility’ under the Payment Systems (Oversight) Act.

Prior to undertaking any marketing of a fintech product or service, a fintech company should 
determine if it is undertaking a regulated activity and whether a licence is required for it 

© 2018 Law Business Research Ltd



Singapore

127

to operate. There may be restrictions as to the scope of marketing activities that a fintech 
company can undertake and this will typically revolve around the issue of whether (and how) 
the activities of the fintech company is regulated. By way of example, a fintech company that 
operates a securities crowdfunding platform may hold a capital markets services licence for 
‘dealing in securities’ under the SFA. In facilitating the offer of shares to persons in Singapore, 
prospectus registration requirements under the SFA will be triggered. It is possible that 
reliance is placed on a specific prospectus registration exemption for such purposes and the 
invocation of such prospectus registration exemption carries with it advertising restrictions 
(i.e., restrictions on marketing the specific share). To use another example, an automated 
digital advisory or asset management company may be construed to be providing financial 
advisory services under the FAA or undertaking fund management under the SFA. It is 
possible that the fintech company had proposed (in its licence application to an authority) to 
only deal with ‘sophisticated investors’ (i.e., accredited investors and institutional investors as 
such terms are defined under the SFA). Following on from this, the relevant licence granted 
to the fintech company may have a condition that restricts the dealings of such automated 
digital advisory or asset management companies to ‘sophisticated’ investors. Such a restriction 
would restrict the ability of the fintech company to market its services to retail investors. 

ii Cross-border issues

There is no concept of ‘passporting’ of a fintech product or service under Singapore law. The 
fact that a fintech company is licensed in a foreign jurisdiction does not allow it to undertake 
regulated activities in Singapore on the basis that it is licensed in such jurisdiction. As such, 
the offering of fintech products and services to persons in Singapore may trigger licensing 
requirements in Singapore on the part of the offeror, regardless of its licensing status in 
another jurisdiction. This will depend on the actual type and scope of the products and 
services being offered.

What happens if a fintech company does not specifically target persons in Singapore 
in respect of its fintech product or service? The licensing requirements under the FAA and 
the SFA have extraterritorial effect. In this regard, ‘where a person does an act partly in and 
partly outside Singapore which, if done wholly in Singapore, would constitute an offence 
under this Act, that person shall be guilty of that offence as if the act were carried out by 
that person in Singapore wholly in Singapore, and may be dealt with as if the offence were 
committed wholly in Singapore’. Where an act is done entirely outside of Singapore, licensing 
requirements would apply, where such conduct has a ‘substantial and reasonably foreseeable’ 
effect in Singapore. There is no bright line test as to when conduct will be seen to have a 
‘substantial and reasonably foreseeable’ effect in Singapore and such an analysis should be 
undertaken on a case-by-case basis. The lack of marketing to persons in Singapore should be 
one of many factors to be considered. 

III DIGITAL IDENTITY AND ONBOARDING

For access to electronic services provided by the Singapore government and its statutory 
boards, such as filing of income taxes and paying parking fines, the Government Technology 
Agency (GovTech) issues and manages a national digital identity for individuals known as 
the ‘SingPass’. Currently, Singapore citizens and permanent residents, as well as holders of 
certain documents that permit residency in Singapore (e.g., holders of employment passes 
and dependent passes), are eligible to register for a SingPass account. 
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SingPass also controls access to the MyInfo service, which is a store of their personal 
data either retrieved from Singapore government sources, or provided directly by that 
individual. While MyInfo was first designed for use by the Singapore government and its 
statutory boards, several financial service providers in Singapore have been permitted to use 
MyInfo to do away with the need for users to submit supporting documents when opening 
new bank accounts or applying for credit cards.

GovTech also issues and manages a corporate digital identity known as ‘CorpPass’. 
Locally registered entities that have been issued a unique entity number by the relevant 
Singapore agency are eligible to register for a CorpPass account. Overseas organisations are 
expected to become eligible to register for a CorpPass account in 2018.

A new national digital identity (NDI) system is presently being developed by the 
GovTech as part of the Singapore Smart Nation initiative, and it is expected to become 
operational in 2020. It is reported that GovTech will work with the private sector to develop 
services that make use of the NDI, which include the signing of digital agreements and secure 
storage of digital documents.

It is potentially possible for financial service providers to carry out fully digitised 
onboarding of clients. However, they would need to consider (and accept) electronic risk 
such as the following: (1) integrity: the integrity of the electronic record (i.e., that the 
electronic record has not been altered or tampered with); (2) identity: the identity of the 
parties involved, including whether they are authorised to issue such electronic records; and 
(3) authority: where a client is a corporate entity, there is the additional risk of proving 
that the party issuing the electronic record or carrying out the electronic transaction has the 
requisite authority to transact on behalf of the client. Depending on the particular type of 
financial services being provided, the provider would also need to consider relevant regulatory 
licensing issues.

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

The marketing and management of collective investment schemes, the provision of equity 
crowdfunding platforms, peer-to-peer lending platforms and payment services will typically 
fall within the scope of regulated activities in Singapore. Fintech companies that intend to 
offer such products and services should consider whether they will require a licence and 
whether licensing exemptions may be relied on (if so desired). 

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICO)

There is no specific regulation of blockchain technology on its own. However, the manner 
in which blockchain technology is used and the product or service that is offered (based on 
blockchain technology) may be construed as a regulated activity.

MAS has indicated in a statement released on 1 August 2017, that the offer or issue 
of digital tokens in Singapore will be regulated by MAS if the digital tokens constitute 
products regulated under the SFA. Depending on the characteristics of the digital token, 
digital tokens could be construed as a form of security such as a collective investment scheme, 
a debenture or share. If the digital tokens issued in an initial coin offering fall within the 
definition of ‘securities’ under the SFA (or display characteristics similar to such securities), 
it will raise potential financial regulatory issues under the SFA and other laws pertaining 
to financial regulation in Singapore. These include (among other things): (1) prospectus 
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registration requirements on the issuer for an offer of securities to persons in Singapore; 
and (2) licensing issues for dealing in securities by the issuer or intermediaries. In addition, 
platforms facilitating secondary trading of such digital tokens may also have to be approved 
or recognised by MAS as an approved exchange or recognised market operator respectively 
under the SFA.

In general anti-money laundering and combating the financing of terrorism (AML 
and CFT) rules apply to financial institutions that deal in cryptocurrencies and tokens 
and financial institutions that have customers that deal in cryptocurrencies and tokens. 
The relevant notices and guidelines that are imposed on financial institutions provide that 
financial institutions will need to identify the AML and CFT risks in relation to new products 
and new business practices, including new delivery mechanisms and new or developing 
technologies, that favour anonymity. Given that cryptocurrency transactions often involve 
anonymous transactions at some level, we would expect MAS to require financial institutions 
to pay particular attention to cryptocurrency-related transactions or transactions arising from 
cryptocurrency-related transactions.

VI OTHER NEW BUSINESS MODELS

There is no mandatory Singapore law that disqualifies self-executing contracts or ‘smart 
contracts’ (i.e., those that automatically self-execute if certain conditions are met), from being 
valid and enforceable under Singapore law. 

There is no special legal framework that applies specifically to such contracts. These 
contracts would, of course, need to be valid under general law (e.g., the contract must fulfil 
the key elements for the formation of contract under Singapore law, including: (1) offer and 
acceptance, (2) consideration and (3) intention to create legal relations). 

It is possible to enter into contracts electronically under Singapore law. Subject to 
exceptions,2 the general rule under the Electronic Transactions Act (ETA) is that information 
shall not be denied legal effect, validity or enforceability solely on the ground that it is in the 
form of an electronic record.3 The ETA also provides that in the context of the formation of 
contracts, an offer and the acceptance of an offer may be expressed by means of electronic 
communications.4 Where an electronic communication is used in the formation of a 
contract, that contract shall not be denied validity or enforceability solely on the ground that 

2 Section 4(1) of the ETA, read together with the First Schedule to the ETA, provides that the entirety of 
Part II of the ETA does not apply to the following categories of documents: (1) the creation or execution 
of a will; (2) negotiable instruments, documents of title, bills of exchange, promissory notes, consignment 
notes, bills of lading, warehouse receipts or any transferable document or instrument that entitles the 
bearer or beneficiary to claim the delivery of goods or the payment of a sum of money; (3) the creation, 
performance or enforcement of an indenture, declaration of trust or power of attorney with the exception 
of constructive and resulting trusts; (4) any contract for the sale or other disposition of immovable 
property, or any interest in such property; and (5) the conveyance of immovable property or the transfer of 
any interest in immovable property.

3 ‘Electronic record’ is defined very broadly as ‘a record generated, communicated, received or stored by 
electronic means in an information system or for transmission from one information system to another’. 
‘Information’ includes ‘data, text, images, sound, codes, computer programs, software and databases’.

4 ‘Electronic communication’ is defined as ‘any communication that the parties make by means of electronic 
records’. 
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an electronic communication was used for that purpose.5 A correction mechanism such as 
arbitration and mediation can be made available – the dispute resolution method could be 
encoded into the contract. 

A fully automated investment process (e.g., ‘roboadvice’) and third-party websites 
comparing products or providing information about financial products will typically 
fall within the scope of regulated activities in Singapore, although the precise scope of 
the investment process and the particular financial products being offered will affect the 
analysis. Fintech companies that intend to offer such products and services should consider 
whether they will require a licence and whether licensing exemptions may be relied on (if so 
desired). Both of these models will also be subject to intellectual property and data protection 
considerations, as further discussed in Section VII below. 

Some fintech products and services that are relatively new in Singapore include various 
products built in reliance on blockchain, products that purport to have deep or self-learning 
or artificial intelligence aspects, and alternative authentication methods (replacing hardware 
security tokens). The regulatory and legal issues that they raise are dependent on the precise 
scope of the product or service being offered as well as the method through which the product 
is made available to the market. As an example, some products are developed for provision 
to ‘traditional’ financial institutions, where that financial institution maintains the client 
relationship. With this model, different MAS requirements may be relevant – for example, 
the fintech company may wish to engage the financial institution on the basis that its solution 
is compliant with Guidelines on Outsourcing Risk Management.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

Fintech business models and related software may be protected by various intellectual property 
rights in Singapore. Patent protection may be available. Alternatives to patent protection 
include copyright or protection as trade secrets or confidential information, depending on 
the nature of the business model. Software would generally be protected by copyright. It is 
not necessary to carry out any registration in Singapore to obtain copyright protection.

If an employee develops an original work in pursuance of the terms of his employment, 
the default rule is that ownership of the copyright in the original work vests in the employer. 
If a contractor develops an original work, the default rule is that the contractor continues to 
own the original work. However, it is common for employees and contractors to be bound 
by written contractual obligations that specify ownership of the intellectual property they 
develop, and these default rules may be overridden. Fintech companies should ensure that 
their employees and contractors enter into such agreements.

The Personal Data Protection Act 2012 (No. 26 of 2012) (PDPA) would apply to client 
data to the extent that it comprises personal data, which is defined as ‘data, whether true or 
not, about an individual who can be identified (a) from that data, or (b) from that data and 
other information to which the organisation has or is likely to have access’. In brief, there are 
two key parts of the PDPA (1) protection of an individual’s personal data, including in relation 
to requiring consent, granting access and correction rights, requiring reasonable security, and 
limiting transfers overseas, and (2) establishment of a do-not-call registry for individuals to 

5 Section 11 of the ETA.
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opt out from receiving certain types of marketing messages addressed via Singapore telephone 
numbers. It may be useful to note that internet protocol solutions may still be subject to the 
do-not-call registry (e.g., one such solution subject to this regime is WhatsApp). 

Client data will also be protected by the common-law obligations of confidentiality. A 
recipient of data would be subject to confidentiality restraints where data or information in 
question is: (1) confidential as regards the giver of the data or information; and (2) imparted 
under circumstances where the recipient knew or ought to know that the data or information 
in question was confidential. If confidential information is disclosed without consent, there 
is a risk that such disclosure would be in breach of confidence. 

Singapore also has banking secrecy and trust secrecy regimes. While there are no special 
rules specifically focused on regulating the digital profiling of clients, it would be relevant to 
consider the PDPA and the various other data protection and privacy-related regimes in the 
implementation of a profiling solution, especially for companies providing financial services.

VIII YEAR IN REVIEW

The current legal framework governing payment services in Singapore is found in different 
pieces of legislation and certain parts of such legislation may not be easily applicable to an 
online context. In 2016, MAS embarked on a review of the regulatory framework governing 
payment services in Singapore with a view to modernising and streamlining the existing 
frameworks to encourage the wider adoption of electronic payments (e-payments) in 
Singapore. Arising from this review, MAS consulted twice on the proposed activity-based 
Payment Services Bill (the Bill) in August 2016 and November 2017. MAS also consulted on 
a set of guidelines to standardise and enhance the protection given to users in the context of 
unauthorised or mistaken payment transactions. Once the Bill is enacted, it may be the case 
that there may be more e-payment companies entering the Singapore market. 

IX OUTLOOK AND CONCLUSIONS 

When we first started advising on fintech-related matters, many of the fintech companies 
were not looking to be licensed and wanted to structure their product or service to rely 
on available licensing exemptions. Subsequently, as certain models of fintech products and 
services became more common (e.g., peer-to-peer lending and equity crowdfunding models), 
MAS provided greater guidance on the regulatory treatment of these models. Following on 
from this, there was a shift towards fintech companies seeking to be licensed. We believe that 
the current models of fintech companies will probably persist but the manner in which they 
will be operationalised will change. In this respect, we believe that many of these models will 
utilise blockchain technology in their products or services. It is also likely that other models 
leveraging blockchain technology will appear in the market (e.g., tokenised assets).
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Chapter 13

SPAIN

Leticia López-Lapuente and Isabel Aguilar Alonso1

I OVERVIEW 

There is currently no specific regulatory framework in Spain or the European Union governing 
fintech. However, both the European and the Spanish supervisory authorities are conscious 
of the increasing importance of this sector and they are currently analysing it with a view to 
eventually regulating it. 

There are various electronic sources providing information on fintech. For instance, the 
Spanish Fintech and Insurtech Association has its own website and the National Securities 
Market Commission (CNMV) has created a section on its website aimed at establishing an 
informal communication space with fintech.

The main tax incentive schemes for investment in tech or fintech businesses generally 
applicable in Spain are: (1) the Spanish ‘patent box’ regime and the research, development, 
and innovation tax credit potentially applicable to Spanish-resident companies engaged in 
tech and fintech activities (generally only in those cases in which the technology qualifies, 
e.g., as a patent), and (2) the corporate income tax benefits for start-ups (e.g., a 15 per cent 
rate for the start-up’s first two fiscal years, instead of the 25 per cent rate) and Spanish-resident 
venture-capital entities, along with (3) tax credits for ‘business angels’ in specific start-ups 
(under specific conditions) represent. Proper structuring is essential for investors in these 
companies to mitigate any Spanish tax leakage applicable to investments in tech and fintech 
companies.

In general terms, and until further regulations are passed, Spain should be considered 
as a relatively fintech-friendly jurisdiction. By way of example, in 2013 it was estimated that 
there were 50 fintech companies in Spain; this number has increased to 295 as of February 
2018.2 

II REGULATION

i Licensing and marketing 

As stated in Section I, there is no specific regulatory framework in Spain governing fintech. 
As a result, there is no specific fintech licence nor are there any specific marketing rules 
that are applicable to fintech. This is mainly due to the fact that fintech businesses in Spain 
provide a variety of financial services. In general, leaving aside third-party providers (TPPs) 
regulated under Directive (EU) 2015/2366 of the European Parliament and of the Council, 

1 Leticia López-Lapuente and Isabel Aguilar Alonso are counsels at Uría Menéndez.
2 Source: Spanishfintech.net.
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of 25 November, on payment services in the internal market (PSD2) and crowdfunding and 
crowd-lending platforms, which are subject to Law 5/2015 of 27 April on the promotion of 
business financing (Law 5/2015), fintech business focused only on developing IT solutions to 
support the provision of services by financial entities are not currently subject to any financial 
regulatory regime. 

However, fintech that engage in financial activities such as deposit-taking, investment 
services (such as automated digital advice and the management of collective investments), 
payment services and insurance, are subject to the general regulatory regime that applies to 
any company operating in those sectors (including marketing rules), and, thus, have to obtain 
authorisation from the relevant authorities depending on the service rendered. For banking 
services, the competent authority would be the Bank of Spain (BoS) or the European Central 
Bank. In the case of investment services the competent authority would be the CNMV and 
for services or products that relate to insurance, reinsurance and pension funds it would be 
the General Directorate of Insurance and Pension Funds (DGSFP).

As stated above, Law 5/2015 regulates crowdfunding and crowd-lending platforms and 
the provision of their services. The performance of these activities is subject to obtaining an 
authorisation which is granted by the CNMV (with the intervention of the BoS). Unlike 
other financial regulations in Spain, which are transpositions of European financial directives, 
Law 5/2015 is purely domestic. However, this will probably change since in March 2018 the 
European Commission published a proposal for a regulation of the European Parliament 
and of the European Council on European crowdfunding service providers for business 
(the Proposal). Although the Proposal will not apply to crowdfunding services that are 
provided by natural or legal persons in accordance with national law (such as those provided 
under Law 5/2015), the Proposal establishes that a legal person that intends to provide 
crowdfunding services shall apply to the European Securities and Markets Authority (ESMA) 
for authorisation as a crowdfunding service provider. The Proposal is unique since it is the first 
time that one of the European Supervisory Authorities is allowed to grant an authorisation 
for the provision of a financial service within the European Union.

Since there is no specific regulatory framework in Spain governing the marketing 
of fintech products and services (except for Law 5/2015), these entities must observe the 
marketing legislation applicable to any other company. Apart from the Spanish law on the 
protection of consumers, which establishes certain principles on marketing, and the general 
law on publicity, other applicable publicity provisions are included within the Spanish laws 
on electronic commerce and distance marketing of financial services.

In Spain, there are negative credit information registries that may be accessed by any 
natural or legal person in accordance with certain rules. The BoS handles the Risk Information 
Centre (CIR), which contains information on loans, credits, bank endorsements and general 
risks regarding customers, provided by the reporting institutions (such as credit entities) and 
which may only be accessed by natural or legal persons who are holders of risks declared to 
the CIR in accordance with certain rules.

ii Cross-border issues 

There are no particular passporting procedures available for fintech. Only fintech set out 
as regulated financial services providers would have access to the cross-border provisions 
under Spanish laws implementing the European directives that allow for specific types of 
regulated entities to operate in another country without having to be authorised by their 
local regulators.
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Accordingly, EU-regulated financial services providers benefit from the ‘passporting 
procedure’ which enables them to provide services in Spain on a freedom-to-provide-services 
basis or by establishing a branch. It is a simple notification procedure set out under the 
main EU financial directives (such as CRD IV, MiFID II, UCITS, AIFMD or PSD2) which 
involves the home Member State notifying the host Member State that the relevant entity 
intends to provide services in its territory. A fintech authorised as an EU financial service 
provider under those directives would also have access to the passporting procedure.

For non-EU financial services providers, however, their provision of services in Spain is 
subject to an authorisation procedure before the BoS, the CNMV or the DGSFP, even if they 
intend to provide services by means of a branch or from the territory of their home state. A 
non-EU fintech authorised as a financial services provider would also have access to the same 
authorisation procedure. 

A local licence is not necessary if the entity is passported or authorised to provide its 
services from its home state into Spain. Additionally, a branch is not strictly necessary as the 
freedom-to-provide services option is also possible. The marketing of certain services and 
products in Spain will be subject to Spanish law and may trigger licensing requirements 
depending on the circumstances. The unsolicited provision of services does not trigger 
licensing requirements if no actual services are provided in Spanish territory.

In case of crowdfunding platforms and in accordance with the Proposal, the authorisation 
to be granted by the ESMA to a crowdfunding service provider shall be effective for the entire 
territory of the European Union. Thus, there will be no need to passport a local licence 
to other Member States in order for those companies to provide their services in the host 
Member State. Additionally, the Proposal states that host Member States shall not require 
crowdfunding service providers to have a physical presence in their territory in order for them 
to provide their services on a cross-border basis.

The ownership of non-regulated fintech is not restricted in Spain. Regulated fintech 
(such as credit institutions, investment institutions and insurance companies) are subject to 
a significant holdings regime that requires a purchaser of a stake of more than 10 per cent to 
obtain prior authorisation from the relevant supervisory authority.

III DIGITAL IDENTITY AND ONBOARDING

Yes, digital identity is recognised in our jurisdiction. Different types of digital identities are 
regulated under (1) Spanish Law 59/2003, of 19 December, on electronic signatures, as 
it was amended by Regulation 910/2014 (the Spanish Electronic Signature Law) and (2) 
Regulation (EU) No. 910/2014 of 23 July 2014 on electronic identification and trust services 
for electronic transactions in the internal market (Regulation 910/2014) – jointly known as 
the Electronic Signature Laws.

Digital identity certificates can be issued by any state or private entity that complies 
with the regime established in the Electronic Signature Laws. However, the most widely 
recognised certificates are issued by public institutions (the Spanish National Mint and the 
Tax Authority). Electronic identity is accessible to all national and non-national persons.

The Electronic Signature Laws set out the different categories of electronic signatures 
depending mainly on their security features as well as the probative effects corresponding to 
each category, as well as regulating the characteristics and effects of each of them in Spain. 
In particular, there are three categories: simple electronic signature, advanced electronic 
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signature and qualified electronic signature, in order of the simplest (with fewer security 
features) to the most complex, based on a recognised certificate and created by a trustworthy 
signature creation device, which will entail the use of the highest security features.

The three categories of electronic signature are recognised in Spain as being valid to 
enter into any contractual relationship or transaction. However, the Electronic Signature 
Laws only recognise the ‘qualified electronic signature’ as having the same value before a 
court as a handwritten signature on paper. This does not mean that other types of electronic 
signature do not have any legal effect. Indeed, an electronic signature may not be denied legal 
effect and admissibility as evidence in legal proceedings solely on the grounds that it is in an 
electronic form or that it does not meet the requirements for qualified electronic signatures. 
However, the evidential value of each signature will depend on the strength of the different 
steps of the contracting process and the security measures that have been used to ensure the 
identification of the signatory throughout the contracting process.

Fintech companies established as financial services providers are subject to anti-money 
laundering requirements that establish rules for the identification of clients. Such rules enable 
a digitised onboarding of the clients in certain cases (for instance, when the client’s identity 
is certified in accordance with applicable regulations on electronic signatures), and subject to 
certain requirements. 

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

Collective investment vehicles are mainly regulated under Law 35/2003 of 4 November on 
collective investment schemes and Law 22/2014 of 12 November on venture capital and 
other closed-ended investment schemes and management companies of the closed-ended 
investment schemes. There is no specific law for fintech collective investment vehicles.

As opposed to the rest of fintech, and as indicated in Section II, crowdfunding and 
crowd-lending platforms are subject to Law 5/2015, which, for the first time in Spain, 
regulates the activities of these platforms. These activities are currently subject to obtaining 
an authorisation that is granted by the CNMV (with the intervention of the BoS), but this 
authorisation regime will probably change as a result of the implementation of the Proposal. 
In this regard, the ESMA will be the relevant supervisory authority which may grant the 
authorisations for the provision of crowdfunding and crowd-lending services. Peer-to-peer 
lending which is not performed through a crowd-lending platform is not regulated in Spain.

Spanish consumer lending regulations are applicable when a fintech is engaged in a 
credit transaction with a consumer. Loans and financings may be assigned by way of an 
assignment contract and it is very common to assign entire portfolios of loans. Such loans 
and financings may only be traded if they are converted into a security, which is assigned to a 
special purpose vehicle (SPV). Such SPV may then issue securities backed by the credit rights 
arising from loans. The above is the typical structure in securitisations.

The Spanish legal regime on securitisation was recently amended by Law 5/2015. The 
assignment of assets to a securitisation fund should comply with the following requirements: 
(1) the transferor and, as the case may be, the issuer of the securities assigned to a securitisation 
fund must have audited their annual accounts for the last two financial years prior to the 
incorporation of the fund, except in certain cases, (2) the transferor must disclose in its 
annual reports the current and future assignment of credit rights that impact each year, 
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(3) the assignment of the assets to the fund should be formalised in a contract, and (4) the 
management company of the securitisation fund should submit a document to the CNMV 
for each asset assignment containing certain information on the assets.

Under Spanish law the rendering of payment services on a professional basis may only 
be conducted by entities authorised for such purposes. As indicated in Section II, the BoS is 
the competent authority to grant this authorisation. 

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICO)

There is no Spanish regulation on blockchain technology, cryptocurrencies or the issue of 
tokens. The European and Spanish regulators are starting to review these activities although 
there are no legal developments as of today with respect to the qualification of tokens as 
securities. 

ESMA published two statements in November 2017 concerning ICOs. The first one 
contained certain alerts to firms involved in ICOs. ESMA outlines that it is the duty of 
the firms themselves to consider the regulatory framework applicable to them and meet 
the relevant regulatory requirements, even if they are from outside the European Union. In 
this regard, although ESMA did not conclude that the Propectus Directive, the MiFID, the 
AIFMD and the Fourth AMLD are directly applicable to ICOs, cryptocurrencies and tokens, 
these may fall inside the scope of such regulations. The second statement was related to the 
warnings that may be considered by the investors when investing in ICOs, cryptocurrencies 
and tokens. In February 2018, the European Supervisory Authorities also issued a notice 
warning investors and consumers about the risks associated with buying cryptocurrencies. 

The current European and Spanish legislation on anti-money laundering is not directly 
applicable to ICOs, cryptocurrencies and tokens. However, the proposal for a directive of 
the European Parliament and of the Council amending Directive (EU) 2015/849 on the 
prevention of the use of the financial system for the purposes of money laundering or terrorist 
financing (AMLD), issued by the Council of the European Union on 19 December 2017, 
contains a provision by virtue of which the AMLD will be applicable to natural or legal 
persons that are engaged in exchange services between virtual currencies and fiat currencies. 

In light of ESMA’s statements, the CNMV and the BoS have also warned firms and 
investors regarding the regulations and risks inherent to ICOs, cryptocurrencies and tokens. 

As concerns the tax treatment of cryptocurrencies and tokens in Spain, the matter 
is not a clear-cut issue although the European Court of Justice (ECJ) and the Spanish tax 
authorities have provided specific guidelines. 

Regarding Spanish value added tax (VAT), the judgment of 22 October 2015, case 
C-264/14, ruled that transactions involving non-traditional currencies, such as crypto-
currencies, are exempt from VAT pursuant to Article 135(1)(e) of the Council Directive 
2006/112/EC, of 28 November 2006, on the common system of VAT. Therefore, in accordance 
with the ECJ’s considerations, sale and purchase transactions over cryptocurrencies should be 
exempt from Spanish VAT. This criterion has also been shared by the Spanish tax authorities 
in specific binding tax rulings.

For Spanish resident taxpayers holding cryptocurrencies, although we are not aware 
of any specific criterion confirming the Spanish income tax treatment of transaction over 
these assets, income triggered upon the sale or transfer of cryptocurrencies should be deemed 
as capital gains from a Spanish tax standpoint, and should be taxed accordingly. Specific 

© 2018 Law Business Research Ltd



Spain

137

activities concerning cryptocurrencies (e.g., mining) may have a different tax treatment and, 
potentially, be deemed as business activities for Spanish tax purposes (income tax, business 
tax, etc.).

VI OTHER NEW BUSINESS MODELS

Similarly to ICOs, cryptocurrencies and tokens, self-executing contracts are not specifically 
regulated in Spain and so are permitted and subject to Spanish contract law like any other 
contract. There are no particular arbitration or mediation schemes for self-contracts. These 
mechanisms are available in the same terms as for any other contract. Although self-executing 
contracts lack legislation of their own, we believe the below rules should be taken into account: 
a should the self-executing contract consist of pre-established clauses imposed by one of 

the parties for a generality of contracts, Law 7/1998 of 13 April on General Contracting 
Conditions will apply, which imposes certain conditions and interpretation rules, as 
well as a public registry for general conditions;

b in the event that a self-executing contract is entered into with consumers, Royal 
Legislative Decree 1/2007 of 16 November approving the revised text of the general 
law on the protection of consumers and users, would also be applicable. This regulation 
establishes guiding principles applicable to relationships between consumers and users 
(understood as legal or natural persons acting in a context that falls outside of their 
entrepreneurial or professional activities) and entrepreneurs;

c also of note is Law 34/2002, of 11 July, on services of the information society and 
electronic commerce, which would apply in the event that the contract is entered 
into by electronic means. It establishes a regulatory regime for electronic agreements 
(e.g., the information to be provided to the contracting parties prior to and after the 
execution of the relevant agreements, the conditions applicable for the validity of 
electronic agreements, other obligations applicable to the electronic providers); and

d in the event that the contract falls into the definition of a financial service, Law 22/2007 
on the distance marketing of financial services addressed to consumers, setting out the 
rules for electronic agreements and electronic marketing communications, would also 
be applicable.

Fully automated investment processes are not are not regulated as such under Spanish law. 
However, there are provisions within Regulation (EU) No. 595/2014 of the European 
Parliament and of the Council of 16 April on market abuse (MAR) and Directive 2014/65/
EU of the European Parliament and of the Council of 15 May on markets in financial 
instruments (MiFID II) that refer to algorithmic trading and high-frequency trading 
strategies.

In addition, third-party websites comparing products or providing information about 
financial products are subject to general data protection rules, in the same way as other service 
providers. They are also subject to competition rules, although they are generally not an area 
of concern for competition authorities to the extent that they favour free competition among 
the players in the market. However, concerns may be raised in the event that these websites 
impose most-favoured-nation clauses on any of the players.

From a pure regulatory perspective, the provision of information about financial 
products is not subject to authorisation provided that this information does not involve the 
provision of any other regulated services (for instance, investment advice).
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In recent years the financial industry has seen a fast-growing adaption of the economy 
to fintech. The most important sectoral innovations are those related to credit, payment 
and investment management services. Crowdfunding, crowd lending and TPPs are good 
examples of new businesses models.

Another new business model that has recently emerged is based on the commercialisation 
of big data regarding consumer trends based on clients’ data. This model has been already 
questioned by the Spanish data protection authority, which imposes restrictions on the 
validity of customers’ consent for their data to be used in an aggregated manner for its 
commercialisation.

Generally, the main legal and regulatory issues for fintech in Spain are the obstacles 
resulting from the provision of financial services that trigger licensing requirements. As stated 
in Section I, the current legal regime for the authorisation of financial entities, which is 
established by reference to EU law, does not provide for a simplified procedure for businesses 
that only provide a limited range of services, as is the case of many fintech. Hence, as of today, 
fintech providing regulated services such as payment or investments services must navigate 
complex and burdensome procedures in Spain or in their country of establishment before 
having access to customers.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

i Intellectual property

Fintech businesses models and related software may be protected by the rules applicable to 
the ownership of inventions and of works, which should be analysed separately.

Fintech business models may be classed as inventions, which are typically the result 
of research. That result may essentially be protected by patents, utility models or, if such 
protection is not available or the parties do not wish to request it, inventions can also enjoy a 
certain degree of protection as know-how or as trade secrets:
a Spanish patents provide protection for inventions for 20 years as of the filing date. 
b Utility models protect inventions of lower inventive rank than patents, and are granted 

for a period of 10 years.
c Once the referred protection periods have expired, the invention will enter the public 

domain and may be freely used by any person.
d Know-how and trade secrets have value as long as they are kept confidential, as opposed 

to patents, and therefore it is a matter of contract (confidentiality agreements) and of 
fact (other protective measures adopted) that the invention remains valuable.

On a separate note, software would not be deemed an invention but would be protected 
by copyright from the very moment of its creation. Registration is not necessary for the 
protection of software. The exploitation rights for the work will run for the life of the author 
and survive 70 years after the author’s actual or declared death.

Regarding the ownership of IP rights, the ownership of inventions and works should 
again be analysed separately. These are default rules under Spanish law to attribute ownership 
of inventions: 

Absent other applicable rules, the natural person who creates the invention (i.e., the 
inventor) is the owner.
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If the inventor is an employee (private or public):
a If the invention is a result of his or her work for a company, pursuant to the terms of his 

or her employment agreement or to the instructions received from the company, then 
the owner of the rights to the invention will be the company. 

b If the invention is a result of his or her independent work but relevant knowledge 
obtained from a company or the company’s facilities was used, then the company can 
claim ownership rights to the invention or a right to use the invention, subject to the 
payment of fair compensation.

The rule in connection with works is that the original owner of the rights to the work is the 
author or co-authors (or, in very specific and limited cases, an individual or a legal private 
or public entity who leads and coordinates personal contributions and publishes the result 
under its own name – usually in the case of software). The general rule is that the author 
is the owner of all moral and exploitation rights to the work. However, some specific legal 
presumptions as well as some important exceptions exist:
a Regarding copyrightable work created by an employee under his or her employment 

agreement, Spanish law presumes that, unless otherwise agreed, all exploitation rights 
of the work have been assigned, on an exclusive basis, to the company for the purposes 
of its ordinary course of business. This assumption applies in particular, but is not 
limited to, the creation of software.

b In the event of joint co-authors, either:
• all co-authors have equal exploitation rights, unless otherwise agreed; or 
• the exploitation rights to the work correspond to the (legal or natural) person 

that assumes responsibility for the creation of the work and publishes it under 
the person’s own name.

ii Data protection.

Fintech businesses located in Spain or addressing the Spanish market are subject to data 
protection rules to the extent that they access and process personal data, either as data 
controllers or as service providers (i.e., data processors processing the data on behalf of their 
clients). From 25 May 2018 onwards, the main data protection rule applicable in Spain 
will be the General Data Protection Regulation (Regulation (UE) 2016/679) (GDPR) that 
is directly applicable to all EU Member States. This new legal framework provides some 
benefits, such as the homogenisation of data protection rules within the EU, which can help 
local fintech businesses to expand to other EU Member States and may make it easier for 
fintech businesses from territories outside Spain that are GDPR-compliant to launch their 
services in the Spanish market. 

Notwithstanding the above, certain local data protection rules remain applicable in 
Spain, which may impose local requirements applicable to certain fintech business models. 
Also, the criteria of the Spanish Data Protection Agency, which is one of the most active data 
protection authorities within the EU, must also be taken into account. Also, there is a draft 
new Spanish Data Protection Law that will replace the current one and will be compatible 
with the GDPR. This draft new Spanish Data Protection Law, which not only adapts Spanish 
law to GDPR standards but also further develops some data protection matters not specifically 
addressed in the GDPR (e.g., creditworthiness bureaus) is currently being discussed by the 

© 2018 Law Business Research Ltd



Spain

140

Spanish parliament and its current drafting may be subject to changes before it is finally 
passed. It is expected that the approval of the new Spanish Data Protection Law will still take 
some months and will not be ready by 25 May 2018.

As regards the possibilities of fintech companies carrying out profiling activities (i.e., 
the processing of personal data involving the profiling and, in some cases, the adoption of 
automated decisions with an impact on individuals), such activities are subject to the GDPR 
rules and to certain guidelines of the Spanish Data Protection Agency. In general terms, the 
profiling activities under the GDPR need to be based on lawful legitimate grounds, mainly 
the existence of a legal duty (e.g., scoring or fraud prevention), the unambiguous or explicit 
consent of individuals or the existence of a legitimate interest. The interpretation of the 
Spanish Data Protection Agency of the legitimate interest as a lawful ground for companies 
to carry out profiling activities has been quite restrictive in the past. Also, additional 
information and transparency duties must be complied with by fintech companies when 
carrying out profiling activities. Other additional guarantees, such as reinforced objection 
rights or the need to carry out privacy impact assessments are imposed. Finally, some of 
these profiling activities may be carried out with anonymised or pseudo-anonymised data. If 
this were the case, fintech business must take into account that the Spanish Data Protection 
Agency has issued specific guidelines for carrying out anonymisation processes (available 
in Spanish at https://www.agpd.es/portalwebAGPD/canaldocumentacion/publicaciones/
common/Guias/2016/Orientaciones_y_garantias_Anonimizacion.pdf ).

VIII YEAR IN REVIEW

No specific regulation on fintech was published in the past 18 months except for PSD2, 
which has come to regulate the activity of TPPs. TPPs are an example of fintech companies 
that provide payment initiation services or account information services. TPPs must adopt 
certain security measures when providing their services. Among other obligations, TPPs must 
ensure that the personalised security credentials of the payment service user are not, with 
the exception of the user and the issuer of the personalised security credentials, accessible to 
other parties and that they are transferred through safe and efficient channels. Additionally, 
TPPs must not use, access or store any data for purposes other than for the provision of the 
payment initiation service. The incorporation of TPPs is subject to the authorisation of the 
BoS. The initial capital of those TTPs that provide payment initiation services must at no 
time be less than €50,000. However, if the TPPs only provide account information services, 
they will not be subject to the initial capital requirement. 

IX OUTLOOK AND CONCLUSIONS 

The fintech sector in Spain is still in the process of significant expansion mainly in sectors 
where intermediation between parties is fundamental (lending, FX, brokerage and investment 
services such as investment advice and portfolio management) and in the payments sector. 
Overall, the development of online payment platforms and big data, robotics and artificial 
intelligence (AI) tools represent the most recent trends in innovation (to date, mainly 
crowdfunding and crowd-lending platforms and robo-advisers). 

This expansion process is expected to continue in the coming years. This, combined 
with the increasing interest expressed by the European and Spanish regulators in the sector 
means that it is likely that fintech will be regulated in the short or medium term. In this 
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regard, the European Commission issued a public consultation on fintech in March 2017 
addressed to all citizens and organisations. The consultation period finalised in June 2017. 
After the analysis of the responses given, the European Commission has issued an action plan 
on fintech in March 2018 (the Action Plan). 

The Action Plan sets out some steps to enable innovative business models to scale 
up, support the uptake of new technologies, increase cybersecurity and the integrity of the 
financial system. In accordance with the Action Plan, the European Commission will, among 
other things: (1) host an EU FinTech Laboratory where European and national authorities 
will engage with tech providers in a neutral, non-commercial space, (2) present a blueprint 
with best practices on regulatory sandboxes, based on guidance from European Supervisory 
Authorities, and (3) report on the challenges and opportunities of crypto assets later in 2018 
in the framework of its EU Blockchain Observatory and Forum, which was launched in 
February 2018 for a period of two years.

Apart from that, further regulatory changes will come with the entry into force of 
the General Data Protection Regulation (EU Regulation 2016/679) as from May 2018 
and with the transposition into Spanish law. Although there is no certainty about when the 
Proposal could be passed by the European Parliament and the Council, it should be taken 
into consideration due to its impact on the current Spanish crowdfunding and crowd-lending 
regulation.

Apart from the above, the main disruption in the global financial sector is still expected 
to result from ledger technologies such as blockchain. Although the use of this type of 
technology is not yet widespread, it is expected to emerge in Spain in many areas and will not 
just be limited to cybersecurity and cryptocurrencies.
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Chapter 14

SWITZERLAND

Thomas A Frick1

I OVERVIEW 

The approach taken in Switzerland to fintech is a supportive and positive one, both by 
the government and by the ecosystem. Although no separate financial regulatory regime 
exists for fintech companies, the existing rules are applied in such a way that enables a lively 
fintech scene to grow. Furthermore, rules were and are about to be changed in order to 
enable crowdfunding, for example, to operate more effectively or to enable banks to do a 
fully digital onboarding of clients. The Swiss Financial Markets Supervisory Authority 
(FINMA) set up a special fintech desk and declared that it intends to structure regulation in 
a technology-neutral way. The Swiss government initiated a Crypto Initiative and set up a 
working group blockchain/ICO in January 2018.

A summary of the regulatory framework can be found on FINMA’s website;2 regular 
updates on developments are available on the (private) site http://fintechnews.ch/. 

The regulatory framework (equally applicable to any other financial service provider in 
Switzerland) is particularly based on the Federal Act on Banks and Savings (Banking Act), 
the Stock Exchange Act (SESTA), the Anti-Money Laundering Act (AMLA), the Collective 
Investment Schemes Act (CISA) and the Financial Market Infrastructure Act (FMIA). In 
addition provisions of the Federal Act on Data Protection (FADP), the Consumer Credit Act 
(CCA) or the Federal Act against Unfair Competition (UCA) may be applicable. FINMA 
and the Swiss Federal government have on various occasions emphasised that they regard 
innovation as a key for the Swiss financial centre and encourage digitalisation as well as 
technological advancements. FINMA holds regular fintech roundtables and has designated a 
team as fintech desk to be the contact for fintech companies. 

There is also no separate tax law system applicable to fintech companies in Switzerland. 
Fintech projects and investments in digital currencies and tokens are therefore taxed like 
any other traditional investment vehicle. However, the tax administration declared that, for 
example, Bitcoin will be treated like a foreign currency for tax purposes, so that no value 
added tax is levied; further clarification is expected in 2018. As the Swiss tax authorities are 
willing to issue tax rulings, fintech projects can obtain a ruling and thereafter operate with 
certainty about the tax regime applicable to them.

Overall Switzerland can be considered a fintech-friendly jurisdiction, despite the fact 
that no fintech-specific regulation or tax regime exists. Many fintech start-ups and projects 

1 Thomas A Frick is a partner at Niederer Kraft Frey.
2 https://www.finma.ch/de/bewilligung/fintech/.
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show that the legal environment is considered advantageous. The main impediment for 
fintech projects in the field of cryptocurrencies is currently to find suitable partners in the 
traditional finance industry, although the number of cyber brokers, for example, is increasing. 

II REGULATION

i Licensing and marketing

Under Swiss law no specific fintech licence exists at present, as the Swiss regulation is 
technology-neutral and principle-based. Nonetheless, a fintech company may be subject to 
a licence or ongoing compliance and reporting obligations. Some forms of financial business 
activities are prudentially supervised by FINMA on an ongoing basis and require a licence 
granted by FINMA, while others only have to join one of Switzerland’s self-regulatory 
organisations that were set up to ensure compliance with anti-money laundering requirements. 
The regulations of these self-regulatory organisations (SRO) are recognised by FINMA as 
minimum standard for AML compliance. 

Depending on their business model, fintech companies are particularly likely to fall 
within the scope of the Banking Act, the SESTA or the AMLA. 

Banking Act

According to the Swiss Banking Act, anyone who accepts ‘deposits from the public on a 
commercial basis’ is subject to banking licence requirements (Article 1, Paragraph 2 of the 
Banking Act). This is the case if either (1) deposits of more than 20 investors are actually held, 
or (2) the person or entity publicly announces to a non-limited number of persons that it is 
willing to accept such funds (regardless of the final actual number of investors). Thus, fintech 
companies that accept or raise funds stemming from the public as in crowdfunding or initial 
coin offerings (ICOs) may fall under bank licence requirements. Bond issues do not qualify 
as deposits, and capital contributions that do not entail a repayment obligation also do not 
qualify as deposits, which is why ICOs are possible – under certain conditions – under Swiss 
law. 

In order to better accommodate Swiss fintech projects, the Swiss government (the 
Federal Council) in 2017 amended the Ordinance on Banks and Savings Banks (the Banking 
Ordinance) to include exemptions from the requirement to obtain a licence. As from 
1 August 2017, the holding of client funds (of more than 20 investors and for a period 
longer than 60 days) will no longer trigger banking licensing requirements (as it is no longer 
deemed to meet the requirement of ‘on a commercial basis’) if certain requirements are met. 
These requirements are: (1) the funds do not at any time exceed 1 million Swiss francs, (2) 
the funds are neither reinvested nor interest-bearing (with exceptions), and (3) the depositors 
have been informed in writing or otherwise in text form prior to making the deposits that 
their funds are not covered by the Swiss depositors protection regime and that the institution 
is not supervised by FINMA. With regards to (1), the threshold will be calculated on the basis 
of the aggregate deposits held at any given period. 

In addition, funds on settlement accounts may be held for 60 days (previously only seven 
days) if they are not interest bearing (Article 5, Paragraph 3(c) of the Banking Ordinance). 
This provision in particular aims to allow crowdfunding companies to hold assets for a longer 
period without requiring a banking licence. 

© 2018 Law Business Research Ltd



Switzerland

144

SESTA

A licence from FINMA is required in order to act as a securities dealer (Article 10, Paragraph 
1 of the SESTA). A securities dealer is any natural person or legal entity or partnership that 
commercially buys and sells on the primary market on its own account for short-term resale 
or on behalf of third parties, offers them publicly on the primary market or even creates or 
publicly offers derivatives (Article 2 lit. d of the SESTA). The term ‘securities’ is now defined 
in the FMIA and means, in accordance with Article 2 lit. b of the FMIA, ‘standardized 
certificated and uncertificated securities, derivatives and intermediated securities, which are 
suitable for mass trading’. Further clarification is provided by Article 2 of the Ordinance on 
Financial Market Infrastructures and Market Conduct in Securities and Derivatives Trading, 
which states in Paragraph 1: ‘Securities suitable for mass standardized trading encompass 
certificated and uncertificated securities, derivatives, and intermediated securities which are 
publicly offered for sale in the same structure and denomination or are placed with more 
than 20 clients, insofar as they have not been created especially for individual counterparties’. 
Therefore, for trading tokens it is relevant whether these are qualified as ‘securities’ within the 
meaning of SESTA (see below, on ICOs).

AMLA

Even if neither a banking nor a securities dealer’s licence is required, anti-money laundering 
(AML) regulations and provisions may apply. Swiss AML regulations apply to institutions 
that are considered as financial intermediaries per se (e.g., banks, securities dealers, fund 
management companies and insurance companies) and institutions that engage in a ‘financial 
intermediary’ activity (e.g., asset managers, investment advisers with power of attorney). 
If a fintech company is engaged in ‘financial intermediary’ activity, it is required to join a 
recognised Swiss AML SRO or submit to direct supervision by FINMA on AML matters, 
and needs to comply with the applicable AML duties (such as identification of customer, 
establishment of beneficial ownership). Some of the AML duties entail sanctioning provisions 
under criminal law, and such provisions are equally applicable to fintech companies. 

Further rules

Fintech companies may market their products and services under the same rules as established 
financial service providers; restrictions apply in particular if a company looks for funds and 
contacts more than 20 potential investors (see above). 

If an institution were to set up an automated digital advisory in Switzerland, the same 
licence requirements would apply as for any other institution offering non-digital advisory 
services. Currently, a ‘pure’ investment advisory service without any power of attorney over 
a client’s accounts is not subject to licence requirements. Investment advisory with a power 
of attorney is not subject to a licence requirement; however, the institution will be required 
to subject itself to the supervision of an AML SRO (or, alternatively, directly to supervision 
by FINMA). 

Credit information services may be provided subject to the FADP; under Swiss law, 
this Act applies not only to persons but to legal entities as well, so that any information about 
corporate credit ratings may fall under the scope of the Act.
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FINIG and FIDLEG

In 2020 the Financial Institutions Act (FinIA) and the Financial Services Act (FinSA) 
are expected to enter into force simultaneously and they will bring major changes to the 
regulation of the Swiss financial market. According to the current draft of the FinSA, the 
provision of personal recommendations in respect of financial instruments (i.e., investment 
advice) also falls within its scope, so that the respective conduct duties must also be complied 
with when providing ‘pure’ investment advisory services to clients. 

ii Cross-border issues

As Switzerland is not a member of the European Union, regulated or licensed activities 
may not be ‘passported’ into Switzerland. Holding a licence abroad may sometimes make a 
licensing process in Switzerland more cumbersome, as FINMA may reach out to the foreign 
authority in order to find an agreement on consolidated supervision that may prove to be a 
lengthier process. 

Companies that provide services to clients in Switzerland on a purely cross-border 
basis (‘cross-border inbound’) without a physical presence, may require a licence in certain 
instances. The distribution of collective investment schemes is permitted only if done by 
‘reverse solicitation’ (i.e., on the initiative of the investor itself ). The same applies with respect 
to insurance products. Both collective investment schemes and insurance products are subject 
to strict rules on marketing. Under today’s rules, however, cross-border inbound marketing of 
banking products, as a rule, does not require a licence.

A service provider is deemed to have a physical presence in Switzerland if it has a 
branch or similar formal presence in Swiss territory, or the presence of individual persons in 
Swiss territory on a permanent basis who are employed or mandated by the licensee to act 
on its behalf. The term ‘on a permanent basis’ means having individuals permanently on the 
ground in Switzerland, or individuals who frequently travel to Switzerland for the purposes of 
carrying out sales or marketing activities in Switzerland. FINMA has not published guidance 
on what constitutes ‘frequent’ travel; whether travel is frequent is assessed by evaluating all 
relevant facts and circumstances (i.e., frequency of travel, number of persons travelling to 
Switzerland). FINMA has substantial discretion when assessing whether physical presence is 
established in Switzerland. 

There are no Swiss laws of general application prohibiting or subjecting to prior 
approval foreign investments in Switzerland. Therefore, foreign investors do not generally 
need formal approval for their investments in Switzerland and no special governmental 
authority monitors foreign investments. Foreign investments in certain regulated industries 
might require governmental permission. If foreign nationals have a controlling influence 
on a bank, a securities’ trader or certain other prudentially supervised entities active in the 
financial sector (‘finance company’), the granting of a respective licence by FINMA is subject 
to certain additional requirements. Investment restrictions also apply to the acquisition of 
residential (but not commercial) real estate in Switzerland by foreign or foreign controlled 
persons and under the Telecommunications Act for radio communication licences, under the 
Nuclear Act for nuclear power plants, under the Radio and TV Act for broadcasting licences 
and under the Aviation Act for the professional transport of passengers or goods.

Switzerland does not have currency controls in place. Hence, both investments and 
repatriation of the capital and profits is possible.
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III DIGITAL IDENTITY AND ONBOARDING

Today, there exists no generally recognised digital identity in Switzerland. However, there have 
been various efforts undertaken to raise the digital awareness in Switzerland and to introduce 
a generally recognised digital identity. On 22 February 2017, the Federal Council presented 
a draft for a Federal Act on Recognised Electronic Identification (the E-ID Act). Under the 
E-ID Act, private providers would be authorised to issue recognised digital identities. On 
22 November 2017, two private project groups (one consisting of the Swiss Federal Railway 
and the Postal Services, the other one by the former state telecommunications company, 
Swisscom, and the two major banks UBS and Credit Suisse) announced that they will join 
forces and set up such a private provider. It is expected that this will lead to the establishment 
of a broadly accepted Swiss E-ID. It is expected that it is not only available to nationals; the 
details of the limitations are still subject to discussions.

Switzerland has known for some time already electronic signatures that guarantee the 
authenticity of a document, a message or other electronic data and ensures the identity of 
the signatory. 

As of 2016, financial service providers may carry out fully digitised onboarding of clients. 
On 17 March 2016 FINMA published Circular 2016/7 on Video and Online Identificatiom, 
which entered into force on 18 March 2016 and stipulated the AML requirements with 
regards to the onboarding process of clients via digital channels. The circular applies 
directly to financial intermediaries. Subject to adherence to specific requirements, financial 
intermediaries may onboard clients by means of video transmission. The Circular is under 
revision. 

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

i Collective investment schemes

Collective investment schemes governed by CISA are assets raised by investors for the 
purpose of collective investment that are managed for the account of such investors, whereby 
the investment requirements of the investors are met on an equal basis (Article 7, Paragraph 1 
CISA). Open-ended collective investment schemes are organised under company or contract 
law, closed only under company law.

ii Crowdfunding

Under Swiss law, crowdfunding is permitted and does not per se trigger a licence requirement. 
However, in case crowdfunding includes ‘assets raised from investors for the purpose of 
collective investment’ and these crowdfunding assets would be managed for the account of 
such investors (by a third party), subject to equal treatment provisions, they would qualify 
as a collective investment scheme within the meaning of CISA. In such case, the respective 
requirements according to CISA would have to be adhered to. 

iii Crowd lending

Crowd lending, also known as peer-to-peer lending, is not per se regulated. However, 
depending on its specific set-up, it may fall within the scope of the Banking Act, SESTA, 
AMLA, etc. In addition, a consumer credit agreement is a contract whereby a creditor grants 
or promises to grant credit to a consumer in the form of a deferred payment, a loan or other 
similar financial accommodation (Article 1, Paragraph 1 CCA). In general, the CCA will 
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be applicable to crowd-lending activities if the counterparty were to qualify as a consumer. 
In such case, the respective rules of the CCA would have to be adhered to, for example, the 
maximum interest possible for consumer credits currently amounts to 10 per cent (Article 14 
CCA and Article 1 of the Ordinance on the Consumer Credit). 

Platforms providing crowdfunding and crowd-lending services do not require a licence 
if the funds of the investors are directly sent to the projects (i.e., not through the platform). If 
funds are sent via accounts of the platform, this can only be done without a banking licence 
if the account is non-interest-bearing, the funds are kept not longer than 60 days on the 
account and the client is informed that the platform does not hold a licence. The platform 
will need to register as a financial intermediary with an SRO and to comply with AML 
obligations.

Even the project developer may qualify as a bank if it accepts more than 20 loans and 
the amount exceeds 1 million Swiss francs.

Loans can be traded on secondary markets, subject to compliance with AML laws. 
However, the transfer of a loan requires either transfer of the contract or assignment of 
the claim. Assignment of claims can only be done in writing (i.e., with a handwritten (or 
electronic) signature of the assignor). 

iv Payment systems

Payment systems only require a licence from FINMA if they are deemed relevant for the proper 
functioning of the financial market or for the protection of financial market participants and 
if the payment system is not operated by a bank (Article 4 FMIA). In order to be eligible for 
a FINMA licence as a payment system, certain requirements have to be met, for example, 
the applicant must be a legal entity under Swiss law and have its registered office and head 
office in Switzerland (Article 8 FMIA), it provide a guarantee of impeccable business conduct 
(Article 9 FMIA), the minimum capital of the applicant must be fully paid in (Article 12 
FMIA) and the applicant must have appropriate IT systems (Article 14 FMIA). 

As Switzerland is not a Member State of the European Economic Area, it decided not 
to implement the second Payment Services Directive of the European Union (PSD2), so that 
there is no harmonisation of the interfaces and no general access to accounts for third-party 
payment service providers must be granted by Swiss banks. However, as banking services in 
Switzerland are often cross-border, it is expected that many banks will soon provide open 
access to account interfaces upon request of their clients.

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICO)

Switzerland does not have a specific regulation for blockchain technology. Blockchain 
projects fall under the regulatory regimes of the industries they are applied to, such as the 
finance industry. Cryptocurrencies caught the attention of the Swiss regulator early; already 
in June 2014, FINMA published a fact-sheet on Bitcoin and confirmed that Bitcoin qualifies 
as currency (i.e., that payments with Bitcoin do not require a licence). Soon, Switzerland and 
in particular the so-called ‘Crypto Valley’ in the Canton of Zug established itself as one of 
the world’s hubs for ICOs, in particular through the Etherum ICO from July to September 
2014. Thereafter, there were a number of high-profile ICOs that gained the attention of the 
fintech world. At the time, FINMA did not provide specific guidance, although its fintech 
desk was willing to grant negative clearance to projects submitted. 
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On 16 February 2018 FINMA published the Guidelines for Enquiries Regarding 
the Regulatory Framework for Initial Coin Offerings (ICOs) (the ICO Guidelines), which 
describe in some detail how the supervisory and regulatory framework for ICOs is dealt with 
under Swiss law. It does so by outlining the principles on which it will base its response to 
specific enquiries and by providing a checklist of information required to be submitted in an 
application for negative clearance. These ICO Guidelines are available electronically on the 
FINMA website3 in four languages (French, German, Italian and English). The guidelines 
provide some guidance on regulatory matters but do not deal with issues of civil or criminal 
law. Hence, specific legal advice continues to be needed for any ICO.

A key message given by the Guidelines is that FINMA continues to be ready to 
review ICOs and to give negative clearance, as far as regulatory aspects are concerned. 
When reviewing a project, FINMA will consider, among other things, not only the investor 
categories and ICO targets, compliance with AML regulations and the functionalities of 
the token generated including the rights it confers to the investor, but also the technologies 
used (distributed ledger technologies, open source etc.), the technical standards (such as the 
Etherum ERC20) and the wallets and technical standards to transfer tokens. 

FINMA distinguishes three token categories: (1) payment tokens (i.e., cryptocurrencies), 
which are intended to be used as a means of payment and do not grant any claims against the 
issuer of the token; (2) utility tokens, which grant access to an application or service, and (3) 
asset tokens, which represent assets such as a debt or equity claim against the issuer, or which 
enable physical assets to be traded on the blockchain. If a token combines the functions of 
more than one of these categories, it is considered a hybrid token and must comply with the 
requirements of all categories concerned. 

To assess whether tokens qualify as securities under Swiss law, FINMA applies the 
general definition of the Swiss Financial Market Infrastructure Act. For the time being, 
FINMA will not consider payment tokens to be securities; utility tokens will only be 
considered securities if they have an investment purpose at the point of issue. Asset tokens 
will be considered as securities.

FINMA confirms that the creation of uncertificated securities and their public offering 
are not regulated, unless they qualify as derivative products. However, underwriting and 
offering (in a professional capacity) security tokens of third parties publicly on the primary 
market is a licensed activity. Furthermore, the issuing of tokens that are similar to bonds or 
shares may trigger prospectus requirements under the Swiss Code of Obligations. 

FINMA confirms that the issuing of tokens will not qualify as deposits (i.e., it does not 
require a banking licence), unless the tokens grant claims with debt capital character against 
the issuer. Collective investment schemes regulations may apply if the funds received by an 
ICO are managed by third parties. 

Issuing payment tokens will trigger the application of the Anti-Money Laundering Act 
(AMLA) provisions, if the tokens can be transferred technically on a blockchain infrastructure. 
Issuing utility tokens will not trigger such an application, as long as their main purpose is 
providing access to a non-financial application of the blockchain technology. Asset tokens 
are not deemed a means of payment under the AMLA. FINMA clarifies that the application 
of the AMLA will not only be triggered by an exchange of a cryptocurrency against a fiat 
currency but also by an exchange against a different cryptocurrency.

3 www.finma.ch/en/news/2018/02/20180216-mm-ico-wegleitung/.
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Rights granted in the pre-sale phase are considered as securities by FINMA if they are 
standardised and suitable for mass standardised trading. If so, they are not subject to AML 
regulations.

On 8 January 2018 the Crypto Valley Association, an independent, 
government-supported association established to support fintech institutions in the 
Canton of Zug, published a General Code of Conduct that aims to subject its members to 
a minimum standard with regards to transparency and information when conducting an 
ICO. The minimum standard entails providing information on technical features, financial 
situation, the management team involved and the involved risks and respective compliance 
procedures (e.g., KYC process etc.). In addition, members shall ensure that a pre-deployment 
and deployment would be audited by an independent auditor. It is not yet certain whether 
these standards will all prevail.

There is no separate tax regime applicable to digital currencies and tokens. 
Cryptocurrencies and tokens are therefore taxed like any other traditional investment vehicle. 
However, on most tokens no VAT, no issuing tax and no withholding tax is levied when the 
token is issued, subject to certain exceptions. Swiss residents do not pay taxes on capital gains 
of privately held assets. 

Tokens may be offered to Swiss residents from outside Switzerland but are subject to 
similar requirements as applicable to tokens issued in Switzerland (i.e., they may not qualify 
as derivative products, security tokens may not be offered by a third party in a professional 
capacity and tokens that are similar to bonds or shares may trigger prospectus requirements). 

VI OTHER NEW BUSINESS MODELS

Self-executing contracts are generally permitted by Swiss law, as long as the essential terms 
and conditions of the contract are agreed upon by both parties. Fully automated investment 
processes such as robo-advisers are not per se prohibited by Swiss law, as long as the clients 
concerned are informed and agreed respectively. 

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

Fintech technology and software may be protected under patent law or copyright law 
depending on the specific details of the technology or software. Unlike in the European 
Union, there is no specific protection of the creator’s rights in a database. However, databases 
and software may be protected under copyright law, if and to the extent they are intellectual 
creations with individual character with regard to their selection and arrangement. To qualify 
for patent law protection, technology or software must be an invention that is new and 
applicable in the industry and that solves a technical problem (which is usually not the case 
in standard software). A technical reproduction process of someone else’s market-ready work 
is prohibited (Article 5 lit. c UCA). 

If an employee creates a computer program in the course of discharging his or her 
professional duties or fulfilling contractual obligations, the employer alone shall be entitled 
to exercise the exclusive rights of use. Inventions and designs produced by the employee 
alone or in collaboration with others in the course of his or her work for the employer and 
in performance of his or her contractual obligations belong to the employer, whether or not 
they may be protected. By written agreement, the employer may reserve the right to acquire 
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inventions and designs produced by the employee in the course of his work for the employer 
but not in performance of his contractual obligations. Business models, as a rule, cannot be 
subject to intellectual property rights under Swiss law.

Under the Swiss Data Protection Act, protected data are not only data relating to 
persons but equally data relating to legal entities. Personal data must be protected against 
unauthorised processing by adequate technical and organisational measures. Processing of 
data is any operation with personal data, irrespective of the means applied and the procedure, 
and in particular the collection, storage, use, revision, disclosure, archiving or destruction 
of data. Thus, merely providing information or comparing products on a website may fall 
within the scope of Swiss data protection law (unless the data is public). In addition, such 
a comparison may be considered unfair under the UCA if the services, prices or business 
situation were reduced by incorrect, misleading or unnecessarily infringing statements. The 
storage of personal data on a server in Switzerland may be sufficient to trigger application of 
Swiss data protection law. 

Digital profiling may be considered as a personality profile or even include sensitive 
personal data within the meaning of the Data Protection Act (i.e., a collection of data that 
permits an assessment of essential characteristics of the personality of a natural person). 
Consent must be expressly given before processing such data and personality profiles 
(and sensitive personal data) must not be disclosed to a third party without justification. 
In addition, the data processor must inform the person concerned of (1) the controller of 
the data file, (2) the purpose of the processing and (3) the categories of data recipients (if 
disclosure is planned). 

VIII YEAR IN REVIEW

The past 18 months have been an intense phase for Swiss fintech regulations.
It started with FINMA issuing a circular (2016/7) on video and online identification 

that became effective in March 2016 and permitted online onboarding of bank clients. The 
circular is currently under review. On 1 August 2016, FINMA revised its circular on asset 
management contracts, permitting such contracts to be concluded not only in writing but 
also in digital form. 

In early 2017, the Swiss government published its preliminary draft of the E-ID 
Act, according to which private providers would be authorised to issue recognised digital 
identities. On 22 November 2017, two private project groups announced that they will join 
forces and set up such a private provider. The announcement was made at the ‘Swiss Digital 
Day’, a country-wide, government-sponsored initiative to promote digitalisation.

On 1 August 2017, changes to the Banking Ordinance became effective, introducing 
a rule whereby companies are allowed to accept public funds from more than 20 persons 
of up to 1 million Swiss francs (provided the deposits are not reinvested) without needing 
a banking licence. Furthermore, deposits in settlement accounts of securities dealers, asset 
managers or similar market participants do also not qualify as deposits from the public if they 
are interest-free, used to settle client transactions and settlement takes place within 60 days. 

In January 2018, the Swiss State Secretariat for International Financial Matters 
established a blockchain and ICO working group that will review the existing legal framework 
and report to the Federal Council by the end of 2018. Also in January 2018, the private 
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Crypto Valley Associations proposed a first Swiss Code of Conduct for ICOs, proposing 
detailed and extensive information requirements for enterprises conducting an ICO and 
suggesting that each stage of the ICO is independently audited.

Finally, on 16 February 2018, FINMA published its long-awaited Guidelines for 
ICOs, providing a regulatory framework to classify tokens and giving indications as to 
their treatment under AML laws. Furthermore, several cantonal tax administrations issued 
guidelines on how they will assess Bitcoin for tax purposes.

IX OUTLOOK AND CONCLUSIONS 

It can be expected that the discussion will continue on the issue of establishing a legal and a 
distribution framework for a generally accepted digital identity. Results should be available 
on both aspects by autumn 2018. 

FINMA initiated a review process (until 28 March 2018) on its circular (2016/7) on 
video and online identification. Proposals include that three arbitrarily selected optical safety 
features of the identity documents are reviewed and that transfers may be made not only 
from a bank in Switzerland but also from banks in FATF member states. The revised circular 
may become effective in mid or late 2018. Furthermore, a revision of the AML Ordinance 
was proposed in 2017 and may become effective in 2018. Among others, the diligence 
requirements of issuers of payment means will be more clearly defined. 

In addition to the Code of Conduct for ICOs of the Crypto Valley Association, other 
organisations are working on codes of conduct. It is expected that such proposals will be 
published in 2018.

As part of the draft new acts FinIA/FinSA that are in parliamentary discussions, a 
new licence category will be introduced (‘bank licence light’). Provided deposits are not 
reinvested and non-interest-bearing, companies should be entitled to accept deposits of up 
to 100 million Swiss francs, subject to a new licence with significantly reduced requirements 
compared to the current banking licence (e.g., they must own funds of 300,000 Swiss francs 
instead of 20 million Swiss francs). The new Acts are expected to become effective in late 
2019 or early 2020.

In late 2017, the Federal Council published its draft for a new Data Protection Act that 
should align Swiss data protection law with the new European regulation, for deliberations 
in Parliament. However, in January 2018, the Commission of the Chamber of Parliament 
proposed to amend the existing Act in order to align it with the new Schengen requirements 
and to only subsequently deal with the new proposals. Hence, it is highly uncertain whether 
the new Act can be finalised in 2018, as intended. 

The sheer number of initiatives and proposals outlined show that the regulatory and 
legal environment will remain very dynamic. It can be expected that the legal framework for 
fintech projects will be further developed in 2018. It certainly helps that the Swiss government 
has stated repeatedly that it wishes to support the development of this new business area.
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Chapter 15

UNITED KINGDOM

Andrew Henderson and James Burnie1

I OVERVIEW 

HM Treasury has observed that ‘the term “Fintech” is used interchangeably to describe both 
technology-driven innovation across financial services and to pick out a specific group of 
firms that combine innovative business models with technology to enable, enhance, and 
disrupt the financial services sector.’2 This is currently the best explanation of fintech in 
the United Kingdom although the Financial Stability Board, an international body, offers a 
pithier definition describing fintech as ‘technology-based innovation’.3 

The Financial Conduct Authority (FCA), the public authority responsible for 
regulating the conduct of UK financial services providers and the UK financial markets, 
identified examples of fintech in reporting in the first year of the operation of its ‘regulatory 
sandbox’.4 This included ‘the new application of technologies to traditional products 
or services, as opposed to using technologies to create entirely new products’.5 Examples 
included: distributed ledger technology (DLT), used, for example, to manage shares, issue 
short-term debt, and to convert or transfer currency; online platforms to increase access to 
capital; application programme interfaces to offer access to financial information; customer 
identification tools using biometrics; expedited payment; personal finance tools such as 
budget management via apps; and robo-advice.6 

Fintech can also extend to the application of technologies to create new financial 
products. Digital currency, such as Bitcoin, is currently the best example of this. The FCA 
discussed digital currencies in its 2017 Feedback Statement on DLT.7 It also issued a warning 
to the public about investing in digital currency.8

Parliament has yet to make any special laws governing fintech in the United Kingdom, 
including in connection with the United Kingdom’s obligations to give effect to European 

1 Andrew Henderson is a partner and James Burnie is an associate at Eversheds Sutherland LLP.
2 Fintech Sector Strategy: Securing the Future of UK Fintech, March 2018, page 3. https://www.gov.uk/

government/uploads/system/uploads/attachment_data/file/692874/Fintech_Sector_Strategy_print.pdf.
3 Financial Stability Implications from Fintech, Report 27 June 2017.
4 Regulatory Sandbox Lessons Learned Report, October 2017: https://www.fca.org.uk/publication/

research-and-data/regulatory-sandbox-lessons-learned-report.pdf.
5 Ibid., page 9.
6 Ibid, Chapter 4.
7 Distributed Ledger Technology, FS 17/4, December 2017, chapter 3.
8 Consumer warning about the risks of Initial Coin Offerings, September 2017: https://www.fca.org.uk/

news/statements/initial-coin-offerings.
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Union (EU) law.9 However, as a common-law jurisdiction where the courts enjoy the power 
to develop the law through judicial decision, participants in the fintech industry may not 
have to wait for Parliament or some other legislative body to enact legislation. Although there 
have yet to be any significant judicial decisions, the UK legal writers have already sought to 
analyse fintech concepts in light of existing law.10

Moreover, even in the absence of special laws, UK administrative authorities have 
addressed fintech. Perhaps the best example was the FCA’s establishment of the world’s first 
‘regulatory sandbox’ in 2015, mentioned above and discussed further below. 

II REGULATION

i Licensing 

With its focus on financial services, the natural starting point for an analysis of licensing is 
the financial services regulatory regime. In the United Kingdom, the issue of whether or not 
a fintech firm requires a licence will turn on whether that firm carries on activities that are 
subject to regulation under the general law. There is no special licensing regime in the UK 
for fintech firms. Financial regulation may still be relevant to a fintech firm that does not 
itself carry on regulated activities where that firm provides services to a firm that is subject 
to regulation. Here regulatory obligations may apply indirectly to the fintech firm and be 
imposed via contract. 

The Financial Services and Markets Act 2000 (FSMA) makes it a crime for any person to 
carry on regulated activities by way of business in the UK unless that person is an ‘authorised 
person’.11 This ‘general prohibition’ will be the starting point for anyone, including a fintech 
firm, doing business connected financial services requires a licence. 

The FSMA (Regulated Activities) Order 2001 (RAO) identifies the ‘regulated activities’ 
governed by FSMA. They include, among many, the activities of accepting deposits, effecting 
and carrying out contracts of insurance, dealing in investments as principal and agent, advising 
on and managing investments,12 and activities carried on in connection with regulated credit 
agreements.13 It also includes the regulated activity of providing credit information services.14 

9 At the time of writing, Parliament is consulting on aspects of fintech. See Parliament Digital Currencies 
inquiry, last accessed 16 March 2018: https://www.parliament.uk/business/committees/committees-a-z/
commons-select/treasury-committee/inquiries1/parliament-2017/digital-currencies-17-19/

10 See, for example: Susman ‘Virtual money in the virtual bank: legal remedies for loss’ (2016) 3 JIBFL 150; 
Perkins ‘The legal aspects of virtual currencies’ (2016) 10 JIBFL 569; Gabbal ‘Tax implications for fintech’ 
(2017) Tax Journal, 1339, 10; ‘The taxation of profits on cryptocurrencies’ Tax Journal, 1373. 20 (2017); 
and Maclean ‘Governing the blockchain: how to determine applicable law’ (2017) 6 JIBFL 359. 

11 FSMA, ss 19 and 20. Ss 26, 27 and 28 deal with the civil law consequences.
12 This could include ‘robo-advice’ and ‘robo-managed’ solutions discussed further below.
13 RAO, Part II.
14 This is an activity that has a high fintech element and is defined to catch steps taken with a view to: (a) 

ascertaining whether a credit information agency holds information relevant to the financial standing of an 
individual; (b) ascertaining the contents of such information; (c) securing the correction of, the omission 
of anything from, or the making of, any other kind of modification of, such information; or (d) securing 
that a credit information agency which holds such information stops holding the information or does not 
provide it to any other person; and giving advice in relation to (a) to (d). RAO, Articles 89A and 89B.
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To be regulated, the activities must be carried on in connection with ‘specified 
investments’, which include deposits, electronic money, contracts of insurance, shares, 
instruments acknowledging indebtedness, units in collective investment schemes, options, 
and futures.15 

FSMA also makes it a crime for anyone to communicate, in the course of business, an 
invitation or inducement to engage in investment activity unless that person is an authorised 
person or an authorised approves the communication.16 

The most common route to becoming an authorised person is via Prudential Regulation 
Authority (PRA) or FCA authorisation under Part IVA of the FSMA.17 However, a financial 
institution authorised in another European Economic Area Member State may exercise 
so-called ‘passport rights’ in or into the UK as a route to becoming an authorised person.18 

In essence: the PRA is the financial regulator responsible for authorising and regulating 
banks, large investment banks and insurers with the FCA having responsibility for regulating 
the conduct of those financial institutions; for the remaining financial institutions, the FCA 
is the sole regulatory authority responsible for authorising and regulating them.19 

The ‘sandbox’ process, mentioned above, introduces a special route for a fintech firm 
looking to becoming an authorised person. In FCA’s own words, ‘the sandbox is open to 
[FCA] authorised firms, unauthorised firms that require authorisation and technology 
businesses. The sandbox seeks to provide firms with: the ability to test products and services 
in a controlled environment; reduced time-to-market at potentially lower cost; support in 
identifying appropriate consumer protection safeguards to build into new products and 
services; and better access to finance’.20 The ‘sandbox’ acts as a touchpoint between the 
FCA and those looking to launch new technologies, which may not naturally fit within the 
existing UK financial services regulatory framework, but which offer an identifiable benefit 
to consumers.21 The ‘sandbox’ allows the FCA to use its powers to integrate these providers 
into the regulatory system without requiring full FCA authorisation and compliance 
immediately.22 This is an example of innovative regulation.

Although the ‘sandbox’ creates a special route to authorisation, neither the FCA nor 
the PRA provide a special type of licence for fintech firms: insofar as it carries on regulated 
activities, a fintech firm will have to satisfy the threshold conditions for authorisation and 
comply with the regulatory regime governed by the FSMA and the secondary legislation 
made under the FCA, in particular the rules and guidance issued by the FCA and PRA, as 
the case may be.23 

15 RAO, Part III.
16 See Section II.i. 
17 See FSMA, s 55A and following.
18 See FSMA, s 31. Passporting and the impact of Brexit is discussed below. 
19 See FSMA, ss 1A to 3T.
20 https://www.fca.org.uk/firms/regulatory-sandbox.
21 This is reflected in the FCA sandbox eligibility criteria, see: www.fca.org.uk/publication/documents/

sandbox-eligibility-criteria.pdf 
22 For example, the FCA may provide restricted authorisation, individual guidance, informal steers, waivers 

and no enforcement action letters, see: www.fca.org.uk/firms/regulatory-sandbox 
23 See FSMA, Part 9A and the FCA Handbook of Rules and Guidance www.handbook.fca.org.uk/ and PRA 

Rulebook www.prarulebook.co.uk/. 
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ii Marketing and compliance

A detailed discussion of the compliance requirements for regulated firms is beyond the scope 
of this chapter. The FCA requirements are technology neutral but the following topics, 
discussed further below, are among the more important for FCA-authorised firms that 
provide or use fintech services:
a marketing and financial promotion;
b outsourcing;
c algorithmic trading; and
d robo-advice and selling tools.

iii Marketing and financial promotion

As noted above the making of a financial promotion without authorisation is prohibited. 
The FCA Handbook, however, imposes requirements on authorised firms when making or 
approving financial promotions. These are set out in Chapter 4 of the FCA Conduct of 
Business Sourcebook (COBS) and includes provisions governing the rule that a financial 
promotion must be clear, fair and not misleading, that financial promotions be identifiable as 
such, contain compensation information, and provisions governing the detail of information 
that must be disclosed to retail customers.24 COBS 5 contains provisions on distance marketing 
and e-commerce, of particular importance when considering website communications.

 
iv Outsourcing

Both the FCA and PRA impose strict requirements on firms that outsource certain functions 
to third-party providers, which includes technology providers. The outsourcing regime is 
relevant both to authorised firms and to unregulated fintech firms providing services to 
authorised firms who will have to enter into contractual arrangements that are subject to 
regulatory requirements.

The basic requirements are that a firm must (1) when relying on a third party for 
the performance of operational functions that are critical for the performance of regulated 
activities on a continuous and satisfactory basis, ensure that it takes reasonable steps to avoid 
undue additional operational risk; and (2) not undertake the outsourcing of important 
operational functions in such a way as to materially impair the quality of its internal control; 
or the ability of the FCA or PRA to monitor the firm’s compliance with all obligations 
under the regulatory system and, if different, of a competent authority to monitor the firm’s 
compliance with its regulatory obligations.25

Of particular relevance in the context of fintech is the FCA guidance on outsourcing 
to the cloud issued in 2016.26 It deals with issues such as physical access to business 
premises, including data centres; the scope of firms’ obligations relating to supply chain and 
sub-contracting arrangements; clarifying expectations around aspects of risk management, 

24 See COBS 4.
25 See Chapter 8 of the Senior Management Arrangements, Systems and Controls (SYSC) module in the FCA 

Handbook and PRA outsourcing rules.
26 See FG 16/5 – Guidance for firms outsourcing to the ‘cloud’ and other third-party IT services www.fca.org.

uk/publication/finalised-guidance/fg16-5.pdf.
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including concentration risk; points around the choice and control in relation to the 
jurisdictions where data is processed, stored and managed; the provisions to ensure firms 
have effective access to data; and specific expectations around exit plans.

v Algorithmic trading

The rules on algorithmic trading go to the FCA’s regulation of market conduct more than to 
investor protection. The FCA uses the definition of algorithmic trading in MiFID, that is: 

Trading in financial instruments which meets the following conditions: (a) where a computer 
algorithm automatically determines individual parameters of orders such as whether to initiate the 
order, the timing, price or quantity of the order or how to manage the order after its submission; (b) 
there is limited or no human intervention does not include any system that is only used for the purpose 
of routing orders to one or more trading venues or the processing of orders involving no determination 
of any trading parameters or for the confirmation of orders or the post-trade processing of executed 
transactions.27

The FCA imposes obligations on firms that engage in algorithmic trading in Chapter 7A of the 
FCA Market Conduct Sourcebook (MAR). These obligations give effect to the requirements 
in MiFID II and operate alongside directly applicable EU standards.28 The FCA published a 
paper on algorithmic trading, Algorithmic Trading Compliance in Wholesale Markets, which 
sets out the FCA’s expectations for firms.29

vi Robo-advice and selling tools 

The FCA has described robo-advice ‘as a valuable vehicle to help tackle the issues faced by 
those consumers who are unserved or underserved by more traditional advice models’.30 This 
has resulted in tangible efforts to encourage the proper use of automation, for example, the 
Treasury has narrowed the definition of what constitutes providing regulated advice when this 
is provided by a regulated entity to align it with the ‘making of a personal recommendation’.31 
This means, for example, that a firm providing a website that compares products on their 
merits is no longer providing regulated advice, although, as with all unregulated activity, 
general rules such as those relating to data protection and competition rules still apply.32 

The fact that the FCA supports automation does not, however, mean that its use is 
risk-free. Automation allows for activities to be scaled, as the same activity can be repeated 

27 The MiFID II Directive, Article 4(1) 39.
28 Commission Delegated Regulation (EU) No 2017/589 of 19 July 2016 supplementing MiFID with regard 

to regulatory technical standards specifying the organisational requirements of investment firms engaged in 
algorithmic trading, providing direct electronic access and acting as general clearing members also known 
as ‘RTS 6’.

29 See Algorithmic Trading Compliance in Wholesale Markets https://www.fca.org.uk/publication/
multi-firm-reviews/algorithmic-trading-compliance-wholesale-markets.pdf. 

30 Bob Ferguson, ‘Robo Advice: an FCA perspective’, FCA, speech of 11 October 2017: https://www.fca.org.
uk/news/speeches/robo-advice-fca-perspective.

31 See the RAO, Article 53 revised on 3 January 2018.
32 The FCA Guidance on advising on investments in its Perimeter Guidance Manual (PERG) 8.24 and 

following is important generally while PERG 8.30 on the medium used to give advice or information is 
particularly important when examining website tools.
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multiple times using the same algorithm, and, while this allows for substantial cost savings 
when the algorithm performs as expected, the risk is that if something goes wrong, that 
mistake may be repeated many times over. 

iii Cross-border issues33

As a result of the United Kingdom’s membership of the European Union, a firm that is 
authorised in another European Economic Area (EEA) Member State has the right to establish 
a branch in or provide services into the United Kingdom without the need for authorisation 
from the PRA or FCA under a ‘passport right’ under the relevant EU Directives.34 The EU 
Directives do not permit the United Kingdom to extend this privilege to non-EEA Member 
States.

With the result of the referendum in June 2016 on the United Kingdom’s withdrawal 
from the EU, it is unlikely that the passports under the EU Directives will continue to apply 
for firms authorised in other EEA Member States. At the time of writing, it remains unclear 
whether a similar mechanism might replace the passport. For the time being, however, the 
assumption is that the United Kingdom will treat firms from other EEA Member States in 
the same manner that it treats non-EEA ‘third-country’ firms. 

Where someone carries out regulated activities from a permanent establishment 
outside the United Kingdom, that person should not be subject to a licensing requirements, 
as discussed above.35 This is reinforced by the overseas persons exclusion in the RAO for 
regulated activities carried on by overseas persons.36 

As mentioned above, the FSMA makes it a crime for anyone to communicate, in 
the course of business, an invitation or inducement to engage in investment activity unless 
that person is an authorised person or an authorised approves the communication.37 This 
financial promotion restriction applies to any communication originating outside the United 
Kingdom that has or is capable of having an effect in the United Kingdom.38 The concept of 
‘investment activity’ draws on RAO concepts.39 UK law contains certain exclusions from the 
financial promotion restriction including, for example, financial promotions made only to 
‘investment professionals’.40 

The United Kingdom does not impose any foreign exchange or currency control 
restrictions or limitations on the ownership of companies by foreigners. 

33 European Commission – Press release ‘fintech: Commission takes action for a more competitive and 
innovative financial market’, 8 March 2018: http://europa.eu/rapid/press-release_IP-18-1403_en.htm. 

34 Passport rights are granted under various EU Directives, for example the Markets in Financial Instruments 
Directive 2014/65/EU (MiFID II) for investment firms who would otherwise by subject to FCA 
authorisation and the Capital Requirements Directive 2013/36/EU (CRD IV) for credit institutions who 
would otherwise be subject to PRA authorisation. Firms from Member States of the EEA, which includes 
the EU together with Iceland, Liechtenstein and Norway but not Switzerland also enjoy these rights. 

35 This is discussed further in Section II.i below.
36 See the RAO, Article 72.
37 FSMA, ss 21 and 25. S 30 deals with the civil law consequences. 
38 FSMA, s21(3).
39 See the FSMA (Financial Promotion Order) 2005, Schedule One: ‘controlled activities’ and ‘controlled 

investments’ are coterminous with ‘regulated activities and ‘specified investments’.
40 See the FSMA (Financial Promotion Order) 2005, Article 19 and the other exclusions.
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III DIGITAL IDENTITY AND ONBOARDING

The commitment to technology neutrality has meant that there is no specific requirement 
for citizens to have a particular digital identity provided that record of identity is held in 
compliance with the relevant laws on data protection and anti-money laundering and 
anti-terrorism legislation. This approach has both advantages, in terms of the fact that there 
is no monopoly over the control of the digital identity of UK citizens, and disadvantages, 
in that there is no single central repository of data that citizens can use to store their digital 
identity.

For financial service firms, the UK approach to digitised identity and onboarding 
means that it is open for new market entrants to seek to set up new onboarding platforms, 
within the existing framework. 

As to onboarding, for FCA-authorised firms, the FCA rules apply a basic obligation 
to: ‘establish, implement and maintain adequate policies and procedures sufficient to ensure 
compliance of the firm including its managers, employees and appointed representatives 
(or where applicable, tied agents) with its obligations under the regulatory system and for 
countering the risk that the firm might be used to further financial crime.’41

This duty is amplified as follows: ‘A firm must ensure the policies and procedures 
established [above] include systems and controls that: (1) enable it to identify, assess, monitor 
and manage money laundering risk; and (2) are comprehensive and proportionate to the 
nature, scale and complexity of its activities.’42 The Money Laundering Regulations 2017 
further supplement these requirements.43 

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

The digital markets, funding and payment services infrastructure in the United Kingdom is 
derived from EU laws, such as MiFID and the Payment Services Directive (PSD2),44 which 
sets out the framework for providing payment services and Directives 2009/65/EC (the 
UCITS Directive) and Directive 2011/61/EU (AIFMD), which set out the framework for 
the operation of collective investment undertakings. The EU Directives generally do not 
have direct applicability in the United Kingdom, however, they prescribe certain codes of 
conduct for specific types of activity, which have then been implemented into UK law and 
regulation.45 The financial services framework, in the United Kingdom, is therefore at its core 
similar to that in other parts of the EEA.

Despite the similarities between the UK and EU regimes, this does not mean that they 
are identical, and indeed one of the common areas where this becomes more complex is if 

41 See SYSC 6.1.1R.
42 See SYSC 6. 3.1R and following. The FCA explain that ‘money laundering risk’ is the risk that a firm may 

be used to further money laundering. Failure by a firm to manage this risk effectively will increase the risk 
to society of crime and terrorism.

43 For discussion, see Bamford et al ‘Money Laundering and financial Crime’ in Financial Services Law 
(fourth edition).

44 2015/2366/EU.
45 The FCA’s Handbook of Rules and Guidance sets out at Appendix 3.9 of the Supervision chapter an 

overview of how the European framework is mapped to the UK framework of regulated activities: https://
www.handbook.fca.org.uk/handbook/SUP/App/3/9.html. 
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a firm is seeking investment from multiple parties to fund a fintech product. Firms seeking 
to undertake fundraising need to be aware of the implications of the project being either a 
collective investment scheme or a crowdfunding exercise. 

i Equity investment: the collective investment schemes issue

The definition of a collective investment scheme is complex; however, at its core it covers 
arrangements that result in the pooling of the money of participants, so that the money may 
be invested in projects without the participants having day-to-day control of the money.46 
The difficulty of this definition lies in its potential breadth, and the fact that the activities 
that are regulated in conjunction with a collective investment scheme range not just from 
its operation, but also encompass, for example, providing personal recommendations and 
managing the portfolio. 

Although broad, the regulation of collective investment schemes is also gradated, 
in particular in terms of whether the participants investing in the scheme are retail or 
professional clients. If a collective investment scheme is designated as for retail clients, then 
effectively this signals that they are an investment for anyone. As such, these schemes have 
the most invasive regulatory framework, under the EU UCITS Directive, and, for example, 
face restrictions in terms of which assets they can invest in as well as having higher disclosure 
requirements. Professional clients are those that, either because of their inherent nature (for 
example, by virtue of being a regulated investment firm),47 or because they have sufficient, 
expertise, experience, knowledge and resources to opt to be elected up to professional client 
status.48 Because of their status, professional clients are therefore subject to the requirements 
stemming from AIFMD, and receive less regulatory protection than retail clients. 

ii Crowdfunding

Crowdfunding is an alternative mechanism for raising funds, and is different from collective 
investment schemes because there is no pooling of money – rather the investor has full 
control over the investment, which is not pooled with those of other participants. There is a 
range of different types. Loan-based crowdfunding, whereby investors join together to lend 
money through the platform, and investment-based crowdfunding, whereby investors join 
together to buy an equity stake in the business, are both regulated activities,49 and there are 
requirements to obtain the requisite authorisation from the FCA to run such a platform, as 
well as to ensure that products sold through the platform are of an appropriate standard.50 
Although we do not discuss it here, we note that funding mechanisms that promote secondary 
trading of loans or equity obtained through crowdfunding will themselves be regulated, as 
part of the regulation of transferable securities.

In addition to the regulated forms of crowdfunding, there are some types of platform 
that are not regulated. The FCA refers to these as ‘donation-based crowdfunding’, through 
which people give money to enterprises or organisations they want to support and 

46 A full definition is provided at section 235 of the Financial Services and Markets Act 2000.
47 See COBS 3.5.2R
48 See COBS 3.5.3R.
49 The FCA also splits out donation-based crowdfunding and pre-payment or rewards-based crowdfunding, 

however we do not go into these here: https://www.fca.org.uk/consumers/crowdfunding. 
50 See the FCA’s regulatory approach to crowdfunding over the internet, and the promotion of non-readily 

realisable securities by other media: https://www.fca.org.uk/publication/policy/ps14-04.pdf 
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‘pre-payment or rewards-based crowdfunding’, through which people give money in return 
for a reward, service or product. These types of crowdfunding, therefore, do not require FCA 
authorisation.

Whether a type of crowdfunding is regulated or not by the FCA affects the requirements 
for the crowdfunding platform; for example, FCA-regulated platforms are required to have 
capital set aside to prevent entity failure. However, the rules on, for example, preventing 
fraud, misrepresentation and unfair customer terms are ubiquitous,51 and as such apply 
regardless of whether the activity is in itself regulated. The result is that, even if a concept is 
promoted on a non-regulated platform, it still needs to be presented clearly and fairly.

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS (ICO)

Cryptocurrencies and ICOs are an entirely new concept, made possible through increasing 
acceptance of blockchain as a reliable technology, and the current regulatory framework 
was not developed with this phenomenon in mind. Some practitioners have therefore 
argued in favour of treating virtual money as a new form of property;52 however, currently 
cryptocurrencies do not have a particular legal status.

There is no special regime in the United Kingdom for the regulation of ICOs. A token 
issuer, as someone who offers something for value via an ICO, will, however, be subject 
to general criminal law on fraud and the civil law governing intentional or negligent 
misrepresentation in the United Kingdom.53 Caution is, therefore, required where anyone 
says that an ICO is unregulated, as this term does not suggest that an issuer of tokens 
somehow operates outside the law. Giving regulation a more narrow meaning, the FCA has 
stated that whether an ICO falls within the FCA’s regulatory boundaries or not can only be 
decided case by case and where an ICO ‘involve[s] a regulated investment’, it will fall ‘within 
the FCA’s regulatory boundaries’. 

i Regulated ICOs

Irrespective of its form or label, the issuer of a token will need to determine whether that 
token is a transferable security and, therefore, whether the issuer needs to produce an 
approved prospectus. 

Section 102A of the Financial Services and Markets Act 2000 uses the term ‘security’, 
which it defines to include those classes of securities that are negotiable on the capital market, 
with the exception of instruments of payment, such as shares, bonds and any other securities 
giving the holder rights. To the extent that a token has any of the characteristics in Section 
102A, the issuer will either require an approved prospectus or ensure that it structures the 
ICO to fall within one of the EU Prospectus Directive exemptions identified in the FCA 
Prospectus Rules. These include offers that are limited to ‘qualified investors’ or offers to 
fewer than 150 persons, other than qualified investors, in the United Kingdom.

It is unlikely that an issuer of regulated tokens would require authorisation under 
Part IVA of the FSMA to carry on regulated activities because there is an exemption from 

51 For example, the application of the Consumer Rights Act 2015, which places controls on unfair contract 
terms with consumers, applies depending on the nature of the recipient, and regardless of whether an 
activity is a regulated activity. 

52 Joanna Perkins, The legal aspect of virtual currencies, (2016) 10 JIBFL 569.
53 For example, under the Fraud Act 2006 and Misrepresentation Act 1967.
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authorisation for issuers of shares and bonds. However, a person will require authorisation 
under Part IVA where that person, by way of business in the United Kingdom, for example, 
arranges for the marketing and issuance of tokens.

ii Unregulated ICOs

UK law and regulation does not yet provide a regime for regulating tokens that are not 
transferable securities or any other type of designated investment, such as a unit in a fund 
or an OTC derivative. To the extent that a token is regulated as an instrument of payment, 
an issuer or person providing services in connection with the ICO may require a e-money 
licence. That said, the essence of a token is that it creates a means of payment that is different 
from e-money, which relates to fiat currency and not to cryptocurrency. Importantly, the fact 
that a token is capable of being offered via an ICO has no bearing on its classification as an 
instrument of payment and vice versa.

To the extent that an issuer takes the view that a token is a commodity, which by 
the regulatory definition in the EU MiFID Organisational Regulation would require the 
tokens to be goods of a fungible nature that are capable of being delivered, including metals 
and their ores and alloys, agricultural products and energy such as electricity, these would 
be outside the realm of regulation to the extent they are not derivatives. As above, the fact 
that a token is capable of being offered via an ICO has no bearing on its classification as a 
commodity and vice versa.54

Returning to the point above, however, the issuer of an unregulated token will be 
subject to general criminal law on fraud and civil law governing intentional or negligent 
misrepresentation in the United Kingdom. Moreover, it is prudent to include reference to the 
FCA warnings in the relevant offering documentation.

VI OTHER NEW BUSINESS MODELS

In addition to the fintech models outlined above, another growth in the UK fintech industry 
has been the rise of automation. This is reflected both in the development of products using 
smart contracts, which operate in conjunction with blockchain technology to allow for the 
automation of processes, and automation generally, for example, robo-advisers, which reduce 
costs by automating the advisory process. 

As with other types of fintech in the United Kingdom, there is no special legal 
framework for automation, however, both types of automation are not only permitted, but 
also to some extent encouraged, by UK regulators. This is shown, for example, by the fact that 
the FCA’s first two cohorts in the sandbox have a prevalence of firms using smart-contract 
technologies based on the blockchain infrastructure.55 

Another example is the FCA’s support of robo-advice, discussed above.56 

54 See Commission Delegated Regulation (EU) 2017/565, Article 2(6).
55 FCA Regulatory sandbox lessons learned report: https://www.fca.org.uk/publication/research-and-data/

regulatory-sandbox-lessons-learned-report.pdf.
56 See Section above.
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VII INTELLECTUAL PROPERTY AND DATA PROTECTION

i Intellectual property

At the core of fintech is the concept of innovation, and a key concern of any innovator will 
be the ability to protect any intellectual property created. The paradigm route of protecting 
intellectual property protection is often obtaining a patent, however, this will often not be 
directly helpful here, as to obtain a patent requires the property to be a process or idea 
capable of industrial application, and not ‘a scheme, rule or method for performing a mental 
act, playing a game or doing business, or a program for a computer’.57 For many fintech 
innovations, it will be difficult to prove that the intellectual property involved meets these 
requirements, and so patents are often not a viable option. In addition, as part of obtaining 
the patent there are public disclosure requirements,58 and so even if a patent is available, the 
inventor may not want to make these disclosures.

An alternative and common route to protecting intellectual property is the use of 
confidentiality or non-disclosure agreements. The advantage of these is that they are inherently 
flexible, as the parties can agree to protect the intellectual property to the extent they wish. 
However, the disadvantage is that, in the event of a breach, the aggrieved party’s remedy is 
limited to taking action against the other party for breach of the contract. The contract does 
not give an inherent ownership right in the intellectual property that is enforceable against 
the world in general. Before disclosing any sensitive information, therefore, it is prudent to 
check that the recipient of that information is trustworthy, even if a confidentiality agreement 
is put in place. 

ii Data protection

Data protection legislation applies to personal data, which refers essentially to data 
attributable to a specific person. The data protection regime in the United Kingdom has 
recently been overhauled with the EU General Data Protection Regulation (GDPR) coming 
into effect. The GDPR enhances the data protection regime in place since 1998, introducing, 
for example, a new ‘right to be forgotten’, as well as far greater controls on how client data 
can be used and new requirements explaining to individuals how their information will be 
used. The new regime is designed to take a tougher stance on improper use of data with a 
new maximum fine for breach being the higher of €20 million or 4 per cent of global annual 
turnover.

The GDPR creates complexities for big data analytics, for example, which often involves 
trying to apply new data algorithms to pre-existing databases. This is particularly important 
where a data scientist wishes to analyse data collected for one purpose for a different purpose 
to that originally intended. In the past, in order to provide the flexibility required to allow 
for this, companies could seek to obtain very wide consent to the use of personal data, 
however, this technique has been substantially undermined by the fact that, firstly, separate 
genuine consent must be obtained for different processing activities, and so, there is a general 
presumption that a broad ‘omnibus’ is invalid, and secondly, the fact that, even if consent is 
obtained, the data subject may withdraw this consent at any time. 

Looking at fintech more broadly, the requirement to comply with GDPR imposes an 
additional cost on businesses, given the complexity of the legislation and the need to comply 

57 Section 1, Patents Act 1977.
58 Section 24, Patents Act 1977.
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with its requirements from the start of the client relationship. However, the fact that GDPR 
provides for a relatively uniform standard of data protection legislation across Europe means 
that once a firm does comply with its provisions, the resultant framework can be applied 
across the European Union. 

VIII YEAR IN REVIEW

Over the past year, the FCA’s emphasis has been on understanding the nature of new fintech 
developments. The development and use of the sandbox has reinforced this as shown in the 
FCA leading to ‘lessons learned’ reports, discussed above.59 Although innovation is not new, 
there has been a change of mindset towards greater acceptance of the value of innovation 
in financial services. A recent speech by the Bank of England attributed this to four driving 
factors: unprecedented pressure to reduce costs; technology becoming much more easily and 
cheaply available; consumers of non-financial products being much more demanding of a 
similar consumer experience from banks and their peers; and public authorities putting more 
emphasis on competition.60 

IX OUTLOOK AND CONCLUSIONS 

Looking ahead, lawmakers are looking to build on their current learning; for example, there 
is currently an inquiry being made to further understand the role of cryptocurrencies in the 
United Kingdom.61 HM Treasury issued a paper on fintech in March 2018.62

More broadly, the United Kingdom’s membership of the European Union, and possibly 
after Brexit to enable UK firms to continue to enjoy the access to the European Union. One 
of the core principles of the European Union is harmonisation,63 and this is shown by recent 
developments towards creating a uniform framework for regulating crowdfunding.64 The 
advantage of the EU approach is that it enables a common set of standards for businesses, 
and in turn this may lead to them being able to operate in multiple EU Member States, 
particularly where a service can be passported. This does, however, come at a cost, as it reduces 
the flexibility that different Member States have to develop their own frameworks suitable for 

59 Regulatory sandbox lessons learned report, October 2017: https://www.fca.org.uk/publication/
research-and-data/regulatory-sandbox-lessons-learned-report.pdf.

60 Speech by Andrew Hauser, Executive Director, Banking, Payments and Financial Resilience: ‘The Bank 
of England’s fintech Accelerator: what have we done and what have we learned?’, 6 October 2017: 
https://www.bankofengland.co.uk/-/media/boe/files/speech/2017/the-boes-fintech-accelerator-what-
have-we-done-and-what-have-we-learned.pdf?la=en&hash=F4068A80F87E00D783B96C0157D4B4FE10
A9AA52.

61 Parliament Digital Currencies inquiry, last accessed 16 March 2018: https://www.parliament.uk/
business/committees/committees-a-z/commons-select/treasury-committee/inquiries1/parliament-2017/
digital-currencies-17-19/.

62 See Section I above.
63 p. 166 et seq., EU Law: Text, Cases and Materials, Craig and De Burca, 6th ed. 2015.
64 European Commission Proposal for a Regulation of the European Parliament and of the Council on 

European Crowdfunding Service Providers (ECSP) for Business, 8 March 2018: https://ec.europa.eu/
transparency/regdoc/rep/1/2018/EN/COM-2018-113-F1-EN-ANNEX-1-PART-1.PDF.
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fintech.65 Moreover, the need to obtain sufficient consent from the different Member States 
for new legislative developments means that once legislation is passed there is less capacity for 
quickly altering it should it prove unsuitable.66

At the time of writing it is uncertain what type of partnership there will be between 
the European Union and the United Kingdom and the extent to which EU standards 
will have an impact on UK law. The fact that fintech is growing in importance as a topic 
among international bodies, noting that this chapter opened with a reference to an Financial 
Stability Board paper, may also have the result that the United Kingdom’s freedom to depart 
too greatly from EU standards will, in any event, be curtailed where those EU standards 
themselves flow from international law. Whatever the outcome of Brexit, collaboration 
in developing universal standards for fintech is likely to be a topic of discussion not only 
between the United Kingdom and the European Union but between the United Kingdom 
and the rest of the world.67

65 As Member States have to comply with both in terms of the letter of the EU law requirement, as well as the 
duty of consistent interpretation, see p. 239 et seq. Wyatt and Dashwood’s EU Law, 6th ed., 2015.

66 For an overview of the EU legislative and decision making process, see Chapter 5, EU Law: Text, Cases and 
Materials, Craig and De Burca, 6th ed. 2015.

67 This commitment to international co-operation is evident in, for example, the FCA’s proposals for a Global 
Sandbox. 14 February 2018: https://www.fca.org.uk/firms/regulatory-sandbox/global-sandbox.
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Chapter 16

UNITED STATES

Jordan Altman and Reena Agrawal Sahni1

I OVERVIEW 

Fintech covers a wide swathe of activities and businesses in the United States, but the common 
feature is the use of new technology to innovate the delivery of financial services to customers 
or to make the way financial services are processed more efficient and swift. 

The US government and regulators are still in the process of determining how fintech 
activities and firms should be regulated, which is playing out on both the federal and state 
levels. While the US government and regulators are broadly supportive of fintech companies, 
there are currently few dispensations or programmes for fintech firms, and, if anything, 
fintech firms and activities have been subject to similar regulation and enforcement actions 
as traditional financial services companies, such as anti-money laundering regulations and 
anti-fraud and anti-manipulation laws and regulations.

Among the federal regulators, some or all of the US Securities and Exchange 
Commission (SEC), the Commodities Futures Trading Commission (CFTC), and the 
banking regulators, including the Office of the Comptroller of the Currency (OCC) and the 
Federal Deposit Insurance Corporation, have input into and have laid claim to license and 
regulate various fintech activities and firms. At the state level, the state regulators of financial 
services, including the New York Department of Financial Services, and the state attorneys 
general, have also voiced their expectations and concerns about fintech developments and 
regulation. In the meantime, regulated financial institutions, such as banks, that partner with 
fintech companies, are subject to existing regulations that limit their investments and subject 
their arrangements to regulatory scrutiny. 

We expect continued developments on the issue of regulation and jurisdiction as 
the policymakers, regulators and the courts grapple with these issues. For example, the US 
Department of the Treasury has assembled a working group involving the SEC, the CFTC, 
the Board of Governors of the Federal Reserve System (Federal Reserve Board), and the 
Financial Crimes Enforcement Network (FinCEN), a bureau of the US Department of 
Treasury, to discuss jurisdiction over cryptocurrencies among the agencies, and to understand 
where gaps exist and whether a new regulatory scheme is warranted. That working group 
could make recommendations that would influence regulation in this area.

1 Jordan Altman and Reena Agrawal Sahni are partners at Shearman & Sterling. The authors would like to 
thank Mark Elzweig, Sean Anderson and Eli Kozminsky, all associates at Shearman & Sterling, for their 
assistance in preparing this chapter. 
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II REGULATION

i Licensing and marketing

Fintech businesses in the United States are not subject to a fintech-specific regulatory 
framework by any single federal or state regulator. Rather, depending on the activities of a 
fintech company, that fintech company may be subject to myriad federal and state laws and 
regulations, including licensing or registration requirements. 

The number and complexity of potentially applicable US regulations to any single 
fintech firm has drawn some criticism as a potential barrier to entry and hindrance to growth 
of US fintech. As regulators work to develop regulations that govern the fintech space, there is 
also uncertainty as to precisely how the US regulation of fintech will evolve and the degree to 
which fintech companies will receive government support and collaboration as the industry 
develops. 

Many fintech companies find that offering their services throughout the United States 
requires licensing and registration with multiple state regulators, subjecting such fintech 
companies to regulation and supervision by the laws and regulations of each such regulator. 
The types of licences that may be required at the state level include consumer lending, money 
transmission and virtual currency licences. Depending on the number of states and licences 
that are required to be obtained, a fintech company may find the compliance burden to be 
extensive as each state has its own distinct set of rules and regulations. There is currently a 
money services business licensing agreement between regulators in seven states, coordinated 
through the Conference of State Bank Supervisors, which standardises the elements of the 
licensing process and provides for recognition of other states’ reviews. There is also a CSBS 
model regulatory framework for state regulation of certain virtual currency activities, all of 
which are efforts to help overcome the challenges of licensing in 50 states.

On the federal level, the Consumer Financial Protection Bureau (CFPB) has jurisdiction 
over providers of financial services to consumers. Because many fintech businesses are aimed 
at providing services predominantly to consumers, the CFPB has the ability to enforce a 
range of consumer protection laws (such as consumer lending laws and anti-discrimination 
laws) that apply to the activities of such companies. The CFPB also has authority to enforce 
against the use of unfair and deceptive acts and practices generally. 

To the extent that the activities of a fintech provider fall within the licensing regimes 
of other federal regulators, such as the SEC or the CFTC, such fintech providers will be 
required to register with such agencies and become subject to enforcement by the same. 
For example, robo-advisers, being a subset of investment advisers, may be subject to SEC 
registration requirements for such advisers. Finally, fintech companies may also be required 
to register with the US Department of Treasury’s Financial Crimes Enforcement Network 
(FinCEN) and thus, as described below, comply with the Bank Secrecy Act and other 
anti-money laundering laws and regulations.

The OCC, the primary federal bank regulator for national banks, announced in 
December 2016 that it will provide a special purpose national bank charter to fintech 
companies that receive deposits, pay checks or lend money. Fintech companies that choose 
to apply for and receive this special purpose national bank charter will become subject to 
the laws, regulations, reporting requirements and ongoing supervision that apply to national 
banks, and will also be held to the same standards of safety and soundness, fair access, and fair 
treatment of customers that apply to national banks. The OCC intends that, among other 
things, this special purpose national charter may help level the playing field between national 
banks and competing fintech companies, while also protecting consumers and providing 
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greater consumer access to fintech services. The chartering of fintech companies by the OCC 
has drawn some criticism from state regulators, among others, who argue that the regulation 
of such companies is better accomplished at the local level by regulators who may have a 
deeper knowledge of certain fintech industry participants and more tailored regulations. In 
fact, the charter has been on hold in part because of lawsuits from certain state regulators that 
believe that an OCC charter exceeds the agency’s authority.

Regulators with jurisdiction over fintech businesses have not shied away from issuing 
enforcement actions where fintech businesses are conducting activities in violation of law. 
In recent years fintech companies have been subject to enforcement actions by regulators, 
including the CFPB, SEC and CFTC. Enforcement orders have been issued for, among other 
things, insufficient data security practices, violations of federal securities laws, including 
anti-fraud laws, failing to obtain requisite licences or registrations, and unfair and deceptive 
practices.

ii Cross-border issues

Even as financial services are increasingly provided across borders, the regulation of such 
financial services is still largely territorial. The regulation of financial services in the United 
States generally applies to firms offering services and products in the United States and to 
people in the United States, and so the same issues and regulations that apply to US fintech 
companies apply to non-US fintech services offered from abroad into the US jurisdiction. 
Broadly speaking, there is no passporting of regulated or licensed activities from outside the 
United States into the United States. 

III DIGITAL IDENTITY AND ONBOARDING

There is no generally recognised digital identity in the United States at present, and no fully 
digitised onboarding of clients.

IV DIGITAL MARKETS, FUNDING AND PAYMENT SERVICES

The funding for fintech initiatives can come from a variety of sources that track traditional 
funding for new and growing businesses, including private equity funds and hedge funds, 
financial institutions, corporates, family offices and high net worth individuals. Such capital 
raises are used to both finance the company itself, and for lending purposes, where the 
company is engaged in lending activities. 

i Crowdfunding

Crowdfunding, which generally refers to the use of the internet by small businesses to raise 
capital through limited investments from a large number of investors, is permitted under 
SEC rules and regulations. The Jumpstart Our Business Startups Act (the JOBS Act), 
established provisions that allow early-stage businesses to offer and sell securities, and the 
SEC subsequently adopted Regulation Crowdfunding to implement these provisions of the 
JOBS Act. The Financial Industry Regulatory Authority (FINRA) oversees the registration 
of crowdfunding portals. Broker-dealers and funding portals that are registered with the SEC 
and are FINRA members are permitted to offer and sell securities on behalf of issuers to the 
investing public using crowdfunding.
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ii Peer-to-peer lending

Peer-to-peer lending and crowd lending are also permitted in the United States. Examples 
of peer-to-peer lending include Lending Club and Prosper. Online lending marketplaces 
often rely on bank partners to actually originate loans, and thereby rely on the licensing 
and regulation to which those banks are already subject. However, even such marketplaces 
are subject to a wide range of regulations, including state licensing statutes that can impose 
requirements relating to record keeping, servicing practices, disclosure requirements, 
examination requirements, surety bond and minimum net worth requirements, financial 
reporting requirements, change in control notification requirements, restrictions on 
advertising, and requirements regarding loan forms. Peer-to-peer lenders are also subject to 
consumer protection laws, including state usury limitations, state disclosure requirements 
and other substantive lending regulations, Truth in Lending Act disclosure requirements, 
Equal Credit Opportunity Act non-discrimination provisions, Fair Credit Reporting Act, 
Fair Debt Collection Practices Act and CFPB regulations.

iii Sales, transfers and securitisations

Such loans and financings can generally be traded on a secondary market, subject to certain 
limitations. So, for example, securities purchased in a crowdfunding transaction generally 
cannot be resold for a period of one year, unless the securities are transferred to the issuer of 
the securities, an accredited investor, as part of an offering registered with the SEC, or to a 
family member of the purchaser. Loans that are originated as part of peer-to-peer marketplaces 
can be subject to limits on the ability to ‘export’ the interest rate at origination upon a sale 
or transfer of the loan. Transfer to securitisation vehicles is not uncommon, and is generally 
subject to risk retention rules that require the securitiser or sponsor of the securitisation 
transaction to retain at least 5 per cent of the credit risk of the securitised assets.

iv Payments services

Payments services are also subject to state licensing requirements. So, for example, states may 
license payment services as money transmitter businesses in the relevant states where money 
transmission services are provided. Such activities can also trigger registration requirements 
with FinCEN as a money services business. The board of governors of the Federal Reserve 
System has adopted Regulation E, which specified requirements for mobile banking or mobile 
payment transactions made via electronic fund transfers from a consumer’s asset account.

V CRYPTOCURRENCIES AND INITIAL COIN OFFERINGS

There is currently no specific federal regulation of blockchain and distributed ledger 
technology (DLT), as the current regulatory framework consists mostly of guidance focused 
on the applications of such technology, such as cryptocurrency and initial coin offerings 
(ICOs). Many federal regulators have repeatedly spoken of the potential benefits of such 
technology, however, this optimism has not translated into any concrete rulemakings. 

To date, almost all blockchain and DLT regulation has occurred at the state level. Some 
noteworthy legislation includes Delaware legalising the use of blockchain for the creation and 
maintenance of corporate records; Arizona amending its Electronic Transactions Act to affirm 
the validity of electronic signatures recorded on blockchains and permit the use of smart 
contracts; and Nevada banning local governments from taxing blockchain use. 
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Several federal and state regulators are also weighing blockchain and DLT legislation. 
The Commodity Futures Trading Commission’s Technology Advisory Committee recently 
voted to recommend the formation of subcommittees on DLT and cryptocurrency. 
Additionally, Illinois, North Dakota and Vermont have passed bills to create task forces to 
determine whether financial technology and blockchain regulation is necessary, and bills have 
been proposed in New York and Hawaii that would follow suit.

Through its investigative report of the decentralised autonomous organisation (DAO), 
the SEC determined that the organisation’s tokens were in fact securities, setting the precedent 
that issuers of digital tokens may be subject to SEC oversight and securities registration 
requirements. The report further states that whether or not a token is a security shall be 
determined on a facts-and-circumstances basis, and that the SEC will apply a multi-pronged 
test to determine if tokens are securities.

In the case of the DAO, the SEC found that investors had invested money in a 
common enterprise, had a reasonable expectation of profits from that investment and profits 
were derived from the managerial efforts of others. The SEC provided additional clarification 
in an enforcement action against Munchee Inc for its token offering, arguing that even if 
the tokens had a practical use when issued, they may still be securities. SEC Chairman Jay 
Clayton has publicly reaffirmed this stance on multiple occasions, stating that marketing 
coins as ‘utility tokens’ will not preclude them from SEC scrutiny. 

Additionally, the SEC recently issued a statement warning exchanges that offer trading 
of digital assets that are deemed securities that they must register with the SEC as a national 
securities exchange or be exempt from registration requirements. 

Under its 2013 guidance, the Treasury Department’s Financial Crimes Enforcement 
Network (FinCEN) stated that those in the business of exchanging and circulating virtual 
currencies are money services businesses subject to Bank Secrecy Act (BSA) regulation. An 
individual who obtains virtual currency to purchase goods or services, however, is not subject 
to money service business registration, reporting and recordkeeping requirements. FinCEN 
has issued two enforcement actions against virtual currency businesses for violating BSA 
requirements since publishing the guidance. 

The Treasury Department’s Office of the Inspector General’s Annual Plan also highlights 
virtual currencies as a particular area of concern as a money laundering instrument, and 
notes that Treasury is examining how FinCEN identifies, prioritises and addresses money 
laundering and terrorism risks associated with virtual currency. 

Additionally, there are currently two proposals relevant to combatting virtual currency 
use in money laundering schemes. One would establish an independent task force to combat 
terrorist and illicit use of virtual currencies, while the other would expand the definition of 
financial institution under the BSA to include issuers of digital currencies and require a report 
be submitted to Congress on a strategy infrastructure needed to detect digital currencies at 
border crossings. 

The IRS declared through Notice 2014-21 that cryptocurrencies are to be treated 
as ‘property’ and not foreign currency for US tax purposes. As a result, any taxpayer who 
receives cryptocurrency in exchange for goods or services when computing gross income must 
report the fair market value of the cryptocurrency measured in US dollars at the time of the 
transaction. Notice 2014-21 also states that transactions involving cryptocurrency are taxable 
under the general tax principles applicable to property transactions and that cryptocurrency 
may be held as a capital asset in the hands of taxpayers. Despite industry calls for further 
clarification, the IRS has not provided any subsequent guidance. 
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The Tax Cuts and Jobs Act of 2017 limited the scope of 1031 tax-free like-kind 
exchanges under the Internal Revenue Code to real property. This likely means that when 
cryptocurrency is traded for like-kind property, the transaction may no longer receive 1031 
treatment and may thus be taxable. 

There is no legislation or regulation preventing tokens from being offered to US residents 
by international issuers. However, international issuers of tokens often choose to exclude US 
residents from participating in offerings due to potential regulation. If the token is deemed 
a commodity under US law, an international issuer may be subject to CFTC anti-fraud and 
anti-manipulation regulation, along with regulations on leveraged transactions. The SEC 
has also made it clear that some tokens may be classified as securities subject to US securities 
laws, meaning if an international issuer offers a token to a US resident and the token is 
considered a security, the international issuer will be forced to comply with US securities, tax 
and anti-money laundering regulations, among others.

Regulators have taken a cautious stance towards US residents’ participation in 
international token sales. While they have not provided any specific guidance on the matter, 
many have repeatedly warned market participants that regulators may be unable to obtain 
information from persons or entities located overseas, and that they may be unable to retrieve 
any lost or stolen funds.

VI OTHER NEW BUSINESS MODELS

Fintech business models are still developing, providing traditional financial services to 
consumers in more innovative, direct ways, and leveraging new technologies, including 
blockchain, for doing so. While fully automated financial services are not part of the model, 
and self-executing contracts and fully automated investment advisers a future possibility, 
fintech firms are particularly adept at using artificial intelligence and big data to make the 
borrowing and investing experience easier to execute online and more complete. In addition 
to licensing and regulatory issues that these activities raise, as discussed above, they also raise 
issues relating to data protection and data ownership that are only beginning to be addressed.

VII INTELLECTUAL PROPERTY AND DATA PROTECTION

Fintech endeavours may use a combination of patents, copyrights, trade secrets and 
trademarks in order to secure and protect their intellectual property rights.

Regarding patent protections, fintech companies’ inventions often involve methods 
practised using computer technology. As such, it is important to consider the patentability 
of such methods. While patent protection of methods at first may appear broad, recent 
court decisions have narrowed it considerably. In Alice Corporation Pty. Ltd v. CLS Bank 
International, the Supreme Court held that certain claims in a patent were ineligible for patent 
protection because they constituted an abstract idea. Under United States law, abstract ideas 
are not patentable. Furthermore, claiming the use of a generic computer implementation 
failed to transform the abstract idea into patent-eligible subject matter. Thus, under Alice, 
methods that simply require an otherwise abstract method to be performed on a computer 
will not be considered patent-eligible subject matter. It is important for fintech businesses 
to consider this restriction when evaluating how to protect their intellectual property. Their 
business models, as concepts, or proprietary operations carried out by software may not be 
eligible for patents.
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Regarding copyright, software code and certain works within software applications, 
such as original visual design elements and original text, are protected by copyright. Copyright 
prohibits others from making or distributing copies a firm’s software without permission. 
Copyright does not prohibit others from independently developing similar software.

Finally, fintech companies can protect their inventions and innovations, particularly 
the source code in computer programs, through trade secret law. Unlike patents and 
copyright, trade secrets do not expire. Since trade secrets are primarily protected by state 
law, there is a patchwork of different laws protecting trade secrets across the United States. 
However, in 2016, the Defend Trade Secrets Act created a federal cause of action for trade 
secret misappropriation. Fintech companies should be aware that trade secrets must be 
continuously guarded by them from public disclosure and do not protect against independent 
development by another party.

Fintech companies may also use trademarks in order to prevent others from using their 
names or other signifiers, such as logos, or from using names or logos that are confusingly 
similar. Trademarks do not protect business models or proprietary technology, but they may 
be valuable in establishing and protecting a brand identity or positioning a firm within a 
market.

i Ownership of intellectual property

Ownership rights in inventions originate in the inventor. Whether the inventions are 
ultimately protected by patent or trade secret, the inventor is the initial owner of such 
intellectual property. Similarly, ownership in copyright originates with the author of the 
copyrighted work, unless the copyrighted work is a work made for hire, in which case, 
provided certain formalities are followed, the employer or entity that commissioned the work 
is considered its author for purposes of copyright ownership.

Every fintech company should take steps to make sure that it owns the intellectual 
property created by its employees or contractors, or otherwise generated by or for its business. 
To do so, a firm may insert an intellectual property assignment clause into all contracts 
with employees and contractors. Such a clause acts as an assignment of, and requires the 
employee or contractor to assign, all rights to the firm in any inventions, works or other 
intellectual property made during the engagement or in the course of employment. This 
clause may also specify that any copyrightable works made by the employee or contractor 
during the term of engagement are, by agreement of the parties, works made for hire with 
the authorship attributed to the firm. Similar provisions may be included in agreements with 
service providers.

Such agreements with employees and independent contractors may be drafted such 
that the salary or payment acts as consideration for the assignment of intellectual property. 
Under US law, no additional compensation must be paid to inventors or authors. 

In addition, in order to protect trade secrets or other proprietary information of the 
firm, such contracts may contain confidentiality provisions that obligate the other party to 
maintain the confidentiality of all proprietary information received or generated by them in 
the course of employment or during the engagement. 

ii Privacy and data protection 

In the United States, there is no national data protection law, and no single or centralised 
authority is charged with jurisdiction over privacy and data protection issues. Rather, the 
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United States has taken a sectoral approach, with a variety applicable federal and state laws, 
and numerous federal and state agencies have authority to make and enforce rules in this area, 
depending on industry and context. 

For fintech firms, applicable federal laws include the Gramm-Leach-Bliley Act (GLBA), 
Fair Credit Reporting Act (FCRA), Federal Trade Commission Act (FTC Act), and the 
Electronic Communications Privacy Act (ECPA). Obligations under such laws vary, from 
obligations to provide adequate notice of a firm’s data practices, to maintaining appropriate 
security measures for individuals’ financial information, to specific requirements for the use 
of consumer credit reports. The rules that may apply to a firm may depend on the nature of 
the firm and the type of data that it handles, and may be affected by other contextual factors. 
(Fintech firms that maintain an online presence should also be aware of the Children’s Online 
Privacy Protection Act, and those that interact with health data should be aware of their 
obligations under the Health Insurance Portability and Accountability Act.) 

Similarly, numerous federal agencies have authority to enforce privacy and data 
protection rules and agencies with applicable jurisdiction may vary by firm, based on the 
nature of the firm and the data it holds. Key federal agencies charged with responsibility in 
this area include the SEC, OCC, CFTC, CFPB and FTC. Most if not all of these regulators 
have stated that cybersecurity is a pressing and systemic concern deserving of investment and 
scrutiny. In addition, states’ attorneys general have authority to bring suits against firms in 
order to enforce state privacy and data protection laws.

VIII YEAR IN REVIEW

Over the past year, the US regulators, policymakers and courts have been focused on the issue 
of how virtual currency markets should be regulated and who should regulate them. The courts 
have begun to weigh in on the question, in response to challenges brought by defendants to 
enforcement actions brought by the US regulators. So, for example, on 6 March 2018, the 
United States District Court for the Eastern District of New York confirmed that virtual 
currencies are commodities within the anti-fraud jurisdiction of the CFTC. The court held 
that virtual currencies ‘fall well-within the common definition of “commodity”’, and thus the 
CFTC maintains the jurisdictional authority to stop spot trade virtual currency fraud under 
the Commodity Exchange Act (CEA). The ruling marks the first time that a federal court has 
affirmed the CFTC’s 2015 determination that virtual currencies are commodities as defined 
by the CEA. 

In the meanwhile, on 7 March 2018, the SEC issued a statement warning investors 
of potential risks involving digital asset exchanges. The statement aims to protect investors 
trading digital assets through online platforms and serves as a warning shot to exchanges 
dealing in digital assets that may be securities. 

Prior to this, in February 2018, the Chairmen of the SEC and the CFTC testified before 
the US Senate Committee on Banking, Housing and Urban Affairs, as to the regulatory 
oversight of virtual currencies, and in particular, potential gaps in the US regulatory apparatus. 
A cross-regulator working group on virtual currencies led by the Treasury Secretary is expected 
to make further recommendations to Congress.

In the meanwhile, the New York Attorney General has launched a Virtual Markets 
Integrity Initiative, aimed at protecting cryptocurrency investors and consumers. Their first 
effort is to require information from certain virtual currency trading platforms on their 
operations, internal controls and safeguards to protect customer assets.
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IX OUTLOOK AND CONCLUSIONS 

As this area continues to develop, we expect to see further clarity regarding regulatory 
oversight over fintech-related matters. 
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