The intersection of US litigation
and EU data privacy laws

LEGISLATION

Organisations that may become involved in US litigation should consider potential
obligations to retain, review and produce documents when drafting privacy policies and
notices, Laura Hall of Allen & Overy says.

C

ompanies with operations in the
EU are increasingly finding that
the broad scope of discovery in
litigation in the United States is in conflict with their obligations under laws
implementing the EU Data Privacy
Directive. Most US courts, when considering whether production of documents in violation of foreign data privacy law should be compelled, have
found that the US interest in ensuring
the disclosure of all relevant information
outweighs a foreign sovereign’s interests
in protecting privacy. The coming into
force of the GDPR in May 2018, and its
vastly increased potential sanctions, may
cause litigants and courts to reevaluate
that balance.
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The Federal Rules of Civil Procedure
(FRCP)
govern
disclosure
and
discovery in civil proceedings in Federal
courts.1 The scope of discovery includes
“any nonprivileged matter that is
relevant to any party’s claim or defence
and proportional to the needs of the
case.”2 The recipient of a request for
production of documents (if a party) or
a subpoena (if a non-party) must

or subpoena may respond with objections and must state whether it is withholding any documents on the basis of
those objections.5 Most courts require
the parties to meet and confer about discovery issues before they are presented
to the court through a motion to compel
production or a motion to quash the
demand. The trial court’s ruling on such
a motion is generally not subject to
appeal until final judgment has been
reached in the case. An interlocutory
appeal may be available to a party where
the court orders it to produce materials
contended to be subject to attorneyclient privilege.
Third parties who wish to appeal an
order requiring compliance with a document subpoena must disobey the order
and be held in contempt of court; an
appeal is then available from the contempt order, which may also impose
coercive monetary sanctions (e.g. fining
the party for each day it does not produce
the documents). This poses a significant
burden on the assertion of privileges or
other objections to discovery. Parties to
the litigation also may be held in contempt or otherwise sanctioned,6 but
rarely are permitted to appeal such sanctions prior to conclusion of the litigation.

The US interest in ensuring the disclosure of all
relevant information outweighs a foreign
sovereign’s interests in protecting privacy.

countries
have,
however,
filed
reservations refusing to honour requests
for pre-trial disclosure of documents.
In 1987, the US Supreme Court held
in Société Nationale Industrielle
Aérospatiale v. U.S. Dist. Court for the
Southern District of Iowa (Aérospatiale)
that ratification of the Hague Evidence
Convention did not supersede the procedures for discovery provided by the
FRCP with respect to foreign parties or
non-parties, but rather provided
“optional” procedures that could be
used “whenever they will facilitate the
gathering of evidence.”7 That case concerned a French “blocking statute” that
makes production of evidence for foreign litigation outside the Hague Evidence Convention a crime. The
Aérospatiale court cautioned that
“American courts should … take care to
demonstrate due respect for any special
problem confronted by the foreign litigant on account of its nationality or the
location of its operations, and for any
sovereign interest expressed by a foreign
state,”8 but in the vast majority of subsequent cases, little weight has been
given to such interests.
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The Aérospatiale decision did not
provide “specific rules to guide this
delicate task of adjudication” of
domestic and sovereign interests,9 and
therefore courts have looked to the
factors set out in the Restatement of
Foreign Relations Law:
“In deciding whether to issue an
order directing production of information located abroad, and in framing such
an order, a court or agency in the United
States should take into account:
(1) the importance to the investigation
or litigation of the documents or
other information requested;
(2) the degree of specificity of the
request;
(3) whether the information originated

conduct a search of documents3 in its
possession, custody or control, located
anywhere in the world, that is
reasonable in light of the scope of
discovery and where responsive
information is likely to be found.4 In a
complex
litigation,
millions
of
electronic records may be collected by
counsel for the parties and reviewed for
privilege and responsiveness.
The recipient of a document request
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The US and 60 other countries are party
to the 1970 Convention on the Taking
of Evidence Abroad in Civil or
Commercial Matters (Hague Evidence
Convention) and have thereby agreed
to process requests from foreign courts
for the production of documents in
connection with civil litigation through
their domestic legal systems. Many
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LEGISLATION
in the United States;
(4) the availability of alternative means
of securing the information; and
(5) the extent to which noncompliance
with the request would undermine
important interests of the United
States, or compliance with the
request would undermine important
interests of the state where the information is located.”
In employing this framework, US
courts nearly always conclude that compelling production under the FRCP is
warranted, for several principal reasons:
First, as a result of the meet and
confer prior to motion practice, the
requests will have been narrowed to
target information that is demonstrably
relevant to a claim or defence and not
available from an alternative source.
Second, in considering the “availability of alternative means,” courts tend
to be pessimistic about the prospects for
success of a request under the Hague
Evidence Convention, implicitly defining success as prompt production of all
the information as would be responsive
to the request under the FRCP.
Third, in balancing the interests of
the United States and the foreign country, the domestic interest in full disclosure as an aid to truth-seeking in the
specific case is given great weight compared to the general public interests
represented by the enactment of foreign legislation. Data privacy laws are
commonly mischaracterized as “blocking statutes,”10 despite their broad
domestic application, and US courts
express considerable scepticism that
anyone has a privacy interest in their
name, address and phone number on
work documents.11 US courts also rely
on exceptions, such as consent and
establishment of a legal claim or defence
in concluding that the transfer is in fact
permitted despite experts’ contentions
that these exceptions do not apply or do
not permit the scope of information
transfer that response to a typical US
document demand would require.12 US
courts also view protective orders that
limit who may receive documents
disclosed in the litigation as at least
partially satisfying the requirements of
foreign privacy laws.
Finally, US courts conclude from the
absence of any reported case imposing
penalties under an EU data privacy
statute for disclosure in US litigation

that foreign DPAs implicitly agree that
the balance of interests is in favour of
disclosure.
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Under the GDPR, it is clear that
controllers or processors who receive
judgments from courts, tribunals or
administrative authorities in third
countries requiring them to transfer or
disclose personal data cannot do so
unless those requests are based on an
international agreement or the GDPR
conditions for transfer to third
countries are met. It is likely to be
difficult to satisfy the GDPR conditions
in the case of transfers in connection
with legal proceedings. It will require a
careful assessment in each case.
In certain cases, a transfer involves
the disclosure or other processing of
sensitive personal data on a large scale,
which may be the case where a US document demands or a subpoena would
require the disclosure of information
regarding possible criminal offences. In
such cases, data controllers must conduct an impact assessment on an expedited basis to determine the risks of
transfer and any safeguards required,
and are required to notify a local supervisory authority of any resulting transfer where the identified risks cannot be
effectively mitigated. A supervisory
authority opinion that the transfer
should not occur, or should occur in a
different way, can be shared with the US
court as evidence of the sovereign interests at issue in the particular case. If the
US court nonetheless orders disclosure,
however, notification may have
increased the risk of the supervisory
authority imposing a penalty.
The vastly increased penalties available under the GDPR will not alone
change US courts’ views about the balance of domestic and foreign interests.
Based on experience to date, they are
likely to expect supervisory authorities
not to sanction companies that are
obeying US court orders. Changing that
expectation will likely require that
penalties are imposed publicly in multiple cases, but there is no reason at this
time to expect such penalties will be a
priority of most supervisory authorities.
Moreover, notwithstanding the EUwide nature of the GDPR, its enforcement remains a local matter, and so
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penalties imposed by one supervisory
authority may not persuade a court that
a different supervisory authority is
likely to follow suit.

_bpq mo^`qf`bpI=klt ^ka ^cqbo
j^v OMNU

Data controllers who may become
involved in US litigation should
consider potential obligations to retain,
review and produce documents when
drafting privacy policies and notices. It
may be possible to modify data flows so
that information related to activities that
may be subject to US litigation is not
brought into the EU unnecessarily.
To minimize the amount of personal
data transferred to the US and limit it to
that truly required for the lawsuit, documents may be reviewed in the EU or
another adequate country and only
responsive, non-privileged documents
transferred to the US. Alternatively, EU
standard contractual clauses (aka model
clauses) may be used with document
hosting and review vendors in the US
to protect information during the preproduction phase.
A company involved in US litigation
should seek advice from data privacy
experts on what terms should be
included in the protective order and
whether responses to discovery requests
are likely to implicate data privacy interests so that timely objections can be
interposed. In meeting and conferring
over such objections, take the opportunity to educate opposing counsel about
EU data privacy requirements and seek
to agree on a protocol that will provide
them with reasonable disclosure.
For example, documents may be
anonymized or pseudonymized initially
and then provided de-anonymized on
request for good cause (such as to
authenticate a document for use at trial
or to identify documents associated
with a specific witness).
If an objection on the basis of data
privacy law is litigated, be as specific as
possible about the types of documents
likely to be responsive to the document
request in question, the types of personal data they are likely to contain and
what information is proposed to be
withheld as a consequence. If seeking
to channel discovery through the
Hague Evidence Convention, provide
evidence that a request is likely to be
successful and commit to cooperation
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with foreign judicial authorities.
Request support from the relevant
DPA or national government in the
form of an amicus curiae brief to the US
court hearing. Such briefs have a high
rate of success as they directly address
the interest of the sovereign in the circumstances of the specific dispute, but
some courts have ordered discovery
notwithstanding the protests of foreign
governments.
REFERENCES
1

2
3

4

5
6

7

Most state courts’ rules of procedure
are modelled on the FRCP, but
consideration of those rules is beyond
the scope of this article.
FRCP 26(b)(1).
The term “document” in US litigation
typically encompasses all forms of
information storage, including audio
files, electronic databases and so on,
but data in relatively inaccessible form,
such as disaster recovery tapes,
typically need not be restored and
searched.
Such information must be retained as
soon as litigation is anticipated. See
FRCP 37(e) (prescribing sanctions for
loss of electronically stored information
that should have been preserved).
FRCP 34(b)(2)(C).
FRCP 37 provides for fee shifting for
motions to compel discovery and
sanctions for failure to obey a discovery
that may include directing that certain
facts be considered established striking
pleadings, dismissing the action and
entering default judgment.
482 U.S. 522, 541 (1987). The regional
circuit courts of appeal differ in whether
they apply the Aérospatiale analysis at

Data Localization Laws and Policy:
The EU Data Protection
International Transfer Restriction
Through a Cloud Computing Lens
by W Kuan Hon

Data localization laws are becoming
somewhat problematic for data controllers
and this timely book aims to explain why
countries are increasingly introducing them,
and creating barriers for cloud computing.
This book takes a multidisciplinary
approach as it evaluates the data transfer
restriction under the EU DP Directive, the
GDPR and the EU-US Privacy Shield. The
author, Dr Kuan Hon, a solicitor specializing
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US lawyers may fail to consider the
applicability of foreign law in the
discovery process or struggle to explain
it convincingly to a court. EU data
privacy specialists may give little
consideration to the realities of US
litigation in designing policies and
disclosures. In a world of globalized
disputes and in light of the enhanced
penalties the GDPR prescribes, greater

awareness of the interrelation of these
fields of law by practitioners of each is
necessary. The price of failing to respect
either may be high.
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in data protection law and cloud computing,
discusses the concept of cloud computing,
the history behind data localization
restriction,
questions
of
adequacy,
authorities’ access, enforcement and
compliance issues.
A very interesting part of the book is the
discussion on the dilemma of where to set
up data centres. Hon argues that it makes
little sense to consider personal data
location without also considering the extent
to which third countries have effective
jurisdiction over a (sub)provider, without
which such jurisdiction is irrelevant. Hon
observes that DPAs focus on personal data
location and EEA customers’ demands for
EEA data localisation. This had led to the
offering of regional clouds. However, there
are proposals to limit data localization
requirements at international level in trade
agreements. Hon emphasises
that

compliance with DP principles is key, not so
much the location of the data, and makes
recommendations for GDPR review/
guidance to frame ‘transfer’ by reference to
recipients, not countries.
This book which is partly a legalistic
discussion about terms and concepts is
however very useful for companies
involved in cloud computing, as it explains
the challenges in practical terms and with
many examples of real cases. The
arguments that the author makes are often
not only relevant in the cloud computing
context, but also apply more generally for
cross-border transfers.
Reviewed by Laura Linkomies
Published by EE Elgar in 2017. ISBN: 978
1 78643 1967. Hardback £99 special price
at www.e-elgar.com/shop/data-localizationlaws-policy
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Germany’s new DP Act: Big
news or business as usual?

The current rule of appointing a DPO in organisations remains.
There is no cap on fines and there is the possibility of a criminal
sentence of up to three years. By Katharina A. Weimer, Senior
Associate, Gowling WLG, Munich.

I

n the midst of the “winds of
change” brought by the General
Data Protection Regulation
(GDPR), Germany’s parliament (the
Bundestag) and the Federal Assembly (the Bundesrat) passed a new bill
on data protection (the German

Draft), waiting to be signed by the
Federal President as the final step of
the law-making process1. With the
German Draft, the German government aims at implementing the
Continued on p.3

EDPS: New e-Privacy law will
mean stronger enforcement

The EDPS welcomes the form of an EU Regulation for e-Privacy
but calls for stronger protection for metadata, and envisages some
flexibility on consent. Laura Linkomies reports from Brussels.

T

he Regulation on Privacy and
Electronic Communications
is proposed to take effect
from 25 May 2018, and aligns with
the GDPR on many aspects. In an
exclusive interview with PL&B,
Giovanni Buttarelli, the European

Data Protection Supervisor, said that
the GDPR will “remain incomplete
without this additional exercise.” He
welcomes the fact that the proposal
extends the scope of e-Privacy rules
Continued on p.7
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Germany: Milestone reached
in GDPR implementation

Germany has issued a new draft law to implement the provisions of
the GDPR, and may be the most advanced with its plans within the
EU. The draft law, adopted by the Parliament on 27 April is not easy
to understand – and is in places stricter than the GDPR. For example,
the law introduces the possibility of imprisonment of up to three
years (p.1).

The intersection of US litigation and EU Data Privacy Laws means
that controllers who may become involved in US litigation should
consider potential obligations to retain, review and produce
documents when drafting privacy policies and notices (p.15). The
extra-territorial reach of the GDPR is a concern for non-EU
companies offering goods and services in the region – when does it
apply? Our correspondents analyse the situation on p.18.

An example of the global reach of the GDPR is that the US
multinational Stanley Black & Decker chooses to follow the GDPR
standard across its operations (p.13) in order to simplify its
compliance. But companies do not have to worry about just the
GDPR – plans to adopt the e-Privacy Regulation are advancing. Read
on p.1 what the EDPS, Giovanni Buttarelli thinks of the proposal.

In China, new data export restrictions need companies’ attention
(p.9), and mean cost implications for companies as well as restrictions
on their use of cloud computing. New legislative developments take
place in ASEAN countries (p.25). In Taiwan, we see an increase in
enforcement action (p.23).

Data protection principles come into question when determining
whether a company has a dominant position under competition law,
and organisations need to consider the extent to which collusion in
relation to privacy policies is an area that competition authorities may
investigate (p.20).

To conclude, organisations need a ‘social license’ to operate – the
social acceptability of a business is key in the future privacy
landscape, says Canada’s former Interim Privacy Commissioner
Chantal Bernier (p.28).

Laura Linkomies, Editor
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